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ABSTRACT Additive key performance indicators (KPIs) (such as page view (PV), revenue, and error count)
with multi-dimensional attributes (such as ISP, Province, and DataCenter) are common and important in
monitoring metrics in Internet companies. When an anomaly happens to an overall KPI, it is critical but
challenging to localize the root cause, which is one (or more) combination of attribute values in multiple
dimensions. For example, is the total PV decrease caused by the PV decrease from ‘‘Beijing’’ or ‘‘China
Mobile in Beijing’’, or ‘‘Beijing and Shanghai’’? However, this task is very challenging for two major
reasons. First, the PVs of different combinations are interdependent; thus, the PV anomalies at the root
cause can cause the changes of many other PVs at different aggregation levels. Second, there could be tens
of thousands of combinations to investigate in multi-dimensional attribute space. It is a difficulty to find
the root cause from a huge search space. To address the first challenge, our approach HotSpot uses a novel
potential score based on the ripple effect for anomaly propagation that we reveal. To address the second
challenge, HotSpot adopts the Monte Carlo Tree Search algorithm and a hierarchical pruning strategy. Using
the real-world data from a top global search engine, we show that HotSpot achieves a great improvement
on effectiveness and robustness, i.e., 95% of all types of root cause cases using HotSpot (compared with
only 15% using existing approaches) achieves an F-score over 90%. Operational experiences show that
HotSpot can reduce the localization time from more than 1 h in manual efforts to less than 20 s.

INDEX TERMS Anomaly localization, multi-dimensional attributes, huge search space, potential score,
Monte Carlo Tree Search (MTCS), hierarchical pruning.

I. INTRODUCTION
To provide good quality of service, Internet companies all
monitor a collection of key performance indicators (KPIs),
among which additive KPIs (such as page view, revenue,
traffic volume) with multi-dimensional attributes are com-
mon and important ones. For example, page view (PV) of
a website (the number of user accesses per time interval)
is closely related to the website’s revenue, thus should be
closely monitored

The KPI records can have several attributes, such as
Province (the geo-region mapped from the user’s IP),
ISP (user’s access ISP), DC (the data center where the request
is served). Each attribute has a range of distinct values.

Generally, we record the KPI values in every time inter-
val (e.g., every minute) for each distinct combination of
the attribute values, e.g., (Beijing,ChinaTelecom,DC1).
These most fine-grained KPI records, thanks to the KPI’s
additive nature, can be naturally summed up into more
coarse-grained KPIs. For example, all the KPI records
with Province = Beijing and ISP = ChinaTelecom
regardless of DataCenter can be summed up into
(Beijing,ChinaTelecom, ∗), where ∗ is a wildcard.

When an anomaly, e.g., a sudden increase or decrease,
happens to a total KPI (i.e., for (*,*,*)), it is critical but
challenging to quickly localize the root cause, i.e., the ele-
ments which have the most potential to have caused the total
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TABLE 1. Terms.

KPI anomaly, so that operators can take actions to mitigate
the problem. Note that in this paper we only deal with the
case where the total KPI value is anomalous.

The root cause can be one (or more) combination of
attribute values in multiple dimensions. Thus, the major
challenge for root cause localization is the huge search
space for potential root causes. First, the changes in the
root cause, e.g., (Beijing,ChinaTelecom, ∗), can propagate
to more coarse-grained combinations, e.g., (Beijing, ∗, ∗),
(∗, ChinaTelecom, ∗), more fine-grained combinations, e.g.,
(Beijing,ChinaTelecom,DC1), through which other related
combinations, e.g., (∗, ∗,DC1) are also impacted. Second,
the root cause can be a set of multiple values of the same
attribute e.g., (Beijing and Tianjin and Hebei, ∗, ∗) (where
these three geographically adjacent provinces are impacted
by a same failure). The number of such combinations is huge,
e.g., the number of combinations of various province values
in China is 236 − 1.

While the attribute combinations of real-world root cause
cases can be very complex, existing works such as Adtributor
[1] and iDice [2] can only deal with simple cases with much
smaller search space (see §V-F for more details). This paper
proposes an approach, called HotSpot, to automatically
localize the root cause, one (or more) combination of
attribute values, that has made the total value anomalous
for an additive KPI with multi-dimensional attributes.
The main contributions of this paper are summarized as
bellow:
• To deal with the huge search space of root causes,
HotSpot adopts the MCTS approach (the first time in
anomaly localization literature).

• The action value in adopting MCTS is our novel poten-
tial score based on the ‘‘ripple effect’’, which captures
how the change of the KPI value for one attribute
combination (as a cause) can cause other attribute
combinations’ KPI values change (as effects) for
multi-dimensional additive KPIs.

• We propose a hierarchical pruning approach (similar
to the Apriori Principle in spirit) to further reduce the
search space.

• Using the real-world data from a top global search
engine, we show that HotSpot achieves a great improve-
ment when compared with two existing approaches both
on effectiveness and robustness, i.e., HotSpot achieves

F-score over 90% for 95% of all types of cases, while
for existing approaches only less than 15% of all types
of cases have a F-score over 90%.

• Our operational experiences show that HotSpot can
reduce the localization time from more than 1 hour in
manual efforts to less than 20 seconds.

The rest of this paper is organized as follows. In Section 2,
we present the problem statement of anomaly localization.
We show the core idea and the overview of HotSpot in
Section 3, and then present the design of HotSpot in
Section 4. In Section 5, we evaluate the performance
of HotSpot using experiments driven by real-world data.
In Section 6, we present the operational experience of
HotSpot. Discussion, related work and conclusions are pre-
sented in Sections 7, 8 and 9, respectively.

II. PROBLEM DEFINITION
We first introduce some terminologies (summarized
in Table 1) in our paper, and then present the problem
statement of anomaly localization and its challenges.Without
loss of generality, throughout the paper, we will use PV as
our primary example of additive KPI, and Province, ISP,
Data Center, Ad Channel (An ad attribute that reflecting
the positions), including cardinalities, as example attributes.
Note that these are examples for better presentation clarity.

A. IMPORTANT TERMS
A PV record at the website can have several attributes. For
example, ‘‘10:00:01 (Timestamp); Beijing, Mobile, DC1,

Channel1’’ is a record, and Beijing, Mobile, DC1 and
Channel1 are the candidate values according to four attributes
respectively, i.e., Province (P), ISP (I), Data Center (D) and
Channel (C), where P = {p}, I = {i}, D = {d}, C = {c}
are the set of 36, 10, 6, 10 distinct values of province,
ISP, data center, and ads channel, respectively. The values
of P and I are based on the client IP and resolved by using a
IP-to-geolocation database and BGP table, respectively. Each
ISP at each province is a standalone company, thus the same
ISP names at different provinces often behave differently.
Channels are the labels for different ad markets, e.g., medi-
cal or education. Table 2 shows some examples of PV records.

A vector of the distinct attribute value combination is
called an element in this paper, denoted as e = (p, i, d, c),
where (p ∈ P or p = ∗), (i ∈ I or i = ∗), (d ∈ D
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TABLE 2. PV records.

TABLE 3. Elements and PV values.

or d = ∗), and (c ∈ C or c = ∗), ∗ is the wildcard.
When e = (p, i, d, c), (p 6= ∗, i 6= ∗, d 6= ∗, c 6= ∗),
we count the number of the PV records according to an ele-
ment e in every time scale (e.g., the scale is eachminute in this
paper), and call this numberPV value of the element, denoted
by v(e), i.e., v(e) = # records for e at a specific time scale.
Table 3 shows the PV values corresponding to the PV records
in Table 2.

The collection of all these most fine-grained elements,
like the ones in Table 3, are denoted by LEAF= {e|e =
(p, i, d, c), p 6= ∗, i 6= ∗, d 6= ∗ c 6= ∗}. The other elements,
when one or more attribute value is ∗, can all be summed up
based on the elements in LEAF . For instance, for the three
elements at 10:00 (from 10:00:00 to 10:00:59) as in Table 3,
we can obtain the values of more coarse-grained elements,
e.g.,

v(Beijing,Mobile,DC1, ∗) = 2+ 1 = 3,

v(Beijing, ∗, ∗, ∗) = 2+ 1+ 3 = 6.

Based on the different degree of aggregation, we categorize
the elements into different sets, and each set corresponds to
a cuboid. A cuboid is a sub-cube of a data cube which is
a data structure that allows data to be modeled and viewed
in multiple dimensions [3], e.g., the elements of LEAF con-
stitute a 4-d data cube, as shown in Fig. 1. The cuboid is
denoted as Bi (i can be an arbitrary combination of P, I , D
and C), e.g., BP is a 1-d cuboid and BP,I ,D is a 3-d cuboid.
The element set of a cuboid Bi is denoted as E(Bi), e.g.,
E(BP) = {e|e = (p, ∗, ∗, ∗), p 6= ∗}, E(BP,I ,D) = {e|e =
(p, i, d, ∗), p 6= ∗, i 6= ∗, d 6= ∗}, LEAF = E(BP,I ,D,C ).
Moreover, we structure the cuboids and label layer IDs

for them, as shown in Fig. 2. In addition, we say BP or BI
is a father cuboid of BP,I , and BP,I is a child cuboid of
BP or BI . Accordingly, the elements of the cuboids, such as

FIGURE 1. A PV system of a 4-d data cube, represented as a series of 3-d
data cubes.

FIGURE 2. Cuboids in a 4-d data.

TABLE 4. A simple PV structure.

(p, ∗, ∗, ∗)(∈ E(BP)) and (p, i, ∗, ∗)(∈ E(BP,I )), also have the
father-and-child relationships.

We denote e′ = (p′, i′, d ′, c′) as a descendant of
e = (p, i, d, c) iff (e 6= e′) and (p′ = p or p = ∗) and
(i′ = i or i = ∗) and (d ′ = d or d = ∗) and (c′ = c or c = ∗).
Desc(e) = {e′|e′ is a descendant of e}. Desc′(e) = {e′|e′ =
(p′, i′, d ′, c′) ∈ LEAF, e′ ∈ Desc(e)}. If e ∈ LEAF , then
PV value v(e) is directly measured. Otherwise,

v(e) =
∑

e′∈Desc′(e)

v(e′) (1)

e.g.,

v(Beijing, ∗, ∗, ∗) =
∑
j,k,h

v(Beijing, ij, dk , ch), (2)

Total PV = v(∗, ∗, ∗, ∗)=
∑
i,j,k,h

v(pi, ij, dk , ch). (3)

B. PROBLEM STATEMENT
The additive KPI (with multi-dimensional attributes)
anomaly localization problem is to identify the cuboid and
its elements that most potentially have caused the anomalous
change of the total KPI value.
To clarify the problem, we take a simple example in Table 4

and Table 5. Table 4 shows a 2-d attributes PV structure.
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