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Latency matters for web!

oINg Google

+500ms lead to a revenue +100 to 400ms reduced
decrease of 1.2% #searches/user by 0.2% to 0.6%
amaZon ABERDEEN

Z52 ol

+1000ms reduced
page view by 11%

+100ms in latency lead
to a 1% drop in sales
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But ... overall latency monitoring for tenants is insufficient
e.g., Amazon CloudWatch

*,» Create Alarm || S Modify | 3§ Delete [} Show/Hide ) Refresh | @ Help
Viewing: L- All alarms ﬂ 1to 3 of 3 Items
State Name Threshold
O | @ ALARM Fleet CPU CPUUtilization is < 20 for 15 minutes
O | @ ALARM DiskWriteOpsForMicros DiskWriteOps is < 10 for 10 minutes
T @ oK DiskWriteOps for instance DiskWriteOps is >= 10 for 30 minutes
1 Alarm selected M
% Alarm: DiskWriteOps for instance :
Description Metric :
p |
st el St e § 0K o 2010113 1958 VTG tesr THSIOCISS L pieons o o |
Description: Disk Write Ops is high 10.0 _ :
Threshold: DiskWriteOps is >= 10 for 30 minutes 25 o
Actions: in ALARM state - Send message to topic "Briande"
(briande@amazon.com) 5.0
in INSUFFICIENT_DATA
state - 2.5
Latency Measures the time elapsed in seconds after the request leaves the

load balancer until the response is received.

Preferred statistic: average
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But ...

overall latency monitoring for tenants is insufficient

Response latency (sencond)

e.g., Amazon CloudWatch
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The response is slow!
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Solution: CloudWatch+
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| Outline

. Goals and Challenges
= Design
- Evaluation

= Conclusion
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|Goms

- ldentifying web applications via a general indicator (e.g., URL)
« Online and realtime

APP 1
1000 ¢ -

2

S i Maximum

& 100 - T

L

> 10 |

c

2 1 L ]

@© C i

< i 90th percentlle\ |

@ 0.1 :
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] Challenges

« Application and parameter fields cannot be distinguished easily

RFC 3986 _
https://www.xxx.com/news?title=CNSM

https://www.xxx.com/news?title=RIio

4

URL Rewrite
https://www.xxx.com/news/CNSM } Application: ??

https://www.xxx.com/news/Rio

} Application: news
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| Outline

= Design
= Evaluation

= Conclusion
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| Architecture

Different I

I
| Web applications |
| |
Timestamp : - AAAN : Latency
| Alarms
URL > uCluster | ... O O O gn?mfly >
etector .
Latency I : Overload?
I
| ;

Web access logs

CloudWatch+
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I Data set

« One-day access log from a cloud data center
— More than 200 tenants (we focus on the top 64)

— 33 million records (after sampling by 2%)
— 42,000 QPS at peak-hour

50

Request rate (K QPS)

Time of day (hour)
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| Architecture

Different I

Web applications |

N l
Timestamp  AAN : [
| Alarms

URL uCluster ... O O O Anomaly
| atenc Detector -
g : Overload?
I

Web accesslogs ——————————————————

CloudWatch+
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| Intuitions

- Intuition 1: parameter fields can generate more different URLS.

/news/000001
/news/id =) /news/000002

/news/999999

- Intuition 2: URL i1s hierarchical in nature

/user/blog/update

sign in
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| Intuitions

- Intuition 1: parameter fields can generate more different URLS.

/news/2013 05 13 000001
/news/id q /news/2013 05 13 000002

Hierarchically Frequent Pattern Mining

user

/user/blog/update

sign in blog

add
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| uCluster

[ virtual cluster B Final cluster
mer
—»| Root| — —+ | Koot —l—r Root] —~=%_ & [Root

ZN Vv v;_\, Vnm/\.

level-1 | /alb/c fa/blc | | x/y/2 fa/blc|| lale

level-2 [/albic] [/alblc][ixly/2] [lalbic Ix/yi2 aft}/cﬁ Ixlyi2
level-3 ﬁ ﬁ fxlyl2 ﬁ Ixlyl2 ﬁ Ixlyi2

(1) (2) (3) (4)
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| uCluster

level-1

level-2

level-3 BEND]

|

Arguments: L

2015/12/3

/la/ble § /a/b/f

(1)

[ ] virtual cluster

»
»

final clusters merge

[ Final cluster

Ilra ||II b

ﬁ fa/ble | /a/bit

(2)



] Arguments selection

- L: how many fields are there in URLS?
L=7

#Tenants

== 009 URL coverage |
95% URL coverage |

=——f}— 90% URL coverage

7 8 9 10 11

Fields number
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] Arguments selection

- N: how many sub-clusters should be treated as a parameter field?

1e+06 |

_ m Number of sub-clusters
e+ | A\l{erage hits per sub-cluster| -

hits

m"le+ﬂ4 :_......_---.. ................................................................................................................

9

1e+03 _ ........ T 1N OSSOSO —cous BN

e

Biero2ls

Avera

r

N=100

Z1e+01

m

1e+00 |- 5
U il a0 U ou oo
Cluster index

(a) Tenant 1.
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| Architecture

Different I

I
| Web applications
I
Timestamp : Latency
Alarms
URL > uCluster
Latency I Overoad?
I
I

Web access logs

CloudWatch+
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] Anomaly Detection

<[\ The response is slow! ]

[ Code bugs ] [ User’s problems J [ Cloud failures]

Useful information for
deciding elastic scaling
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] Anomaly Detection

. For any application

Capacity lower bound QPS>CLB

y anomaly slot LR (QPS)
A~ =max /_\
QPS | < Time

slots

anomaly perfect overloaded
window window window

Detection window length \W=5
Alarm threshold n=3
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| Outline

« Evaluation

= Conclusion
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] Clustering Results

- For the top 10 most visited tenants

200

180 —+ T1 T6 ___,.--—"V' """"""" Vo

160 L ¥ T3 A T8 ,F"j 160,000- 6,000,000 Unique URLSs

H 14 & T9 JN— A =i e

e

j: - -'__.---* - -
80 ‘/J _;" _,.-'.‘: I

Number of clusters

10-200 Clusters (applications)

Maximum level L
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| Detection Results

- For the top 64 most visited tenants

~ Detected by ACW * Detected by CW+
2000F R
“upload” application
91500 | e - of a file sharing service
- : : :
5 /
il _ gow /
o : E E . . . .
< 500k o “sign in” application

EJFDUEDQ / of an online social network

Ll b S o Y

0O 2 4 6 8 10 12 14 16 18 20 22 O
Time of day (hour)
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| Conclusion

Automatically learn applications

-

Monitor applications latency separately

CloudWatch+ <

Suggest whether a latency anomaly is
caused by overload
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Thank you
Q&A




Backup




| Performance and Overhead

- Runtime for clustering and detecting one day records (33 million)
— 875 seconds

= The number of virtual and final clusters
— 10,000
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