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KPIls and Anomaly Detection
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Page views (PV) of Baidu

A set of performance measures that evaluate the service quality

- Potential failures, bugs, attacks...

Find anomalous behaviors of the KPI curve

- Diagnose and fix it
- Avoid further influences and revenue losses
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KPIs and Anomaly Detection

IMC’ 15 The Dark Menace: Characterizing IMC’ 15 Dissecting UbuntuOne: Autopsy of a
Network-based Attacks in the Cloud Global-scale Personal Cloud Back-end
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How to Build the Anomaly Detection System

Domain experts (Operators)
* Responsible for the KPIs
« Knowing the KPI behaviors well
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Developers
« Building the detection system
« Knowing several anomaly detectors
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How to Build the Anomaly Detection System

Challenges

Selecting and combining suitable
2 jll detectors are tricky

g formally define anomalies in advance 3 j Detectors are not intuitive to tune

Operators have difficulties to precisely and
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CHAPPiL
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Opprentice

(Operators’ apprentiCE)
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A More Natural Way
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Design Goal
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Key ldeas

_ a detector with parameters { p} sThld
data point > severity —— {1,0}
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Key ldeas
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Key ldeas
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Address Challenges of Designing Opprentice

. Labeling overhead
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Address Challenges of Designing Opprentice

. Labeling overhead

- Incomplete anomaly types in the historical data
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Address Challenges of Designing Opprentice

. Labeling overhead

Incomplete anomaly types in the historical data

Class imbalance problem

Irrelevant and redundant features
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Evaluation
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Random forests vs. Basic Detectors and Static Combinations
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Random Forests vs. Other Learning Algorithms
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Opprentice as a whole

~ Oracle mode
5-Fold Opprentice (best case)
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Opprentice achieves

more points inside the preference regions than 5-Fold cross-validation
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Conclusion

- Opprentice is an and machine
learning framework for KPl anomaly detection

= Opprentice In applying complex
detectors in practice

- The idea of Opprentice
l.e.,

could be a very promising way to automate other service
managements
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