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EWLAN, AC, EAP, and RAP

• EWLAN (Enterprise WLAN)

• EAP (Enterprise AP)

• AC (Wireless Controller)

• RAP (Rogue AP)

• Security threat 

• Great impact on EWLAN performance
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Chaotic RAP deployment in EWLAN

• 5GHz v.s. 2.4GHz of #RAP : 292 v.s. 15110
• Focus on 2.4 GHz
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Chaotic RAP deployment in EWLAN

• 5GHz v.s. 2.4GHz of #RAP : 292 v.s. 15110
• Focus on 2.4 GHz

• #RAP v.s. #EAP in 2.4GHz : 15110 v.s. 2002
• The RAP to EAP ratio > 7:1

• Chaotic RAPs may cause great performance degradation of EWLAN.

• Our GOAL: Measure RAPs’ impact on EWLAN performance 
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Data collection

• EWALN of Tsinghua campus

•4 km2, 42000 students, 11000 faculties and staff

•5 Weekdays (2014/07/14-18)

•11 ACs (Cisco), 2002 EAPs (Cisco), 51269 EAP Clients

•79 Buildings (5 types: administrative, classroom, cafeteria, department, dorm)

•15110 RAPs , 44996 RAP Clients
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Data collection

• EWALN of Tsinghua campus

•4 km2, 42000 students, 11000 faculties and staff

•5 Weekdays (2014/07/14-18)

•11 ACs (Cisco), 2002 EAPs (Cisco), 51269 EAP Clients

•79 Buildings (5 types: administrative, classroom, cafeteria, department, dorm)

•15110 RAPs , 44996 RAP Clients

• One of the largest scale WiFi measurement
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Data collection

• SNMP Data without any additional measurement hardware

• 10 min interval
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Data collection

• SNMP Data without any additional measurement hardware

• 10 min interval

• 17 Objects
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RAP Classification

3% 6%
3%

4%
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71%

3G Gateway
Smart Phone
USB Wifi Dongle
Software AP on Laptops
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RAP Impact: CS RAP and HT RAP

• [CS RAP] Carrier Sense RAP

• Impact: EAP Access Delay

• [HT RAP] Hidden Terminal RAP

• Impact: EAP Packet Loss

HT RAPEAP Client 

Collision Zone

CS RAPEAP

Client 
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RAP Impact: CS RAP and HT RAP

• [CS RAP] Carrier Sense RAP

• Impact: EAP Access Delay

• [HT RAP] Hidden Terminal RAP

• Impact: EAP Packet Loss

Due to the totally different impacts on EAP

• The CS RAP and HT RAP needs to be distinguished.

• The impact of CS RAP and HT RAP needs to be measured respectively.

15



Distinguish CS RAPs and HT RAPs

• CS RAPs or HT RAPs? 

RSSI = -75dBm RSSI = -80dBm RSSI = - 90dBm RSSI = -95dBm

Use the RAP RSSI and CST to distinguish.

• RSSI is from SNMP • CST = -85dBm

(Carrier Sense Threshold)
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Distinguish CS RAPs and HT RAPs

• CS RAPs or HT RAPs? 

RSSI = -75dBm RSSI = -80dBm RSSI = - 90dBm RSSI = -95dBm

Use the RAP RSSI and CST to distinguish.

CS RAP (RSSI ≥ CST) HT RAP (RSSI < CST)

• RSSI is from SNMP • CST = -85dBm

(Carrier Sense Threshold)
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RAP ∈ CS RAP IF RSSI ≥ CST



Distinguish CS RAPs and HT RAPs

• Why CST (Carrier Sense Threshold) = -85dBm ?
• Empirical value : Nabeel Ahmed. Interference Management in Dense 802.11 Networks. PhD thesis.
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EAP Client 

Distinguish CS RAPs and HT RAPs

• Why CST (Carrier Sense Threshold) = -85dBm ?
• Empirical value

• Control experiment

EAP

RAP
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Distinguish CS RAPs and HT RAPs

• Why CST (Carrier Sense Threshold) = -85dBm ?
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Client EAP

RAP

CS RAP

Client EAP

RAP

HT RAP

-85dBm



#CS RAP and #HT RAP - vary over time
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#CS RAP and #HT RAP - vary over time

• Human traffic has a significant impact on the RSSI of WiFi devices
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Some HT RAPs disappear at the
Rush Hour : Multipath Fading

Human Traffic -> 

#RAP -> 



#CS RAP and #HT RAP - vary over time

• Human traffic has a significant impact on the RSSI of WiFi devices

Some HT RAPs disappear at the
Rush Hour : Multipath Fading
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#CS RAP and #HT RAP - at an EAP

• #CS RAP v.s. #EAP : 5 v.s. 1

• #HT RAP v.s. #EAP : 15 v.s. 1
• Large number of RAPs and more HT RAPs than CS RAPs.
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Measure RAPs' impact on EWLAN performance

• CS RAP impact: EAP access delay

•CSI (Carrier Sense Interference) when channel utilization is high

• Not Severe (~ 5%, < 10% in most cases)

CSI = Interference Utilization / ( Channel Utilization  - Interference Utilization )
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The EAP placement, channel, and power 
are carefully designed and optimized by 
the vendor software for the EWLAN.



Measure RAPs' impact on EWLAN performance

• HT RAP Impact: EAP packet loss 

•LOSSRATE of packets from EAP to high SNR clients
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Measure RAPs' impact on EWLAN performance

• HT RAP Impact: EAP packet loss

•LOSSRATE of packets from EAP to high SNR clients

Filter the Packet Loss caused by Low SNR including 
Non-WiFi Interference, Fading Channel, etc.
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Measure RAPs' impact on EWLAN performance

• HT RAP Impact: EAP packet loss

•LOSSRATE of packets from EAP to high SNR clients

• Severe (~ 30%, > 50% in 20% cases)

MAC LOSSRATE = (Retry Limit * Fail Count + Retry Count)/(Retry Limit * Fail Count + Retry Count + Success Count)

Current EAP software do nothing about HT 
RAPs. Operators should take more attention 
to HT RAPs to alleviate the LOSSRATE.
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Measure RAPs' impact on EWLAN performance

• The overall impact of RAPs: IP layer delay at the WiFi hop

• IMPACT

• Severe (~ 50%, > 80% in 20% cases)

IMPACT = ( 1 + CSI ) * ( 1 + MAC LOSSRATE ) – 1
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Conclusion

• The first large-scale measurement study on rogue APs’ impact on the EWLAN 
performance. 

• Propose a generic methodology to distinguish CS RAPs and HT RAPs, and roughly 
quantify their impact using only SNMP data. 

• Key findings of our studied EWALN 
• RAPs are chaotic in EWLAN. 

• Carrier sense interference due to RAPs are not severe. 

• Hidden terminal interference due to RAPs are much more severe.
(increasing up to 50% MAC loss rate) 
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Thank you !
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