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User Behavior Anomaly Detection for Database Based on Unsupervised Learning
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Abstract ; Detecting anomalous behaviors of legal internal users is of great significance for guarding against insider attack and preven-
ting data leakage. However, challenges exist: uncertainty of attack strategies, lack of real anomaly cases and accurately labeled data,
etc. Human-defined thresholds and basic rules are not enough for detecting complex and various anomalies. This paper proposes a
method for user behavior anomaly detection based on unsupervised learning, aiming to effectively discover both simple and complex a-
nomalies in unlabeled massive history log and detect anomalous behavior in new online data,by applying Kernel Density Estimation to
single dimension and multiple dimensions respectively. Experiments on real data show that this method can detect simple anomalies in
single dimension with an average strict precision of 90% and relaxed precision of 100% ,and successfully discover a hidden complex
anomaly in multiple dimensions which can not be detected by single dimension approach.
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Fig.1 Opverall design of anomaly detection system
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Table 2 Time and Precision of simple anomaly detection

mH AR RER U EAERE RREER
KEHIRHIR 0.532 ms 95% 100%
LRI B 0.578 ms 100% 100%
2655 BUREER IR 0.539 ms 75% 100%
F3 0.549 ms 90% 100%

ZATHAE , BEFERGI N =F R SRR LS
BERRHESUE 100% B AT R MG

1) BESR B B

2) R AR RSB L K FT A B T SR B AR .

ETXFA BN ERERZ LR HRE"FE, &
ERAREENBEEERNFE. UERATBERRE
ol BB R AR 20 MER&TE T RAREREA
W BAYERE top 20 FUBCKE , BRE X ERERE T +4F R
BRSBTS E.

LA P YT IR RS (30 SQL b 3¢ B H) S B R
&) BB HEE T R B, AW =R R R R A
PEEREBE” R E LA 25 b 95% .100% F1 75% . 4]
I, R BEAR MR R R A, He R F B A AP AR
LW EFREH 2BEIRL limit” MR SR RS RET N 7
ZRKEEVIA S EREARS, BHEE RN NP FERR
B “load BB MR " | “insert overwrite” K BT A FH HE A
AT A, X B RAREA R T 249 BB H BB X
B A IR B R

&b, BRI R R E BUR T REFHACR, BB
ML ERIRHEANENRE  FRR LB EARN
T A SRR P A R O 35 LA T TR R e XL R
RIREAS , 8 ShifE— 4 RGBS b B AR IR T R R K
¥, FIET, BB A A R 2 A RAH M HRAETEE R
FERNBRMARR, £ P ERGN W EERESH
SREE HIRA B R 2150, A5 H % A P T AER
A MR R BT AT
6.4 ZEFERFERNKESHFITME

A B F P R ST S 4 P AR R P AR B AT ARG 5
5, IR RIRCR BT VRS

BRI EEMEEEER, AR Q)REHEH
SREA PR R B E, BRI E 9 B i CDF E. WA
W] DAE Y, 7 S R R A R R (B ) KA
FREER R (-20,7). RIBEB P HEBNATRFHEE 1%, R H
HIBEZR 2 BEAE BI(E M, =6. 23E-52. Il i, ZHi e A 13
FERBEEERT M, WHAENEE,ZENT M, A ER

ZYERETTBERI SR

1.0
0.8

5 06
© 04
02

0

80 60 40 20 0
WO FE (o %0

B9 YRR B (BUOED) 5 R0 R 3
Fig.9 CDF of multi-dimension log density

T VRl S E B RS T S BURCR , A SO AT B
ZHETEFERAHAT TE— ATHE, RREHERE
FEAE AR X 20 MREA A, 19 MEARJR T “24 /NI ST
B”5E 1 RERRTOREEDURM 7H. KB, RE
BRI S8, JR T8 B4 Bt RE AU R Y T B, T
“24 /NI RESEVIIR)” S H R RGO RIRRIBTI RARE

X 20 MER YR AER/DNTIRRHERNE 3 Fin,

R3 ZHEETUERFREEYRAE 2 /METIRIROEE

Table 3 Table access in every 2 hours of suspicious samples

B i
02 24 46 e 1820 202 224
FE\EH

1 1554 1373 1174 e 1199 1754 1084
2 2417 708 1504 ee-- 801 917 1192
3 2048 307 180 --ee-- 951 2043 2214
4 1019 542 1057 e 380 137 195
5 610 507 900 e 617 741 913
6 473 380 439 ... 1313 1239 1096
7 498 260 392 e 393 222 202
8 795 539 515 e 279 443 187
9 521 181 173 e 721 268 226
10 1817 683 612 e 131 125 70
11 719 310 203 e 1102 1072 799
12 542 148 334 e 559 230 228
13 417 320 216 e 851 265 181
14 526 445 333 e 706 736 523
15 789 0 0 e 1244 1777 1064
16 2645 412 134 e 306 159 291
17 379 397 474 e 494 144 242
18 382 275 246 e 2337 1142 1480
19 1006 646 612 oo 4 50 33
20 437 259 328 e 288 353 400
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