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Microservice Systems

• Microservice architecture: the lasted trend to build systems

• What is microservice architecture?


• Loosely coupled and independently deployed ‘micro’ services


• Communicating with other services to realize a user request

• Benefits:


• Fast delivery


• Better scalability


• Greater autonomy
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Frontend

RecommendationAd-Service Product

Different services are developed and maintained by 
different teams

Many related services also behave abnormally due 
to the dependency among services

When a fault happens, we need to localize the root-
cause service at first before the corresponding 

team’s further investigation
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Background
Challenges of Root Cause Localization in Microservice Systems

3. Various types and huge volumes of monitoring data

service metrics / logs

container metrics / logs

OS metrics / logs

hardware metrics / logs
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Traces record detailed dependencies and enough 
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• MEPFL[FSE’19] uses a supervised machine learning model to ‘‘classify’’ the 
root-cause service for an abnormal trace. 

abnormal

trace

Supervised

Classifier

1

0

0

0
…

Frontend
Product
Cart

Ad-Service

MEPFL Supervised approaches rely on training data with 
high coverage on all fault types and microservices

It is hard for supervised approaches to 
handle new faults
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Insight:  Intuitively, a microservice covered by more abnormal traces but 
less normal traces is more likely to be the root cause.

The existing trace-based approaches utilize 

only single traces and abnormal traces.

Our insight utilizes the statistical information 

based on both normal and abnormal traces
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Highlight 1: We select useful features by testing whether the distribution of abnormal and normal 
invocations with respect to a feature changes after the fault happens

CPU usage Before After
Normal 99% 90%

Abnormal 1% 10%

✅ Useful feature

Throughput Before After
Normal 98% 98%

Abnormal 2% 2%

❌ Irrelevant feature

The number of anomalies with respect to useful 
features and irrelevant features are different
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exists

always



Core Idea
2. Mining Microservice Sets

16



Core Idea
2. Mining Microservice Sets

16

Highlight 2: (Extending Our Insight) 

We mine microservice sets with high supports and confidences


rather than single microservices



t1
t2

t3

API /a1 of service A is faulty.

Only those traces following pattern A->B->* are abnormal. 

A

BD

C

t4
t5

t5t6
t4

t6
t7
t8

Core Idea
2. Mining Microservice Sets

16

Highlight 2: (Extending Our Insight) 

We mine microservice sets with high supports and confidences


rather than single microservices

t1t2t3

t4 t5 t6t3



t1
t2

t3

API /a1 of service A is faulty.

Only those traces following pattern A->B->* are abnormal. 

A

BD

C

t4
t5

t5t6
t4

t6
t7
t8

Core Idea
2. Mining Microservice Sets

16

Highlight 2: (Extending Our Insight) 

We mine microservice sets with high supports and confidences


rather than single microservices

t1t2t3

t4 t5 t6t3



t1
t2

t3

API /a1 of service A is faulty.

Only those traces following pattern A->B->* are abnormal. 

A

BD

C

t4
t5

t5t6
t4

t6
t7
t8

Core Idea
2. Mining Microservice Sets

16

Highlight 2: (Extending Our Insight) 

We mine microservice sets with high supports and confidences


rather than single microservices

support confidence
A 4/4 4/6
B 4/4 4/6
C 4/4 4/6
D 2/4 2/6

t1t2t3

t4 t5 t6t3



t1
t2

t3

API /a1 of service A is faulty.

Only those traces following pattern A->B->* are abnormal. 

A

BD

C

t4
t5

t5t6
t4

t6
t7
t8

Core Idea
2. Mining Microservice Sets

16

Highlight 2: (Extending Our Insight) 

We mine microservice sets with high supports and confidences


rather than single microservices

support confidence
A 4/4 4/6
B 4/4 4/6
C 4/4 4/6
D 2/4 2/6

❌

t1t2t3

t4 t5 t6t3



t1
t2

t3

API /a1 of service A is faulty.

Only those traces following pattern A->B->* are abnormal. 

A

BD

C

t4
t5

t5t6
t4

t6
t7
t8

Core Idea
2. Mining Microservice Sets

16

Highlight 2: (Extending Our Insight) 

We mine microservice sets with high supports and confidences


rather than single microservices

support confidence
A 4/4 4/6
B 4/4 4/6
C 4/4 4/6
D 2/4 2/6

❌

support confidence
{A, B} 4/4 4/6
{A, C} 2/4 2/4
{B, C} 2/4 2/2
{B, D} 2/4 2/2

t1t2t3

t4 t5 t6t3



t1
t2

t3

API /a1 of service A is faulty.

Only those traces following pattern A->B->* are abnormal. 

A

BD

C

t4
t5

t5t6
t4

t6
t7
t8

Core Idea
2. Mining Microservice Sets

16

Highlight 2: (Extending Our Insight) 

We mine microservice sets with high supports and confidences


rather than single microservices

support confidence
A 4/4 4/6
B 4/4 4/6
C 4/4 4/6
D 2/4 2/6

❌ ✅
support confidence

{A, B} 4/4 4/6
{A, C} 2/4 2/4
{B, C} 2/4 2/2
{B, D} 2/4 2/2

t1t2t3

t4 t5 t6t3



Core Idea
2. Mining Microservice Sets

17

Our insight and the two key metrics are validated on the two systems

support support

co
nfi

de
nc

e

co
nfi

de
nc

e

The distribution of support and confidence



Core Idea
2. Mining Microservice Sets

17

Our insight and the two key metrics are validated on the two systems

support support

co
nfi

de
nc

e

co
nfi

de
nc

e

The distribution of support and confidence



Core Idea
3. Microservice Ranking

Target Output:  A ordered list of microservices

18



Core Idea
3. Microservice Ranking

Target Output:  A ordered list of microservices

18

A B Ct1 t2
t4t3 A B D

A

BD

Ct1
t1t2
t2

t3

t3

t4

t4 t5
t5

t5t6

t6t3

t4

t6
t7
t8



Core Idea
3. Microservice Ranking

Target Output:  A ordered list of microservices

We have mined {A, B}, but which 
one should be further investigated 

by operators first?

18

A B Ct1 t2
t4t3 A B D

A

BD

Ct1
t1t2
t2

t3

t3

t4

t4 t5
t5

t5t6

t6t3

t4

t6
t7
t8



Core Idea
3. Microservice Ranking

Target Output:  A ordered list of microservices

We have mined {A, B}, but which 
one should be further investigated 

by operators first?

Existing approaches presume the most upstream service is the root cause (page. 10)

18

A B Ct1 t2
t4t3 A B D

A

BD

Ct1
t1t2
t2

t3

t3

t4

t4 t5
t5

t5t6

t6t3

t4

t6
t7
t8



Core Idea
3. Microservice Ranking

Target Output:  A ordered list of microservices

We have mined {A, B}, but which 
one should be further investigated 

by operators first?

Existing approaches presume the most upstream service is the root cause (page. 10)

18

A B Ct1 t2
t4t3 A B D

A

BD

Ct1
t1t2
t2

t3

t3

t4

t4 t5
t5

t5t6

t6t3

t4

t6
t7
t8



Core Idea
3. Microservice Ranking

Target Output:  A ordered list of microservices

We have mined {A, B}, but which 
one should be further investigated 

by operators first?

Existing approaches presume the most upstream service is the root cause (page. 10)

18

A B Ct1 t2
t4t3 A B D

A

BD

Ct1
t1t2
t2

t3

t3

t4

t4 t5
t5

t5t6

t6t3

t4

t6
t7
t8



Core Idea
3. Microservice Ranking

19



Core Idea
3. Microservice Ranking

19

Highlight 2: For any service on an abnormal trace, if it has both in-coming and out-
coming abnormal invocations, it is probably just propagating the anomaly.



Core Idea
3. Microservice Ranking

19

Highlight 2: For any service on an abnormal trace, if it has both in-coming and out-
coming abnormal invocations, it is probably just propagating the anomaly.

A B Ct1 t2
t4t3 A B D

A

BD

Ct1
t1t2
t2

t3

t3

t4

t4 t5
t5

t5t6

t6t3

t4

t6
t7
t8



Core Idea
3. Microservice Ranking

19

Highlight 2: For any service on an abnormal trace, if it has both in-coming and out-
coming abnormal invocations, it is probably just propagating the anomaly.

A B Ct1 t2
t4t3 A B D

A

BD

Ct1
t1t2
t2

t3

t3

t4

t4 t5
t5

t5t6

t6t3

t4

t6
t7
t8

A

B

C



Core Idea
3. Microservice Ranking

19

Highlight 2: For any service on an abnormal trace, if it has both in-coming and out-
coming abnormal invocations, it is probably just propagating the anomaly.

A B Ct1 t2
t4t3 A B D

A

BD

Ct1
t1t2
t2

t3

t3

t4

t4 t5
t5

t5t6

t6t3

t4

t6
t7
t8

A

B

C

Propagating 
Anomaly

Incoming

Outcoming



Core Idea
3. Microservice Ranking

19

Highlight 2: For any service on an abnormal trace, if it has both in-coming and out-
coming abnormal invocations, it is probably just propagating the anomaly.

A B Ct1 t2
t4t3 A B D

A

BD

Ct1
t1t2
t2

t3

t3

t4

t4 t5
t5

t5t6

t6t3

t4

t6
t7
t8

A

B

C

Propagating 
Anomaly

We rank the services inside one suspicious microservice set 

by abs(#incoming abnormal invocations - #outcoming abnormal invocations)

Incoming

Outcoming



TraceRCA Framework

20



TraceRCA Framework

20

TraceRCA: Trace-Based Root Cause Analyzer



TraceRCA Framework

20

Service Service

Service Service

tracing agent tracing agent

tracing agent tracing agent

Microservice System

Traces Trace Anomaly 
Detection

Suspicious

Microservice Set


Mining

Microservice

Ranking

TraceRCAAnomaly

Happens

Root Cause Microservices:

a ordered list of suspicious microservices

Triggered by

Alerts

TraceRCA: Trace-Based Root Cause Analyzer



TraceRCA Framework

20

Service Service

Service Service

tracing agent tracing agent

tracing agent tracing agent

Microservice System

Traces Trace Anomaly 
Detection

Suspicious

Microservice Set


Mining

Microservice

Ranking

TraceRCAAnomaly

Happens

Root Cause Microservices:

a ordered list of suspicious microservices

Triggered by

Alerts

TraceRCA: Trace-Based Root Cause Analyzer



TraceRCA Framework

20

Service Service

Service Service

tracing agent tracing agent

tracing agent tracing agent

Microservice System

Traces Trace Anomaly 
Detection

Suspicious

Microservice Set


Mining

Microservice

Ranking

TraceRCAAnomaly

Happens

Root Cause Microservices:

a ordered list of suspicious microservices

Triggered by

Alerts

TraceRCA: Trace-Based Root Cause Analyzer



TraceRCA Framework

20

Service Service

Service Service

tracing agent tracing agent

tracing agent tracing agent

Microservice System

Traces Trace Anomaly 
Detection

Suspicious

Microservice Set


Mining

Microservice

Ranking

TraceRCAAnomaly

Happens

Root Cause Microservices:

a ordered list of suspicious microservices

Triggered by

Alerts

TraceRCA: Trace-Based Root Cause Analyzer



TraceRCA Framework

20

Service Service

Service Service

tracing agent tracing agent

tracing agent tracing agent

Microservice System

Traces Trace Anomaly 
Detection

Suspicious

Microservice Set


Mining

Microservice

Ranking

TraceRCAAnomaly

Happens

Root Cause Microservices:

a ordered list of suspicious microservices

Triggered by

Alerts

TraceRCA: Trace-Based Root Cause Analyzer



TraceRCA Framework

20

Service Service

Service Service

tracing agent tracing agent

tracing agent tracing agent

Microservice System

Traces Trace Anomaly 
Detection

Suspicious

Microservice Set


Mining

Microservice

Ranking

TraceRCAAnomaly

Happens

Root Cause Microservices:

a ordered list of suspicious microservices

Triggered by

Alerts

TraceRCA: Trace-Based Root Cause Analyzer



TraceRCA Framework

20

Service Service

Service Service

tracing agent tracing agent

tracing agent tracing agent

Microservice System

Traces Trace Anomaly 
Detection

Suspicious

Microservice Set


Mining

Microservice

Ranking

TraceRCAAnomaly

Happens

Root Cause Microservices:

a ordered list of suspicious microservices

Triggered by

Alerts

TraceRCA: Trace-Based Root Cause Analyzer



TraceRCA Framework

21



TraceRCA Framework

21

Historical 
Traces

trigger



TraceRCA Framework

21

Historical 
Traces

trigger
Feature 

Selection

see details in our paper



TraceRCA Framework

21

Historical 
Traces

trigger
Feature 

Selection
Statistical Invocation 

Anomaly Detection 

see details in our paper



TraceRCA Framework

21

Historical 
Traces

trigger
Feature 

Selection
Statistical Invocation 

Anomaly Detection 

Trace Anomaly 
Inference

see details in our paper

Abnormal

Traces



TraceRCA Framework

21

Historical 
Traces

trigger
Feature 

Selection
Statistical Invocation 

Anomaly Detection 

Trace Anomaly 
Inference

Convert Traces 

to Itemsets

see details in our paper

Abnormal

Traces



TraceRCA Framework

21

Historical 
Traces

trigger
Feature 

Selection
Statistical Invocation 

Anomaly Detection 

Trace Anomaly 
Inference

Convert Traces 

to Itemsets

Frequent Itemset 
Mining

see details in our paper

high support only

Abnormal

Traces



TraceRCA Framework

21

Historical 
Traces

trigger
Feature 

Selection
Statistical Invocation 

Anomaly Detection 

Trace Anomaly 
Inference

Convert Traces 

to Itemsets

Frequent Itemset 
Mining

Ranking by a Unified 
Score: Jaccard

see details in our paper

high support only both high support 

and confidence

Abnormal

Traces

Suspicious

Microservice


Sets



TraceRCA Framework

21

Historical 
Traces

trigger
Feature 

Selection
Statistical Invocation 

Anomaly Detection 

Trace Anomaly 
Inference

Convert Traces 

to Itemsets

Frequent Itemset 
Mining

Ranking by a Unified 
Score: Jaccard

Microservice Ranking

see details in our paper

high support only both high support 

and confidence

Root Cause Microservices:

a ordered list of suspicious microservices

Abnormal

Traces

Suspicious

Microservice


Sets



Evaluation
Datasets

22

Dataset Microservice  
Benchmark Fault Type Root-Cause  

Component Level # Faults

A Train-Ticket

[TSE’18]

Application Bug Microservice 58
CPU exhausted Microservice 59
Network Delay Microservice 59
Network Delay Container 10
Network Delay API 14

B Production

System

5 types provided by 
the developers - 22

1.There are 11 faults contains more than root causes.

2.Our dataset is now public at https://github.com/netmanaiops/tracerca

https://github.com/netmanaiops/tracerca


Evaluation
Datasets

22

Dataset Microservice  
Benchmark Fault Type Root-Cause  

Component Level # Faults

A Train-Ticket

[TSE’18]

Application Bug Microservice 58
CPU exhausted Microservice 59
Network Delay Microservice 59
Network Delay Container 10
Network Delay API 14

B Production

System

5 types provided by 
the developers - 22

1.There are 11 faults contains more than root causes.

2.Our dataset is now public at https://github.com/netmanaiops/tracerca

https://github.com/netmanaiops/tracerca


Evaluation
Datasets

22

Dataset Microservice  
Benchmark Fault Type Root-Cause  

Component Level # Faults

A Train-Ticket

[TSE’18]

Application Bug Microservice 58
CPU exhausted Microservice 59
Network Delay Microservice 59
Network Delay Container 10
Network Delay API 14

B Production

System

5 types provided by 
the developers - 22

1.There are 11 faults contains more than root causes.

2.Our dataset is now public at https://github.com/netmanaiops/tracerca

https://github.com/netmanaiops/tracerca


Evaluation
Datasets

22

Dataset Microservice  
Benchmark Fault Type Root-Cause  

Component Level # Faults

A Train-Ticket

[TSE’18]

Application Bug Microservice 58
CPU exhausted Microservice 59
Network Delay Microservice 59
Network Delay Container 10
Network Delay API 14

B Production

System

5 types provided by 
the developers - 22

1.There are 11 faults contains more than root causes.

2.Our dataset is now public at https://github.com/netmanaiops/tracerca

https://github.com/netmanaiops/tracerca


Evaluation
Datasets

22

Dataset Microservice  
Benchmark Fault Type Root-Cause  

Component Level # Faults

A Train-Ticket

[TSE’18]

Application Bug Microservice 58
CPU exhausted Microservice 59
Network Delay Microservice 59
Network Delay Container 10
Network Delay API 14

B Production

System

5 types provided by 
the developers - 22

1.There are 11 faults contains more than root causes.

2.Our dataset is now public at https://github.com/netmanaiops/tracerca

https://github.com/netmanaiops/tracerca


Evaluation
Datasets

22

Dataset Microservice  
Benchmark Fault Type Root-Cause  

Component Level # Faults

A Train-Ticket

[TSE’18]

Application Bug Microservice 58
CPU exhausted Microservice 59
Network Delay Microservice 59
Network Delay Container 10
Network Delay API 14

B Production

System

5 types provided by 
the developers - 22

1.There are 11 faults contains more than root causes.

2.Our dataset is now public at https://github.com/netmanaiops/tracerca

https://github.com/netmanaiops/tracerca


Evaluation
Datasets

22

Dataset Microservice  
Benchmark Fault Type Root-Cause  

Component Level # Faults

A Train-Ticket

[TSE’18]

Application Bug Microservice 58
CPU exhausted Microservice 59
Network Delay Microservice 59
Network Delay Container 10
Network Delay API 14

B Production

System

5 types provided by 
the developers - 22

1.There are 11 faults contains more than root causes.

2.Our dataset is now public at https://github.com/netmanaiops/tracerca

https://github.com/netmanaiops/tracerca


Evaluation
Overall Performance

23



Evaluation
Overall Performance

23



Evaluation
Overall Performance

23

TraceRCA outperforms unsupervised baselines 
and perform as well as supervised approaches


under different situations
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TraceRCA achieves relative 
good performance with only 

1/10 sampled traces.
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