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ABSTRACT
The microservice architecture is widely employed in large Inter-
net systems. For each user request, a few of the microservices are
called, and a trace is formed to record the tree-like call dependen-
cies among microservices and the time consumption at each call
node. Traces are useful in diagnosing system failures, but their
complex structures make it difficult to model their patterns and de-
tect their anomalies. In this paper, we propose a novel dual-variable
graph variational autoencoder (VAE) for unsupervised anomaly de-
tection on microservice traces. To reconstruct the time consump-
tion of nodes, we propose a novel dispatching layer. We find that
the inversion of negative log-likelihood (NLL) appears for some
anomalous samples, which makes the anomaly score infeasible for
anomaly detection. To address this, we point out that the NLL
can be decomposed into KL-divergence and data entropy, whereas
lower-dimensional anomalies can introduce an entropy gap with
normal inputs. We propose three techniques to mitigate this en-
tropy gap for trace anomaly detection: Bernoulli & Categorical
Scaling, Node Count Normalization, and Gaussian Std-Limit. On
five trace datasets from a top Internet company, our proposed Trace-
VAE achieves excellent F-scores.

CCS CONCEPTS
• Networks → Network services; • Computing methodolo-
gies → Artificial intelligence.
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Figure 1: An Example of Microservice Trace
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1 INTRODUCTION
To provide web services to global Internet users, many large In-
ternet companies divide their backend services into thousands of
microservices. Each microservice provides several APIs. For each
user request, the APIs of some of the microservices are called, and
a trace (see Figure 1) is formed to record the tree-like call depen-
dencies among the called APIs as well as the invocation features
(e.g. time consumption and return code). As with the collection of
metrics and log data, traces can be collected through commonmon-
itoring tools such as OpenTelemetry1. Since traces record the infor-
mation about the internal invocations in the microservice system,
traces are helpful for operators in failure diagnosis. Therefore, de-
tecting anomalies on microservice traces is needed to maintain the
quality of service. Unsupervised algorithms are demanded due to
a large number of traces and high labor costs of labeling. Previous
1https://opentelemetry.io/
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(a) Merged Trace
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(b) Structure Anomaly
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(c) Time Anomaly

Figure 2: Merged Trace and Anomalies

work on trace anomaly detection uses handcrafted methods [3, 10,
22], or more powerful deep learning-based methods [19, 23], but
most existing deep learning-basedmethods require vectorizing the
traces. The vectorization might potentially cause loss of important
structure information, degrading anomaly detection performance.
Although some studies [32, 33] proposed to learn the structural pat-
terns of traces with GNN or Tree-LSTM, they require supervised
training or additional data for detection, which still do not well
address the problems.

Therefore, it is still a challenge to accurately model the struc-
tural features of traces in an unsupervised way and detect their
anomalies. The variational autoencoder (VAE) has become a pop-
ular choice for unsupervised anomaly detection on web services
since [31]. TraceAnomaly [19] and CRISP [35] have successfully
applied VAE in trace anomaly detection, but the graph data are not
considered. Most VAE-based models on graph data follow the ar-
chitecture of variational graph autoencoder (VGAE) [14], in which
the latent variable Z is a matrix. Each row of Z in VGAE encodes
one node, rather than Z as a whole to encode the entire graph.
Meanwhile, only a few graph VAEs [16, 20, 24] encode the en-
tire graphs, but they use fully-connected layers to decode both the
adjacency matrix A and the node features X. We conjecture that
the use of fully-connected layers may lead to poor generalization
performance for node features, resulting in inaccurate trace recon-
struction. In this work, we introduce a novel dispatching layer to
mitigate this performance degradation in trace anomaly detection,
which uses location-independent global encoding to help the de-
coder learn the time-consuming association between nodes.

Thenegative log-likelihood (NLL) has beenwidely used as anom-
aly scores [19]. However, for some of the anomalous inputs, we
find that their NLLs are smaller than normal inputs, even if the VAE
can correctly reconstruct their normal patterns. This phenomenon
of NLL inversion makes NLLs no longer reliable as anomaly scores
for trace anomaly detection. In [21], it has been found that out-of-
distribution (OOD) inputs may exhibit lower NLLs than training
distribution inputs. To address this, some works proposed solu-
tions [29] for mitigating the impact of OOD samples on classifi-
cation tasks. [12, 17] proposed to detect these OOD samples with
specially designed classifiers. However, existingworks did not give
an explanation for such phenomena in anomaly detection nor pro-
posed a solution. In this paper, we find that the NLL can be decom-
posed into a KL-divergence term plus an entropy term, where the
entropy can be significantly smaller for lower-dimensional data
than for higher-dimensional data. From the perspective of trace
anomaly detection, we further explain why this might cause the

problem and result in performance degradation. To mitigate the
impact of this, we propose several techniques to reduce the en-
tropy gap in trace anomaly detection: Bernoulli & Categorical Scal-
ing, Node Count Normalization and Gaussian Std-Limit.

This paper proposes a novel model TraceVAE to detect trace
anomalies. TraceVAEmodels the trace featureswith a dual-variable
graph VAE model (Section 4) and detects anomalies with NLL, to
which the techniques to reduce the entropy gap are applied (Sec-
tion 5). We conduct experiments to investigate the performance
of TraceVAE on five datasets collected from real microservice sys-
tem in an International e-commerce company. The experimental
results show that TraceVAE achieves significant advantages com-
pared with the baseline methods and the techniques to reduce the
entropy gaps are effective. In summary, our contributions are:

• Wepropose TraceVAE, a novel dual-variable graphVAE. Trace-
VAE encodes the structural features and node features into
z and z2 respectively. To achieve better generalization, we
propose a novel dispatching layer which treats z2 as the
graph-level context and expands it into node-level features.

• We show that lower-dimensional out-of-distribution inputs
can have lower NLLs than higher-dimensional training dis-
tribution inputs because of the gap introduced by the data
entropy. The entropy is an intrinsic property of data, thus in-
creasing the “apparent dimensionality” cannot fix the prob-
lem.

• To reduce the entropy gap, we propose three effective tech-
niques: Bernoulli & Categorical Scaling, Node Count Nor-
malization, and Gaussian Std-Limit.

• On five trace datasets collected from a top International e-
commerce company, our proposed TraceVAE achieves ex-
cellent F-scores.

2 PROBLEM STATEMENT
Trace. The nodes in a trace represent calls to APIs, while the

edges represent their call dependencies. Figure 1 shows an exem-
plary trace, where the bold texts (and the colors) label themicroser-
vices at each node, and the texts below with smaller font indicate
the time consumptions. The time consumption of a node includes
the time consumption of all its children plus the processing time of
this node itself. Note that the same microservice (e.g., CheckPrice
in Figure 1) can be called for multiple times in one single trace. We
normalize the time consumptions of the nodes w.r.t. each API sepa-
rately. We denote a trace as𝐺 = (A,X,Y).A is the𝑁 ×𝑁 adjacency
matrix of the trace, where 𝐴𝑖 𝑗 = 1 if 𝑖 is the parent of node 𝑗 . X is
an 𝑁 × 1 matrix, where each row is the time consumption of the
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corresponding node. Y is also an 𝑁 × 1 matrix, where each row is
the API ID.

Trace Merging. Normally, the graph autoencoders require ex-
pensive graph matching [24], since the nodes of an ordinary graph
have equal roles and thus are permutation invariant. However, traces
are trees. The root node of a tree and the parent nodes of all sub-
trees have different roles with their children, thus the nodes are
not permutation invariant. We thus need to assign deterministic
node orders. To avoid the inaccurate orders caused by parallel calls
(which may have different start times), we merge the nodes with
the same caller APIs. We then sort the nodes with BFS search ac-
cording to their IDs assigned to each API. Since the nodes are
sorted in BFS orders, A is an upper triangular matrix, where𝐴𝑖 𝑗 ≡
0 for all 𝑖 ≥ 𝑗 .

Trace Anomalies. There are two types of trace anomalies: struc-
ture anomalies, and time-consumption anomalies (time anomalies
for short). Structure anomalies are the anomalieswhere some nodes
should be but are not called, where the missing nodes are anno-
tated with dashed lines in Figure 2b. Time anomalies are the anom-
alies where the time consumptions of some nodes (and their parent
nodes) increase significantly, where the increased time consump-
tions are highlighted with red color in Figure 2c. The detection of
structure anomalies requires to exactly match the structure of the
whole trace, where the algorithm should be accurate enough to
avoid interpreting normal traces as anomalies and also sensitive
enough to find out the anomalies with just one node missing. This
requires the model to encode the trace structure very precisely,
having more emphasis on the whole structure. On the other hand,
the detection of time anomalies requires neighborhood generaliza-
tion since the time consumption at each node should mostly be
determined by its surrounding nodes. This requires the model to
emphasize neighborhood nodes when encoding the time consump-
tions. These different properties of the two types of anomalies sug-
gest that we should encode the structure and time consumption
by separate networks, which inspires us to propose a dual-variable
graph VAE in this paper.

In summary, trace anomaly detection is formulated as follows.
The goal of this paper is to obtain an anomaly score 𝑠 (𝐺) for each
given trace 𝐺 , where large 𝑠 (𝐺) should indicate that 𝐺 is likely to
be an anomaly trace.

3 PREREQUISITES
3.1 Variational Autoencoder
Denote the observed data distribution as x. Variational autoencoder
(VAE) [13]models the distribution of x by𝑝𝜃 (x) = E𝑝𝜆 (z) [𝑝𝜃 (x|z)],
where z is the latent variable that encodes x, whose prior is 𝑝𝜆 (z). It
can be trained by maximizing the variational lower-bound (ELBO):

log 𝑝𝜃 (x) ≥ log𝑝𝜃 (x) − KLD[𝑞𝜙 (z|x)∥𝑝𝜃 (z|x)]
= E𝑞𝜙 (z |x) [log 𝑝𝜃 (x|z) + log 𝑝𝜆 (z) − log𝑞𝜙 (z|x)]

(1)

The variational posterior 𝑞𝜙 (z|x) is a approximation of the true
posterior 𝑝𝜃 (z|x), which encodes x into z, while 𝑝𝜃 (x|z) decodes
x back from z.

3.2 Graph Attention Networks
Graph neural networks [11, 15, 34] are designed to process graph
data𝐺 = (A,X), where A is the 𝑁 × 𝑁 adjacency matrix, and X is
an 𝑁 × 𝐹 matrix, in which 𝑁 denotes the number of nodes, 𝐹 de-
notes the node features size, and the 𝑖-th row 𝑥𝑖 is the feature vec-
tor of node 𝑖 . We use the graph attention networks (GAT) [28] in
this paper. GAT leverages the attention mechanism to specify dif-
ferent weights for different neighbor nodes in aggregation, which
is suitable for learning the different invocation patterns (e.g. syn-
chronous or asynchronous) in traces.

3.3 VGAE and Graph VAE
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<latexit sha1_base64="6sRm+crMCJ1pvnJh12MDJGrQRq8=">AAACAHicbVDLSsNAFJ3UV62vqAsXbgaLUEFKIgV1V3DjsoJ9YBPCZDJph04mYWYilJCNv+LGhSJu/Qx3/o2TNgttPTBwOOdc5t7jJ4xKZVnfRmVldW19o7pZ29re2d0z9w96Mk4FJl0cs1gMfCQJo5x0FVWMDBJBUOQz0vcnN4XffyRC0pjfq2lC3AiNOA0pRkpLnnmUeJnDdD5AecOJkBr7YfaQn3lm3WpaM8BlYpekDkp0PPPLCWKcRoQrzJCUQ9tKlJshoShmJK85qSQJwhM0IkNNOYqIdLPZATk81UoAw1joxxWcqb8nMhRJOY18nSxWlIteIf7nDVMVXrkZ5UmqCMfzj8KUQRXDog0YUEGwYlNNEBZU7wrxGAmEle6spkuwF09eJr2Lpt1qXt+16u3zso4qOAYnoAFscAna4BZ0QBdgkINn8ArejCfjxXg3PubRilHOHII/MD5/AMyhlnw=</latexit>

q�(Z|G)

<latexit sha1_base64="j5y0HhA3h3X8ufzVP6l+P/jbh/c=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARKkhJpKDuCi50WcE+sAlhMp20QyeTODMRSpqFv+LGhSJu/Q13/o3TNgttPTBwOOde7pnjx4xKZVnfRmFpeWV1rbhe2tjc2t4xd/daMkoEJk0csUh0fCQJo5w0FVWMdGJBUOgz0vaHVxO//UiEpBG/U6OYuCHqcxpQjJSWPPPgwUudeECzihMiNfCD9D4bX594ZtmqWlPARWLnpAxyNDzzy+lFOAkJV5ghKbu2FSs3RUJRzEhWchJJYoSHqE+6mnIUEumm0/wZPNZKDwaR0I8rOFV/b6QolHIU+npyElLOexPxP6+bqODCTSmPE0U4nh0KEgZVBCdlwB4VBCs20gRhQXVWiAdIIKx0ZSVdgj3/5UXSOqvaterlba1cP83rKIJDcAQqwAbnoA5uQAM0AQZj8AxewZvxZLwY78bHbLRg5Dv74A+Mzx8UV5YW</latexit>

GNN

Inner-Product
p(A|Z)

<latexit sha1_base64="freYn4qgSrTd8S1jz5n5bKhxJ0U=">AAACAXicbZDLSsNAFIZP6q3WW9SN4CZYhApSEimou4oblxXsBdtQJtNJO3QyCTMTocS48VXcuFDErW/hzrdx0lbQ1h8GPv5zDnPO70WMSmXbX0ZuYXFpeSW/Wlhb39jcMrd3GjKMBSZ1HLJQtDwkCaOc1BVVjLQiQVDgMdL0hpdZvXlHhKQhv1GjiLgB6nPqU4yUtrrmXlTqBEgNPD+5SO9/8DY96ppFu2yPZc2DM4UiTFXrmp+dXojjgHCFGZKy7diRchMkFMWMpIVOLEmE8BD1SVsjRwGRbjK+ILUOtdOz/FDox5U1dn9PJCiQchR4ujNbUc7WMvO/WjtW/pmbUB7FinA8+ciPmaVCK4vD6lFBsGIjDQgLqne18AAJhJUOraBDcGZPnofGSdmplM+vK8Xq8TSOPOzDAZTAgVOowhXUoA4YHuAJXuDVeDSejTfjfdKaM6Yzu/BHxsc3oNSW9Q==</latexit>

GNN

p✓(X|A,Z)

<latexit sha1_base64="pjLkHQsWGlrbj49iUguTLL/dcf4=">AAACFXicbZDLSsNAFIYnXmu9RV26CRahQimJFNRdxY3LCvaCTSiT6aQdOrkwcyKUmJdw46u4caGIW8Gdb+OkTUFbfxj4+M85zDm/G3EmwTS/taXlldW19cJGcXNre2dX39tvyTAWhDZJyEPRcbGknAW0CQw47USCYt/ltO2OrrJ6+54KycLgFsYRdXw8CJjHCAZl9fRK1EtsGFLAadn2MQxdL+mkDzO8TCszvEtPenrJrJoTGYtg5VBCuRo9/cvuhyT2aQCEYym7lhmBk2ABjHCaFu1Y0giTER7QrsIA+1Q6yeSq1DhWTt/wQqFeAMbE/T2RYF/Kse+qzmxFOV/LzP9q3Ri8cydhQRQDDcj0Iy/mBoRGFpHRZ4IS4GMFmAimdjXIEAtMQAVZVCFY8ycvQuu0atWqFze1Ur2Sx1FAh+gIlZGFzlAdXaMGaiKCHtEzekVv2pP2or1rH9PWJS2fOUB/pH3+ANngn9A=</latexit>

(a) VGAE

N ⇥ F

<latexit sha1_base64="BaX12fejupWiYIOJkG6bFEIFL7g=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FQTxJBfuBbSib7aZdutmE3YlQQv+FFw+KePXfePPfuG1z0NYHA4/3ZpiZFyRSGHTdb6ewsrq2vlHcLG1t7+zulfcPmiZONeMNFstYtwNquBSKN1Cg5O1EcxoFkreC0fXUbz1xbUSsHnCccD+iAyVCwSha6fGOdFFE3JCbXrniVt0ZyDLxclKBHPVe+avbj1kacYVMUmM6npugn1GNgkk+KXVTwxPKRnTAO5Yqatf42eziCTmxSp+EsbalkMzU3xMZjYwZR4HtjCgOzaI3Ff/zOimGl34mVJIiV2y+KEwlwZhM3yd9oTlDObaEMi3srYQNqaYMbUglG4K3+PIyaZ5VvfPq1f15pUbyOIpwBMdwCh5cQA1uoQ4NYKDgGV7hzTHOi/PufMxbC04+cwh/4Hz+AI3dkBo=</latexit>

N ⇥N

<latexit sha1_base64="0dkRDr+k+BL8qzW1r6KCA5lwgfk=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FL55KBfuBbSib7aZdutmE3YlQQv+FFw+KePXfePPfuG1z0NYHA4/3ZpiZFyRSGHTdb6ewtr6xuVXcLu3s7u0flA+PWiZONeNNFstYdwJquBSKN1Gg5J1EcxoFkreD8e3Mbz9xbUSsHnCScD+iQyVCwSha6bFOeigibki9X664VXcOskq8nFQgR6Nf/uoNYpZGXCGT1Jiu5yboZ1SjYJJPS73U8ISyMR3yrqWK2jV+Nr94Ss6sMiBhrG0pJHP190RGI2MmUWA7I4ojs+zNxP+8borhtZ8JlaTIFVssClNJMCaz98lAaM5QTiyhTAt7K2EjqilDG1LJhuAtv7xKWhdV77J6c39ZqZE8jiKcwCmcgwdXUIM7aEATGCh4hld4c4zz4rw7H4vWgpPPHMMfOJ8/mf2QIg==</latexit>

X

<latexit sha1_base64="0P0N47HyBbgVWE8cRfMPPSsX8yQ=">AAAB8XicbVDLSgMxFL1TX7W+qi7dBIvgQsqMFNRdwY3LCvaBbSmZ9E4bmskMSUYoQ//CjQtF3Po37vwbM+0stPVA4HDOveTc48eCa+O6305hbX1jc6u4XdrZ3ds/KB8etXSUKIZNFolIdXyqUXCJTcONwE6skIa+wLY/uc389hMqzSP5YKYx9kM6kjzgjBorPfZCasZ+kHZmg3LFrbpzkFXi5aQCORqD8ldvGLEkRGmYoFp3PTc2/ZQqw5nAWamXaIwpm9ARdi2VNETdT+eJZ+TMKkMSRMo+achc/b2R0lDraejbySyhXvYy8T+vm5jgup9yGScGJVt8FCSCmIhk55MhV8iMmFpCmeI2K2FjqigztqSSLcFbPnmVtC6rXq16c1+r1C/yOopwAqdwDh5cQR3uoAFNYCDhGV7hzdHOi/PufCxGC06+cwx/4Hz+AMnbkPI=</latexit>

A

<latexit sha1_base64="T8Ge4/Q5J2xbMOiPT/CM7xrzrN0=">AAAB8XicbVDLSgMxFL3js9ZX1aWbYBFcSJmRgrqruHFZwT6wLSWTZtrQTGZI7ghl6F+4caGIW//GnX9jpp2Fth4IHM65l5x7/FgKg6777aysrq1vbBa2its7u3v7pYPDpokSzXiDRTLSbZ8aLoXiDRQoeTvWnIa+5C1/fJv5rSeujYjUA05i3gvpUIlAMIpWeuyGFEd+kN5M+6WyW3FnIMvEy0kZctT7pa/uIGJJyBUySY3peG6MvZRqFEzyabGbGB5TNqZD3rFU0ZCbXjpLPCWnVhmQINL2KSQz9fdGSkNjJqFvJ7OEZtHLxP+8ToLBVS8VKk6QKzb/KEgkwYhk55OB0JyhnFhCmRY2K2EjqilDW1LRluAtnrxMmhcVr1q5vq+Wa+d5HQU4hhM4Aw8uoQZ3UIcGMFDwDK/w5hjnxXl3PuajK06+cwR/4Hz+AKbokNs=</latexit>

N ⇥ F

<latexit sha1_base64="BaX12fejupWiYIOJkG6bFEIFL7g=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FQTxJBfuBbSib7aZdutmE3YlQQv+FFw+KePXfePPfuG1z0NYHA4/3ZpiZFyRSGHTdb6ewsrq2vlHcLG1t7+zulfcPmiZONeMNFstYtwNquBSKN1Cg5O1EcxoFkreC0fXUbz1xbUSsHnCccD+iAyVCwSha6fGOdFFE3JCbXrniVt0ZyDLxclKBHPVe+avbj1kacYVMUmM6npugn1GNgkk+KXVTwxPKRnTAO5Yqatf42eziCTmxSp+EsbalkMzU3xMZjYwZR4HtjCgOzaI3Ff/zOimGl34mVJIiV2y+KEwlwZhM3yd9oTlDObaEMi3srYQNqaYMbUglG4K3+PIyaZ5VvfPq1f15pUbyOIpwBMdwCh5cQA1uoQ4NYKDgGV7hzTHOi/PufMxbC04+cwh/4Hz+AI3dkBo=</latexit>

N ⇥N

<latexit sha1_base64="0dkRDr+k+BL8qzW1r6KCA5lwgfk=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG8FL55KBfuBbSib7aZdutmE3YlQQv+FFw+KePXfePPfuG1z0NYHA4/3ZpiZFyRSGHTdb6ewtr6xuVXcLu3s7u0flA+PWiZONeNNFstYdwJquBSKN1Gg5J1EcxoFkreD8e3Mbz9xbUSsHnCScD+iQyVCwSha6bFOeigibki9X664VXcOskq8nFQgR6Nf/uoNYpZGXCGT1Jiu5yboZ1SjYJJPS73U8ISyMR3yrqWK2jV+Nr94Ss6sMiBhrG0pJHP190RGI2MmUWA7I4ojs+zNxP+8borhtZ8JlaTIFVssClNJMCaz98lAaM5QTiyhTAt7K2EjqilDG1LJhuAtv7xKWhdV77J6c39ZqZE8jiKcwCmcgwdXUIM7aEATGCh4hld4c4zz4rw7H4vWgpPPHMMfOJ8/mf2QIg==</latexit>

Â

<latexit sha1_base64="rx8JhcDUEVZ3q7mT+mJEJ7uDxvY=">AAAB+XicbVBNS8NAFNzUr1q/oh69LBbBg5RECuqt4sVjBWsLTSib7aZdutmE3ZdCCfknXjwo4tV/4s1/46bNQVsHFoaZ93izEySCa3Ccb6uytr6xuVXdru3s7u0f2IdHTzpOFWUdGotY9QKimeCSdYCDYL1EMRIFgnWDyV3hd6dMaR7LR5glzI/ISPKQUwJGGti2NyaQeRGBcRBmt3k+sOtOw5kDrxK3JHVUoj2wv7xhTNOISaCCaN13nQT8jCjgVLC85qWaJYROyIj1DZUkYtrP5slzfGaUIQ5jZZ4EPFd/b2Qk0noWBWayiKiXvUL8z+unEF77GZdJCkzSxaEwFRhiXNSAh1wxCmJmCKGKm6yYjokiFExZNVOCu/zlVfJ02XCbjZuHZr11UdZRRSfoFJ0jF12hFrpHbdRBFE3RM3pFb1ZmvVjv1sditGKVO8foD6zPH/9uk9k=</latexit>

X̂

<latexit sha1_base64="vefNAvSugL9uTJHwEnhplvotL4o=">AAAB+XicbVDLSsNAFL2pr1pfUZduBovgQkoiBXVXcOOygn1AE8pkOmmHTiZhZlIoIX/ixoUibv0Td/6NkzYLbT0wcDjnXu6ZEyScKe0431ZlY3Nre6e6W9vbPzg8so9PuipOJaEdEvNY9gOsKGeCdjTTnPYTSXEUcNoLpveF35tRqVgsnvQ8oX6Ex4KFjGBtpKFtexOsMy/CehKEWT/Ph3bdaTgLoHXilqQOJdpD+8sbxSSNqNCEY6UGrpNoP8NSM8JpXvNSRRNMpnhMB4YKHFHlZ4vkObowygiFsTRPaLRQf29kOFJqHgVmsoioVr1C/M8bpDq89TMmklRTQZaHwpQjHaOiBjRikhLN54ZgIpnJisgES0y0KatmSnBXv7xOutcNt9m4e2zWW1dlHVU4g3O4BBduoAUP0IYOEJjBM7zCm5VZL9a79bEcrVjlzin8gfX5AyKHk/A=</latexit>

p�(z)

<latexit sha1_base64="BVZi0pW3Z5lrsWIZZVzQ+h3JbZY=">AAACAHicbVDLSsNAFJ3UV62vqAsXbgaLUEFKIgV1V3DjsoJ9QBPCZDJph04mYWYi1JCNv+LGhSJu/Qx3/o2TNgttPTBwOOdc5t7jJ4xKZVnfRmVldW19o7pZ29re2d0z9w96Mk4FJl0cs1gMfCQJo5x0FVWMDBJBUOQz0vcnN4XffyBC0pjfq2lC3AiNOA0pRkpLnnmUeJnDdD5AecOJkBr7YfaYn3lm3WpaM8BlYpekDkp0PPPLCWKcRoQrzJCUQ9tKlJshoShmJK85qSQJwhM0IkNNOYqIdLPZATk81UoAw1joxxWcqb8nMhRJOY18nSxWlIteIf7nDVMVXrkZ5UmqCMfzj8KUQRXDog0YUEGwYlNNEBZU7wrxGAmEle6spkuwF09eJr2Lpt1qXt+16u3zso4qOAYnoAFscAna4BZ0QBdgkINn8ArejCfjxXg3PubRilHOHII/MD5/AP1hlpw=</latexit>

z

<latexit sha1_base64="Mf2iOQ0dixlQXqlLXBQATKkOhHs=">AAAB8XicbVDLSgMxFL3js9ZX1aWbYBFcSJmRgroruHFZwT6wLSWTZtrQTGZI7gh16F+4caGIW//GnX9jpp2Fth4IHM65l5x7/FgKg6777aysrq1vbBa2its7u3v7pYPDpokSzXiDRTLSbZ8aLoXiDRQoeTvWnIa+5C1/fJP5rUeujYjUPU5i3gvpUIlAMIpWeuiGFEd+kD5N+6WyW3FnIMvEy0kZctT7pa/uIGJJyBUySY3peG6MvZRqFEzyabGbGB5TNqZD3rFU0ZCbXjpLPCWnVhmQINL2KSQz9fdGSkNjJqFvJ7OEZtHLxP+8ToLBVS8VKk6QKzb/KEgkwYhk55OB0JyhnFhCmRY2K2EjqilDW1LRluAtnrxMmhcVr1q5vquWa+d5HQU4hhM4Aw8uoQa3UIcGMFDwDK/w5hjnxXl3PuajK06+cwR/4Hz+AP2FkRQ=</latexit>

1⇥K

<latexit sha1_base64="yDzUAds3TYOOpwg+5C/Wq/jMk7o=">AAAB8XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN4KXgQvFewHtqFstpt26WYTdidCCf0XXjwo4tV/481/47bNQVsfDDzem2FmXpBIYdB1v53C2vrG5lZxu7Szu7d/UD48apk41Yw3WSxj3Qmo4VIo3kSBkncSzWkUSN4Oxjczv/3EtRGxesBJwv2IDpUIBaNopUeP9FBE3JC7frniVt05yCrxclKBHI1++as3iFkacYVMUmO6npugn1GNgkk+LfVSwxPKxnTIu5Yqatf42fziKTmzyoCEsbalkMzV3xMZjYyZRIHtjCiOzLI3E//zuimGV34mVJIiV2yxKEwlwZjM3icDoTlDObGEMi3srYSNqKYMbUglG4K3/PIqaV1UvVr1+r5WqZM8jiKcwCmcgweXUIdbaEATGCh4hld4c4zz4rw7H4vWgpPPHMMfOJ8/aHiQAg==</latexit>

GNN

Graph Matching

Inner-Product

GNN (or MLP)

q�(z|G)

<latexit sha1_base64="7dDFdeJvbSwQCPJnh4Jd/kLHn0M=">AAAB/3icbVDLSsNAFJ3UV62vqODGzWARKkhJpKDuCi50WcE+oAlhMp20QyeTODMRapqFv+LGhSJu/Q13/o2TtgttPTBwOOde7pnjx4xKZVnfRmFpeWV1rbhe2tjc2t4xd/daMkoEJk0csUh0fCQJo5w0FVWMdGJBUOgz0vaHV7nffiBC0ojfqVFM3BD1OQ0oRkpLnnlw76VOPKBZxQmRGvhB+piNr088s2xVrQngIrFnpAxmaHjml9OLcBISrjBDUnZtK1ZuioSimJGs5CSSxAgPUZ90NeUoJNJNJ/kzeKyVHgwioR9XcKL+3khRKOUo9PVkHlLOe7n4n9dNVHDhppTHiSIcTw8FCYMqgnkZsEcFwYqNNEFYUJ0V4gESCCtdWUmXYM9/eZG0zqp2rXp5WyvXT2d1FMEhOAIVYINzUAc3oAGaAIMxeAav4M14Ml6Md+NjOlowZjv74A+Mzx9FV5Y2</latexit>

p(A|Ĥ(0))

<latexit sha1_base64="Yil2/7j6NGxm0WsUeenKMSlpO5U=">AAACDXicbVDLSsNAFJ3UV62vqEs3g1VoQUoiBXVXcdNlBfuANpbJdNIOnUzCzEQoMT/gxl9x40IRt+7d+TdO2gjaemDgzDn3cu89bsioVJb1ZeSWlldW1/LrhY3Nre0dc3evJYNIYNLEAQtEx0WSMMpJU1HFSCcUBPkuI213fJX67TsiJA34jZqExPHRkFOPYqS01DePwlLPR2rkevFlct8bIRX//OtJchuXrHJS7ptFq2JNAReJnZEiyNDom5+9QYAjn3CFGZKya1uhcmIkFMWMJIVeJEmI8BgNSVdTjnwinXh6TQKPtTKAXiD04wpO1d8dMfKlnPiurkw3lfNeKv7ndSPlnTsx5WGkCMezQV7EoApgGg0cUEGwYhNNEBZU7wrxCAmElQ6woEOw509eJK3Til2tXFxXi7WTLI48OACHoARscAZqoA4aoAkweABP4AW8Go/Gs/FmvM9Kc0bWsw/+wPj4Bn9Qm8M=</latexit>

p✓(X|A, Ĥ(0))

<latexit sha1_base64="LRRXDHWlGiSVh3orFrUJk43p8Jg=">AAACIXicbVDLSsNAFJ3UV62vqks3wSK0UEoiBeuu4qbLCvYBTSyT6aQdOnkwcyOUmF9x46+4caFId+LPOG1T0NYDA2fOuZd773FCziQYxpeW2djc2t7J7ub29g8Oj/LHJ20ZRILQFgl4ILoOlpQzn7aAAafdUFDsOZx2nPHtzO88UiFZ4N/DJKS2h4c+cxnBoKR+vhb2YwtGFHBStDwMI8eNu8nTkt4kZWuEIV7+G0nyEBeNUlLq5wtGxZhDXydmSgooRbOfn1qDgEQe9YFwLGXPNEKwYyyAEU6TnBVJGmIyxkPaU9THHpV2PL8w0S+UMtDdQKjngz5Xf3fE2JNy4jmqcrapXPVm4n9eLwK3ZsfMDyOgPlkMciOuQ6DP4tIHTFACfKIIJoKpXXUywgITUKHmVAjm6snrpH1ZMauV67tqoV5O48iiM3SOishEV6iOGqiJWoigZ/SK3tGH9qK9aZ/adFGa0dKeU/QH2vcPGy+kng==</latexit>

Ĥ
(0)

<latexit sha1_base64="l70E5H9BY4nav8aoABn8qoG4sTs=">AAAB/3icbVDLSsNAFJ3UV62vqODGTbAKdVMSKai7gpsuK9gHNLFMppN26GQSZm6EErPwV9y4UMStv+HOv3HSdqGtBwYO59zLPXP8mDMFtv1tFFZW19Y3ipulre2d3T1z/6CtokQS2iIRj2TXx4pyJmgLGHDajSXFoc9pxx/f5H7ngUrFInEHk5h6IR4KFjCCQUt988gdYUjdEMPID9JGlt2nFfs865tlu2pPYS0TZ07KaI5m3/xyBxFJQiqAcKxUz7Fj8FIsgRFOs5KbKBpjMsZD2tNU4JAqL53mz6wzrQysIJL6CbCm6u+NFIdKTUJfT+ZB1aKXi/95vQSCKy9lIk6ACjI7FCTcgsjKy7AGTFICfKIJJpLprBYZYYkJ6MpKugRn8cvLpH1RdWrV69tauX46r6OIjtEJqiAHXaI6aqAmaiGCHtEzekVvxpPxYrwbH7PRgjHfOUR/YHz+AN0ples=</latexit>

H
(L)

<latexit sha1_base64="AEvf0mKigOFtvEgrz84vUoTwsn8=">AAAB+XicbVDLSsNAFL3xWesr6tLNYBXqpiRSUHcFN124qGAf0MYymU7aoZNJmJkUSuifuHGhiFv/xJ1/46TNQlsPDBzOuZd75vgxZ0o7zre1tr6xubVd2Cnu7u0fHNpHxy0VJZLQJol4JDs+VpQzQZuaaU47saQ49Dlt++O7zG9PqFQsEo96GlMvxEPBAkawNlLftnsh1iM/SOuzp7R8fznr2yWn4syBVombkxLkaPTtr94gIklIhSYcK9V1nVh7KZaaEU5nxV6iaIzJGA9p11CBQ6q8dJ58hi6MMkBBJM0TGs3V3xspDpWahr6ZzHKqZS8T//O6iQ5uvJSJONFUkMWhIOFIRyirAQ2YpETzqSGYSGayIjLCEhNtyiqaEtzlL6+S1lXFrVZuH6ql2nleRwFO4QzK4MI11KAODWgCgQk8wyu8Wan1Yr1bH4vRNSvfOYE/sD5/ABa/kzo=</latexit>

p✓(G|z)

<latexit sha1_base64="JGj/TZJ0+mqR/XMcxmzpRO/BkDI=">AAACAXicbVDLSsNAFJ3UV62vqBvBTbAIFaQkUlB3BRe6rGAf0IQwmU7aoZMHMzdCjXHjr7hxoYhb/8Kdf+OkzUKrBy4czrmXe+/xYs4kmOaXVlpYXFpeKa9W1tY3Nrf07Z2OjBJBaJtEPBI9D0vKWUjbwIDTXiwoDjxOu974Ive7t1RIFoU3MImpE+BhyHxGMCjJ1fdiN7VhRAFntct7O8Aw8vz0Ljty9apZN6cw/hKrIFVUoOXqn/YgIklAQyAcS9m3zBicFAtghNOsYieSxpiM8ZD2FQ1xQKWTTj/IjEOlDAw/EqpCMKbqz4kUB1JOAk915ifKeS8X//P6CfhnTsrCOAEaktkiP+EGREYehzFgghLgE0UwEUzdapARFpiACq2iQrDmX/5LOid1q1E/v25Um8dFHGW0jw5QDVnoFDXRFWqhNiLoAT2hF/SqPWrP2pv2PmstacXMLvoF7eMb4quXHg==</latexit>
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Figure 3: VGAE and Graph VAE

Existing VAEs on graph data can be divided into two categories:
the variational graph autoencoders (VGAE) [14] which dominates
most of the previouswork, and the seldomly used graph variational
autoencoders (graph VAE) [16, 20, 24]. Figure 3 shows the architec-
tures of VGAE and graph VAE.

The main difference between VGAE and graph VAE lies in the
latent variable z. For a graph 𝐺 with 𝑁 nodes, the Z of VGAE is
an 𝑁 × 𝐾 matrix, where each row encodes one node. Since the
rows of Z are (conditionally) independent of each other, in both
the posterior 𝑞𝜙 (Z|𝐺) and the prior 𝑝𝜆 (Z), VGAE might be seen
as an autoencoder for graph nodes rather than for the graph itself.
It is impossible for the missing nodes to be included in the recon-
structed graph when a structure anomaly happens with VGAE. As
a result, VGAE is not suitable for trace anomaly detection.

On the contrary, the latent z of graph VAE is a vector of length
𝐾 , encoding the whole graph.The node features from graph neural
networks in 𝑞𝜙 (z|𝐺) are passed through a graph pooling layer to
produce the graph features, which are used in sampling the latent z.
In existing graph VAEs, a fully-connected network is usually em-
ployed to decode the graph-level z back into node-level features,
and such node-level features are then used to further produce the
reconstructed structures. However, this design may make them
more sensitive to small structure anomalies, but lack the general-
ization ability required for time anomaly detection.Wewill present
how to improve this structure in Section 4.
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Ŷ

<latexit sha1_base64="KEOpxGrwOEiFKnA2bExYKj5KdoY=">AAAB+XicbVBNS8NAFNzUr1q/oh69LBbBg5RECuqt4MVjBVsrTSib7aZdutmE3ZdCCfknXjwo4tV/4s1/46bNQVsHFoaZ93izEySCa3Ccb6uytr6xuVXdru3s7u0f2IdHXR2nirIOjUWsegHRTHDJOsBBsF6iGIkCwR6DyW3hP06Z0jyWDzBLmB+RkeQhpwSMNLBtb0wg8yIC4yDMnvJ8YNedhjMHXiVuSeqoRHtgf3nDmKYRk0AF0brvOgn4GVHAqWB5zUs1SwidkBHrGypJxLSfzZPn+MwoQxzGyjwJeK7+3shIpPUsCsxkEVEve4X4n9dPIbz2My6TFJiki0NhKjDEuKgBD7liFMTMEEIVN1kxHRNFKJiyaqYEd/nLq6R72XCbjZv7Zr11UdZRRSfoFJ0jF12hFrpDbdRBFE3RM3pFb1ZmvVjv1sditGKVO8foD6zPHyQNk/E=</latexit>

p�(z)

<latexit sha1_base64="BVZi0pW3Z5lrsWIZZVzQ+h3JbZY=">AAACAHicbVDLSsNAFJ3UV62vqAsXbgaLUEFKIgV1V3DjsoJ9QBPCZDJph04mYWYi1JCNv+LGhSJu/Qx3/o2TNgttPTBwOOdc5t7jJ4xKZVnfRmVldW19o7pZ29re2d0z9w96Mk4FJl0cs1gMfCQJo5x0FVWMDBJBUOQz0vcnN4XffyBC0pjfq2lC3AiNOA0pRkpLnnmUeJnDdD5AecOJkBr7YfaYn3lm3WpaM8BlYpekDkp0PPPLCWKcRoQrzJCUQ9tKlJshoShmJK85qSQJwhM0IkNNOYqIdLPZATk81UoAw1joxxWcqb8nMhRJOY18nSxWlIteIf7nDVMVXrkZ5UmqCMfzj8KUQRXDog0YUEGwYlNNEBZU7wrxGAmEle6spkuwF09eJr2Lpt1qXt+16u3zso4qOAYnoAFscAna4BZ0QBdgkINn8ArejCfjxXg3PubRilHOHII/MD5/AP1hlpw=</latexit>

z
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Figure 4: Network Architecture of TraceVAE

4 NETWORK ARCHITECTURE
As the introduction describes, graphs enable precise modeling of
complex structures and time relationships in traces. GraphVAE [16,
20, 24] has demonstrated its great generalization ability in graph
modeling. Therefore, we propose TraceVAE based on an improved
graph VAE model to take advantage of the graph features in traces.

Overview. Wewill introduce the overall architecture of our Trace-
VAE, shown as Figure 4. The goal of VAE is to learn the normal dis-
tributions for traces. Given a trace𝐺 , TraceVAE outputs its normal
distribution 𝑝𝑚𝑜𝑑𝑒𝑙 (𝐺) through reconstruction. TraceVAE consists
of two parts: structure VAE and time VAE, which reconstruct struc-
tural features and time features of traces respectively. To precisely
encode the whole structure and to satisfy the neighborhood gener-
alization property of time consumptions, we encode the structure
and time information in two separated VAEs, resulting in the struc-
tural latent variable z and the time latent variable z2.

Structure VAE. The structure information of the microservices
is captured in the structure VAE. In graph VAEs, A is encoded by
a fixed-length z and decoded with a fully-connected network, thus
A should have a fixed size of 𝑁𝑚𝑎𝑥 × 𝑁𝑚𝑎𝑥 , where 𝑁𝑚𝑎𝑥 is the
maximum number of nodes per trace in the dataset (𝑁𝑚𝑎𝑥 = 32
in our paper). To know the exact sizes of traces, we introduce an
auxiliary variable 𝑁 . We use average pooling in this paper to en-
code the graph-level latent variables. Unlike ordinary graph VAEs,
TraceVAE does not use graph matching since the trace nodes have
been sorted and have deterministic orders (see Section 2).

Time VAE. The time VAE captures the time information of nodes
and their relationship. In time VAE, both structural and time fea-
tures are used as inputs, where the gradients to the structural fea-
tures are blocked (denoted as dashed arrows in Figure 4) to avoid
them from being populated by time information.

Dispatching Layer. As mentioned earlier, most of the existing
graphVAEs use fully-connected networks to directlymap the graph-
level z2 into node-level features. However, the detection of time
anomalies requires neighborhood generalization, which is difficult
to achieve through such direct mapping. Therefore, we conjecture
that the fully-connected network is not suitable for encoding the
time consumption. We thus propose the novel dispatching layer,
which treats z2 as a shared graph-level context for all the nodes.
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Figure 5: Architecture of the Dispatching Layer

Figure 5 demonstrates the dispatching layer, where z2 is concate-
natedwith the node embeddings𝑦𝑖 and decodedwith another GNN.
The dispatching layer can be formulated as Z2,𝑖 = [z2 ∥ 𝑦𝑖 ]. In this
way, the dispatching layer uses z2 as shared information in the
node latency embeddings Z2, mitigating the decreasing general-
izability of latency features due to the structural information en-
coded in z2.

Summary. Given that 𝐺 = (A,X,Y), where X is the time con-
sumptionmatrix andY is themicroservice IDmatrix, our proposed
TraceVAE can be formulated as:

𝑝𝜃,𝜆 (𝐺, 𝑁, z, z2) = 𝑝𝜃,𝜆 (𝑁,A,X,Y, z, z2)
=
[
𝑝𝜃 (𝑁,A,Y|z) 𝑝𝜆 (z)

]
·
[
𝑝𝜃 (X|A,Y, z2) 𝑝𝜆 (z2 |z)

]
𝑝𝜃 (𝑁,A,Y|z) = 𝑝𝜃 (𝑁 |z) ·∏𝑖 𝑗 𝑝𝜃 (𝐴𝑖 𝑗 |z) ·

∏
𝑖 𝑝𝜃 (𝑦𝑖 |z)

𝑝𝜃 (X|A,Y, z2) =
∏

𝑖 𝑝𝜃 (𝑥𝑖 |A,Y, z2)
𝑞𝜙 (z, z2 |𝐺, 𝑁 ) = 𝑞𝜙 (z|A,Y) · 𝑞𝜙 (z2 |A,X,Y)

(2)

where 𝑞𝜙 (z|A,Y) and 𝑝𝜃 (𝑁,A,Y|z) are the encoder and decoder
of the structure VAE, while 𝑞𝜙 (z2 |A,X,Y) and 𝑝𝜃 (X|A,Y, z2) are
those of the time VAE. 𝑁 and 𝑦𝑖 are categorical distributions, 𝐴𝑖 𝑗
are Bernoulli distributions, and 𝑥𝑖 are Gaussian distributions. 𝑝𝜆 (z)
is a learnable RealNVP prior [30], and 𝑝𝜆 (z2 |z) is a learnable Gauss-
ian prior conditioned on z.

In summary, we propose a dual-variable graph VAE, the Trace-
VAE, to encode the structure and time consumptions of traces in
separated VAEs.The structure VAE uses a fully-connected network
to reconstruct the structure precisely, whereas the time VAE uses
the novel dispatching layer to benefit the neighborhood generaliza-
tion on node times.

5 ANOMALY SCORE
5.1 NLL and the Entropy Gap
5.1.1 NLL of Traces. The negative log-likelihood (NLL) has been
widely used as the anomaly score in many existing works [8, 12].
For a given trace𝐺 , theNLL is formulated as− log 𝑝model (𝐺), which
indicates how unlikely the given trace 𝐺 is to follow the model
distribution. The NLL for 𝐺 can be approximated by Monte Carlo
integration [4]:

𝑁𝐿𝐿𝐺 = − log𝑝model (𝐺)

= − logE𝑞𝜙 (z,z2 |𝐺,𝑁 )

[
𝑝𝜃,𝜆 (𝐺, 𝑁, z, z2)
𝑞𝜙 (z, z2 |𝐺, 𝑁 )

]
≈ − log


1
𝐿

𝐿∑
𝑙=1

𝑝𝜃,𝜆 (𝑁,A,X,Y, z(𝑙 ) , z
(𝑙 )
2 )

𝑞𝜙 (z(𝑙 ) , z
(𝑙 )
2 |𝐺, 𝑁 )


(3)

where z(𝑙 ) and z(𝑙 )2 are samples from 𝑞𝜙 (z(𝑙 ) , z
(𝑙 )
2 |𝐺, 𝑁 ), and 𝐿 de-

notes the number of samples.
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Figure 6: NLL distribution of normal and mismatched data.
The red area demonstrates the phenomenon of “Inversion”.

5.1.2 Entropy Gap. Although NLL is a simple and effective way
to express the degree of anomalies, we find the phenomenon of
“NLL Inversion” in our experiments. Figure 6 shows the NLL distri-
bution of the data labeled as normal (Normal) and the anomalous
data whose reconstructed structures are different from themselves
(Mismatched).Themismatches indicate that these traces have been
considered anomalous by TraceVAE, but we find that some have
much lower NLLs compared with normal traces, resulting in the
red area in Figure 6.

To perform more accurate anomaly detection on traces, we fur-
ther investigate and try to address the implications of this phenom-
enon. [21] discovered that on some popular image datasets, the out-
of-distribution inputs (i.e., inputs not from the dataset used to train
the model) might exhibit lower NLLs than the training distribution
inputs, using various deep generative models including VAEs. It is
thus questionable to use NLLs as anomaly scores since the anom-
alies could just be seen as “out-of-distribution” inputs. However,
existing works neither gave a solid explanation for this problem in
anomaly detection nor gave a practical solution.

Here we provide an explanation in terms of entropy. Consider
Equation (1) in [21], which describes the KL-divergence between
the model distribution and the true distribution:

KLD[𝑝★ ∥ 𝑝model] ≈ 𝑁𝐿𝐿𝑥 − H
[
𝑝★

]
(4)

However, by re-arranging it, we obtain:
𝑁𝐿𝐿𝑥 ≈ KLD[𝑝★ ∥ 𝑝model] + H

[
𝑝★

]
(5)

where 𝑝★ is the data distribution being tested and 𝑁𝐿𝐿𝑥 denotes
the average value of NLLs from 𝑝model.

The average of NLLs over a given data distribution 𝑝★ is com-
posed of two parts: the KL-divergenceKLD[𝑝★ ∥ 𝑝model], as well as
the data entropy ofH

[
𝑝★

]
. The KL-divergence measures the differ-

ence between data 𝑝★ and the model 𝑝model, which is always ≥ 0,
and is equal to 0 only if 𝑝★ ≡ 𝑝model. For a well-trained model, the
KL-divergence on the training distribution (denoted as 𝑝𝑑 ) inputs
is expected to be lower than on the out-of-distribution (𝑝★) inputs.
But there is one more term, the data entropy H

[
𝑝★

]
, which lies

aside the KL-divergence. The entropy is an intrinsic property of
the test data distribution 𝑝★, which the model does not control. If
H[𝑝★] ≤ H[𝑝𝑑 ], then it is possible for NLLs to be lower on 𝑝★ than
on 𝑝𝑑 .

In summary, we point out that the NLL is composed of a KL-
divergence plus a data entropy term. The entropy is an intrinsic
property of the test data distribution, which might cause the ex-
pectation of NLLs to be lower on out-of-distribution inputs than
on the training distribution inputs. We call this problem the en-
tropy gap in our paper.

5.2 Explaining the Entropy Gap
At first glance, the “anomalies” are supposed to have higher en-
tropy than the normal data since the anomalies’ uncertainty (vari-
ety) should be much larger. However, we notice that lower dimen-
sional data can have much lower entropy than higher dimensional
data, which will bring trouble to using NLLs as anomaly scores.

Suppose there are two distinct groups of traces in the dataset,
namely𝐴 and 𝐵, where each trace in𝐴 has 8 nodes, and each trace
in 𝐵 has 32 nodes. Since time consumptions are normalized, if we
model the node times as Gaussian distributions, then the stds of
the times should be close to 1. Suppose we further ignore the condi-
tional dependencies among the nodes in one trace. In that case, the
entropy contributed by the time consumptions should be roughly
8×H[N (0, 1)] in group 𝐴, and 32×H[N (0, 1)] in group 𝐵, which
forms a huge gap between these two groups (up to 24×H[N (0, 1)]).
If there is a trace from group𝐴with just one node having increased
time consumption, the KL divergence raised by that single node
may not cover the entropy gap caused by the extra 24 nodes from
group 𝐵. As a result, the time anomalies from group 𝐴 may have
lower NLLs than the normal traces from group 𝐵, causing the NLLs
unable to detect such anomalies.

One may seek to expand the traces from group 𝐴 into 32 nodes
by adding zero-time dummy nodes. However, the entropy of these
dummy nodes is extremely small if the model has no minimum
bound on the stds of the Gaussian distributions. This will make
the entropy gap between groups 𝐴 and 𝐵 larger, which makes the
NLLs evenmoremisleading in anomaly detection (see experiments
in Section 6.6).The entropy of traces in group𝐴with dummy nodes
is much lower than that of group 𝐵, suggesting that there is an “in-
trinsic dimensionality” for a particular dataset related to the data
entropy. Adding constant-zeros to the data only increases the “ap-
parent dimensionality”, which cannot reduce the aforementioned
entropy gap.

In summary, some anomalies may have (much) lower NLLs than
some normal data, causing the NLLs inaccurate and misleading in
anomaly detection. Increasing the apparent dimensionality, how-
ever, may not work, or may even introduce extra errors. This mo-
tivates us to reduce the entropy gap by using the adjusted NLL for
anomaly detection.

5.3 Techniques for Reducing the Entropy Gap
So far, there is no existing method to exactly estimate the val-
ues of KLD[𝑝★ ∥ 𝑝model] or H[𝑝★]. However, as long as the KL-
divergence KLD[𝑝★ ∥ 𝑝model] can indeed distinguish between the
training data 𝑝𝑑 and the anomalies 𝑝★, there must exist some out-
puts from the model (e.g., the stds of time consumptions in the de-
coder), which can tell apart the normal traces and the anomalies.
Along this direction, we propose three techniques to reduce the
entropy gap:

Bernoulli & Categorical Scaling. The variables relevant to struc-
ture anomalies are the node count 𝑁 and the adjacency matrix A.
𝑁 is modeled as a categorical distribution, while A is modeled as
an 𝑁𝑚𝑎𝑥 × 𝑁𝑚𝑎𝑥 matrix of conditionally independent (given z)
Bernoulli distributions. Note that although A is an 𝑁𝑚𝑎𝑥 × 𝑁𝑚𝑎𝑥

matrix, 𝐴𝑖 𝑗 for non-existing nodes are always filled with zeros,
hence the intrinsic dimensionality of A differs among the traces.
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Figure 7: Histograms of the Node Counts of the Processed
Traces

We observe that for structure anomalies, 𝑝 (𝑁 |z) and some of
the 𝑝 (𝐴𝑖 𝑗 |z) are likely below 0.5, whereas for most normal traces
these components are above 0.5 (see Section A.5). We thus propose
the following Bernoulli & Categorical scaling method:�log𝑝𝜃 (𝑁 |z) = log𝑝𝜃 (𝑁 |z) ·

(
𝑁 2
𝑚𝑎𝑥

)𝐼 (𝑝𝜃 (𝑁 |z)<0.5)

�log𝑝𝜃 (𝐴𝑖 𝑗 |z) = log𝑝𝜃 (𝐴𝑖 𝑗 |z) · (𝑁𝑚𝑎𝑥 )𝐼 (𝑝𝜃 (𝐴𝑖 𝑗 |z)<0.5)
(6)

where 𝐼 (·) is 1 if the condition is true, and 0 otherwise. Such scal-
ing can enlarge log-likelihoods from anomaly dimensions, hence
helping to reduce the entropy gap.

Node Count Normalization. In time VAE, we normalize the time
distribution log𝑝 (𝑥𝑖 |A,Y, z2) according to the node count 𝑁 :�log 𝑝 (𝑥𝑖 |A,Y, z2) =

𝑁𝑚𝑎𝑥

𝑁
log𝑝 (𝑥𝑖 |A,Y, z2) (7)

Note that 𝑥𝑖 are normalized to zero mean and one std over the
dataset. Hence the abovemethod can normalize the entropy among
the traces with any number of nodes.

Gaussian Std-Limit. We find that the stds of the reconstructed
𝑥𝑖 are larger on time anomalies than on the normal traces. We thus
clip the stds of the Gaussian 𝑝 (𝑥𝑖 |A,Y, z2) as follows. We evaluate
TraceVAE on the validation set to find the 99% percentile of the
stds, denoted as 𝜎𝑝99. We then clip every 𝜎𝑖 as 𝜎𝑖 = min

{
𝜎𝑖 , 𝜎𝑝99

}
.

Since 𝜎𝑖 < 𝜎𝑖 are more likely to happen on anomalies, the NLLs
are then enlarged more on these anomalies, which helps reduce
the entropy gap.

6 EXPERIMENTS
6.1 Datasets
We collect our own datasets from a top Internet company. We use
5 microservice trace datasets (A, B, C, D, E) in our work. The
numbers of traces in these datasets are gigantic, ranging from 110k
to 5.5M. Figure 7 shows the distributions of node counts in these
datasets, and it can be found that the distributions of the node
counts vary significantly.

DatasetsA,B, C,D. These four datasets are generated through
resampling and synthetic anomalies injection for evaluation. More
details about data collection and preprocessing of these datasets
can be found in Section A.4.

Dataset E. To evaluate the performance of TraceVAE on real
dataset, we also collected a dataset E which contains real online
failure cases and manually labeled them. Dataset E contains 62k
traces for training, 6.4k traces for validation, and 29k traces for

testing. There are 162 structure anomalies and 208 time anomalies
in the test set.

6.2 Experimental Setup
The most important parameters of TraceVAE are the sizes of the
latent variables. We choose the sizes empirically according to the
complexity of the datasets (see Section A.3). We use 𝐾 = 5 for
the structure variable z on A, B and C, and 𝐾 = 10 on D and E,
because D and E has much more nodes than the others. We use
𝐾2 = 10 for the time variable z2 on A, B, D and E, and 𝐾2 = 5
on C, because C has few nodes (up to 8 nodes) but large depth (up
to 4 levels), suggesting it has much simpler neighborhood contexts
than the others.

We use 4 layers (2 multi-heads and 500 units in each head) GAT
on all five datasets. We train the whole model for 40 epochs, then
fine-tune the time VAE for another 20 epochs with the parameters
of all other parts being fixed. We use early-stopping techniques
during training to prevent over-fitting. The source code of Trace-
VAE can be found in https://doi.org/10.5281/zenodo.7197839.

6.3 Evaluation Metrics
We use “total”, “struct” and “time” best F-scores on all, structure
and time anomalies respectively as the evaluationmetrics.The best
F-score is the highest F-score given all decision thresholds. Many
baseline anomaly detection algorithms are sensitive to thresholds
(but TraceVAE is not, see SectionA.2), thuswe do not choose thresh-
olds for the baselines. The three best F-scores are computed on
different test sets. The “total” F-scores are computed on all of the
test traces, the “struct” F-scores are computed on the traces that
are normal or with structure anomalies, and the “time” F-scores
are computed on the traces that are normal or with time anom-
alies. Besides, we evaluate TraceVAE with ROC-AUC (see Section
A.1), which is another threshold-free metric. We also designed and
evaluated a simple threshold selection strategy for TraceVAE (see
Section A.2).

6.4 Baselines
We compare with existing unsupervised methods that claim to de-
tect structure and time anomalies for traces. The baselines are:

FSA [10]. A finite-state automaton (FSA) models the call depen-
dencies and time consumptions. A trace is anomalous if the FSA
rejects it. It is a classical method to detect trace anomalies.

LSTM-AD [23]. The microservices and time consumptions of
nodes form a sequence and are further modeled by an LSTM VAE.
The node anomaly scores are maximized instead of summed up.

TraceAnomaly [19]. Traces are encoded into vectors. Each di-
mension of the trace vector encodes the time consumption of a
“path”, where a path corresponds to a certain call context. NLLs
are used as anomaly scores.

CRISP [35]. CRISP uses the same anomaly detection framework
as TraceAnomaly, but encodes only the critical paths to the vectors
generated with Critical Path Analysis (CPA).

VGAE. We list VGAE as a baseline (although not used in previ-
ous works for trace anomaly detection) to support our statements
in Section 3.3. We use the same GNN architectures as TraceVAE.
The node anomaly scores are averaged to avoid the entropy gap.

https://doi.org/10.5281/zenodo.7197839


Unsupervised Anomaly Detection on Microservice Traces through Graph VAE WWW ’23, April 30-May 4, 2023, Austin, TX, USA

Table 1: Best F-Scores of TraceVAE and the Baselines

A B C D E
Total Struct Time Total Struct Time Total Struct Time Total Struct Time Total Struct Time

FSA 0.664 0.497 0.497 0.737 0.583 0.583 0.813 0.685 0.685 0.527 0.358 0.358 0.199 0.090 0.134
LSTM-AD 0.745 0.470 0.872 0.710 0.420 0.820 0.565 0.184 0.881 0.758 0.558 0.927 0.442 0.213 0.513
TraceAnomaly 0.560 0.091 0.832 0.570 0.105 0.812 0.528 0.182 0.717 0.530 0.090 0.775 0.410 0.048 0.565
CRISP 0.438 0.164 0.502 0.416 0.179 0.520 0.526 0.092 0.769 0.334 0.090 0.382 0.344 0.041 0.422
VGAE 0.275 N/A 0.454 0.261 N/A 0.408 0.631 N/A 0.682 0.387 N/A 0.625 0.450 N/A 0.529

TraceVAE 0.954 0.935 0.945 0.944 0.903 0.940 0.923 0.911 0.911 0.980 0.988 0.965 0.791 0.813 0.772
TraceVAE-FC 0.936 0.889 0.938 0.925 0.877 0.936 0.915 0.903 0.907 0.975 0.983 0.959 0.729 0.742 0.677
TraceVAE-SingleZ 0.854 0.849 0.829 0.888 0.921 0.816 0.919 0.881 0.894 0.946 0.943 0.931 0.632 0.702 0.507
TraceVAE-DimEx 0.789 0.768 0.777 0.818 0.705 0.863 0.841 0.892 0.762 0.897 0.901 0.882 0.579 0.268 0.692

TraceVAE-NLL 0.918 0.930 0.867 0.928 0.954 0.879 0.927 0.902 0.885 0.957 0.969 0.937 0.645 0.769 0.561
TraceVAE-BCScale 0.925 0.967 0.868 0.931 0.971 0.878 0.925 0.925 0.883 0.965 0.990 0.935 0.662 0.813 0.558
TraceVAE-NCNorm 0.918 0.877 0.916 0.904 0.891 0.882 0.873 0.798 0.880 0.965 0.964 0.955 0.687 0.731 0.627
TraceVAE-StdLimit 0.940 0.910 0.928 0.947 0.924 0.934 0.930 0.892 0.904 0.963 0.957 0.957 0.732 0.769 0.680

6.5 Comparison with Baselines
Table 1 shows the best F-scores of TraceVAE and baselines. In ad-
dition, we also show the ROC-AUC results in Section A.1, which
have similar trends to the F-Score.The results show that our Trace-
VAE consistently outperforms all the baselines on all five datasets
for both structure and time anomalies by large margins.

FSA achieves 1.0 recalls on all five datasets and both anomalies,
but its precisions are very low. Also, the outputs of the FSA are
either “accepted” or “rejected”, with no continuous anomaly scores,
making it difficult to express the degree of anomalies.

LSTM-AD claimed to detect structure anomalies, but the per-
formance is poor, likely because the node sequence + LSTM can-
not preserve all structure information. TraceAnomaly & CRISP also
claimed to detect “innovation path” anomalies (a combination of
the structure and time anomalies in our paper). Still, their best F-
scores on structure anomalies are very low, suggesting they may
be hard to effectively model the structural information of traces in
large-scale systems. These three works use VAEs without GNNs,
so their poor performance on structure anomalies highlights the
need to use GNNs. Moreover, for TraceAnomaly and CRISP, since
the numbers of existing paths are not equal for all the traces and
the non-existing paths are filled with -1, the entropy gap might be
a problem.

VGAE shows poor performance on time anomalies. This may
be due to the independence of the node-level Z, which highlights
the benefit of our graph-level z2 in TraceVAE. VGAE cannot detect
structure anomalies by its architecture, so we mark its results in
Table 1 as N/A.

6.6 Ablation Study
Table 1 also shows the experiment results of the ablation study.
Note that the anomaly score comprises the (modified) NLLs of both
structure and time VAEs. Thus increasing the F-scores on one type
of anomaly may decrease the F-scores of the other type.

The dispatching layer. We replace the dispatching layer in Trace-
VAE with a fully-connected network (while still using the adjusted

NLLs).The result is shown as TraceVAE-FC in Table 1, which shows
that the dispatching layer effectively improves the detection accu-
racy of time anomalies. Surprisingly, the detection of structural
anomalies is also improved, which is likely to be caused by the less
misleading in time NLLs (as the final anomaly score is the sum of
both NLLs).

The dual-variable graph VAE.. We train a single-variable graph
VAE instead of the original dual-variable one. The result is shown
as TraceVAE-SingleZ in Table 1. Our TraceVAE improves the F-
scores over TraceVAE-SingleZ on “total” anomalies by 0.4%−25.2%,
which highlights the benefits of our design choice of using the two
separated latent variables.

Apparent dimensionality. We show TraceVAE trained and tested
with all traces expanded to 32 nodes by filling zero-time dummy
nodes, as TraceVAE-DimEx in Table 1. We see that increasing the
apparent dimensionality makes the performance of anomaly detec-
tion much worse than TraceVAE-NLL, which supports our state-
ments about the intrinsic and apparent dimensionality.

The techniques to reduce entropy gap. For each trained Trace-
VAE, we derive four variants by directly replacing the anomaly
scores (without retraining a new model) as follows: (1) TraceVAE-
NLL uses only the original NLL; (2) TraceVAE-BCScale uses NLL +
Bernoulli & Categorical Scaling; (3) TraceVAE-NCNorm uses NLL
+ Node Count Normalization; (4) TraceVAE-StdLimit uses NLL +
Gaussian Std-Limit.

We can see that TraceVAE consistently improves the F-scores
over TraceVAE-NLL on time anomalies by 2.6% − 37.6%. On struc-
ture anomalies, TraceVAE has smaller improvements (0.5%− 5.7%)
except on dataset B, where TraceVAE is worse than TraceVAE-
NLL. Note that on dataset B, TraceVAE has a very large improve-
ment on time anomalies, and thus the F-score on “total” anomalies
is still better (by 1.6%), which suggests that this counterexample
is caused by the problem in the aforementioned trade-off between
structure and time NLLs.

TraceVAE-BCScale alone improves the F-scores on structure anom-
alies by 1.6% − 5.7%, with little or no harm to time anomalies.
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Figure 8: The NLL Distribution with Different Techniques

TraceVAE-NCNorm alone improves the F-scores on time anomalies
formost datasets, except forC, which has very fewnodes. TraceVAE-
StdLimit consistently improves the F-scores on time anomalies by
1.9%−13.5%. However, both TraceVAE-NCNorm and TraceVAE-StdLimit
may decrease the F-scores on structure anomalies.

To further investigate how these techniques affect anomaly de-
tection performance, we show the NLL distributions of D under
different settings in Figure 8. It can be found that the intersection
areas between the “Normal” line and the “TraceVAE” line are get-
ting smaller, indicating that the proposed techniques effectively
reduced the number of anomalous traces with low NLL. The effec-
tiveness of our proposed techniques highlights the benefits of our
proposed theory about the entropy gap.

6.7 Threats to Validity
The internal threats to validity mainly lie in the configuration of
the models. The hyper-parameters in TraceVAE and the baselines
need adjustment to fit different datasets. The techniques to reduce
the entropy gap are relatively empirical. The decision boundary of
0.5 for BCScale may need tuning in other models. Nevertheless, as
long as the model is well-trained and KLD[𝑝★ ∥ 𝑝model] can distin-
guish between the normal data and anomalies, certain techniques
can constantly be developed to reduce the entropy gap.

The external threats to validity mainly lie in the datasets. To
alleviate such threats, we collected data of different sizes from dif-
ferent parts of the real system. We also use both manually labeled
and synthetic anomalies data in the five datasets to comprehen-
sively evaluate the performance of our model.

7 RELATEDWORK
Anomaly detection is a hot topic owing to its wide application.
Time series-based [6, 31], log-based [9], and trace-based [19, 35]
approaches are employed to detect system failures. Traces record
invocation relationships between microservices, which are useful
in diagnosing failures while more difficult to be accurately mod-
eled. To model the invocations in traces, FSA [10] constructs a
Finite State Automaton to learn the time distributions and detect
anomalies with 𝑘-sigma [5]. While FSA distinguishes between dif-
ferent time distributions by preceding call paths, the tree struc-
tures are not considered, thus making it hard to detect drop anom-
alies. Many works introduce deep learning to trace anomaly detec-
tion to learn the complex structural features. TraceAnomaly [19]
and CRISP [35] represent a trace as an stv (service trace vector)
and detect both drop and time anomalies with VAE reconstruction.

TraceLingo [32] and DeepTraLog [33] capture the tree structures
in traces with Tree-LSTM [1] and GNN [11] to obtain accurate
structural representations. However, TraceLingo needs supervised
training, and DeepTraLog uses extra log data, which cannot be di-
rectly compared with TraceVAE.

As a common technique in deep learning, VAE has also been
widely employed in anomaly detection tomodel normal patterns [2,
25–27, 31]. To avoid excessive latent variables, flow-based genera-
tive models [7, 18, 30] are employed to express complex latent dis-
tributions. Although VAE has been successfully applied in many
areas, some works find the phenomenon of NLL inversion [21] in
out-of-distribution data. In [29] and [12], some techniques are pro-
posed to mitigate this phenomenon in the representation learning
of these kinds of data or try to detect them. However, the impact
of this phenomenon on anomaly detection has not been analyzed
in the existing studies. Our study takes the perspective of anomaly
detection and tries to reduce this entropy gap.

8 CONCLUSION
In this paper, we study the problem of anomaly detection on mi-
croservice traces and propose a novel model named TraceVAE. In
TraceVAE, a dual-variable graph VAE architecture and a novel dis-
patching layer are used to encode the structure of traces and the
time consumption of nodes separately.We find the phenomenon of
“NLL Inversion” in trace anomaly detection, which may cause per-
formance degradation. To investigate and mitigate this phenom-
enon, we point out that the NLL can be decomposed into KL di-
vergence plus the data entropy. Lower-dimensional anomalies can
have much lower entropy than higher-dimensional normal traces,
making the NLLs misleading for anomaly detection. We propose
three techniques to reduce the entropy gap: Bernoulli & Categor-
ical Scaling, Node Count Normalization, and Gaussian Std-Limit.
On five trace datasets from a top Internet company, our proposed
TraceVAE outperforms all baselines and achieves excellent best F-
scores. The results of the ablation study demonstrate the effective-
ness of our model design and the three techniques to reduce the
entropy gap. Our discovered entropy gap may also have a broader
impact in other domains, serving as a key ingredient to solving the
problem raised by [21].

ACKNOWLEDGMENTS
We thank Changhua Pei and Shenglin Zhang for their helpful dis-
cussions and suggestions on this work. This work is supported by
the National Key Research and Development Program of China
under Grant 2019YFE0105500, the Research Council of Norway
under Grant 309494, the State Key Program of National Natural
Science of China under Grant 62072264, and the Beijing National
Research Center for Information Science and Technology (BNRist)
key projects.

REFERENCES
[1] Mahtab Ahmed, Muhammad Rifayat Samee, and Robert E Mercer. 2019. Improv-

ing tree-LSTM with tree attention. In 2019 IEEE 13th International Conference on
Semantic Computing (ICSC). IEEE, 247–254.

[2] Jinwon An and Sungzoon Cho. 2015. Variational Autoencoder Based Anomaly
Detection Using Reconstruction Probability. Technical Report. Technical Report.



Unsupervised Anomaly Detection on Microservice Traces through Graph VAE WWW ’23, April 30-May 4, 2023, Austin, TX, USA

[3] Liang Bao, Qian Li, Peiyao Lu, Jie Lu, Tongxiao Ruan, and Ke Zhang. 2018. Execu-
tion Anomaly Detection in Large-Scale Systems through Console Log Analysis.
Journal of Systems and Software 143 (2018), 172–186. https://doi.org/10/gm7rdq

[4] Yuri Burda, Roger B. Grosse, and Ruslan Salakhutdinov. 2016. Importance
Weighted Autoencoders. In 4th International Conference on Learning Representa-
tions, ICLR 2016, San Juan, Puerto Rico, May 2-4, 2016, Conference Track Proceed-
ings, Yoshua Bengio and Yann LeCun (Eds.). http://arxiv.org/abs/1509.00519

[5] Varun Chandola, Arindam Banerjee, and Vipin Kumar. 2009. Anomaly De-
tection: A Survey. ACM computing surveys (CSUR) 41, 3 (2009), 15. https:
//doi.org/10/d44frx

[6] Wenxiao Chen, Haowen Xu, Zeyan Li, Dan Peiy, Jie Chen, Honglin Qiao, Yang
Feng, and ZhaogangWang. 2019. Unsupervised Anomaly Detection for Intricate
KPIs via Adversarial Training of VAE. In IEEE INFOCOM 2019-IEEE Conference
on Computer Communications. IEEE, 1891–1899.

[7] Laurent Dinh, Jascha Sohl-Dickstein, and Samy Bengio. 2017. Density estima-
tion using Real NVP. In 5th International Conference on Learning Representations,
ICLR 2017, Toulon, France, April 24-26, 2017, Conference Track Proceedings. Open-
Review.net. https://openreview.net/forum?id=HkpbnH9lx

[8] Kota Dohi, Takashi Endo, Harsh Purohit, Ryo Tanabe, and Yohei Kawaguchi.
2021. Flow-based self-supervised density estimation for anomalous sound de-
tection. In ICASSP 2021-2021 IEEE International Conference on Acoustics, Speech
and Signal Processing (ICASSP). IEEE, 336–340.

[9] MinDu, Feifei Li, Guineng Zheng, and Vivek Srikumar. 2017. DeepLog: Anomaly
Detection and Diagnosis from System Logs through Deep Learning. (2017).

[10] Qiang Fu, Jian-Guang Lou, Yi Wang, and Jiang Li. 2009. Execution Anomaly
Detection in Distributed Systems through Unstructured Log Analysis. In 2009
Ninth IEEE International Conference on Data Mining. IEEE, 149–158. https://doi.
org/10/fmzggh

[11] William L. Hamilton, Rex Ying, and Jure Leskovec. 2017. Inductive Representa-
tion Learning on Large Graphs. In Proceedings of the 31st International Conference
on Neural Information Processing Systems. 1025–1035.

[12] Dan Hendrycks, Mantas Mazeika, and Thomas G. Dietterich. 2019. Deep Anom-
aly Detection with Outlier Exposure. In 7th International Conference on Learn-
ing Representations, ICLR 2019, New Orleans, LA, USA, May 6-9, 2019. OpenRe-
view.net. https://openreview.net/forum?id=HyxCxhRcY7

[13] Diederik P Kingma and Max Welling. 2014. Auto-Encoding Variational Bayes.
In Proceedings of the International Conference on Learning Representations.

[14] Thomas N. Kipf and Max Welling. 2016. Variational Graph Auto-Encoders. In
Bayesian Deep Learning Workshop (NIPS 2016). arXiv:1611.07308

[15] Thomas N. Kipf and Max Welling. 2017. Semi-Supervised Classification with
Graph Convolutional Networks. In ICLR 2017. Toulon, France.

[16] Youngchun Kwon, Jiho Yoo, Youn-Suk Choi, Won-Joon Son, Dongseon Lee, and
Seokho Kang. 2019. Efficient Learning of Non-Autoregressive Graph Variational
Autoencoders for Molecular Graph Generation. Journal of Cheminformatics 11,
1 (Nov. 2019), 70. https://doi.org/10/gm64fs

[17] Kimin Lee, Honglak Lee, Kibok Lee, and Jinwoo Shin. 2017. Training confidence-
calibrated classifiers for detecting out-of-distribution samples. arXiv preprint
arXiv:1711.09325 (2017).

[18] Zhihan Li, Youjian Zhao, Jiaqi Han, Ya Su, Rui Jiao, Xidao Wen, and Dan Pei.
2021. Multivariate Time Series Anomaly Detection and Interpretation Using
Hierarchical Inter-Metric and Temporal Embedding. In Proceedings of the 27th
ACM SIGKDD Conference on Knowledge Discovery & Data Mining. 3220–3230.
https://doi.org/10/gngc5t

[19] Ping Liu, Haowen Xu, Qianyu Ouyang, Rui Jiao, Zhekang Chen, Shenglin Zhang,
Jiahai Yang, Linlin Mo, Jice Zeng, and Wenman Xue. 2020. Unsupervised De-
tection of Microservice Trace Anomalies through Service-Level Deep Bayesian
Networks. In 2020 IEEE 31st International Symposium on Software Reliability En-
gineering (ISSRE). IEEE, 48–58. https://doi.org/10/gjqs7d

[20] Joshua Mitton, Hans M. Senn, Klaas Wynne, and Roderick Murray-Smith. 2020.
A Graph VAE and Graph Transformer Approach to Generating Molecular
Graphs. In arXiv:2104.04345 [Cs]. arXiv:2104.04345 [cs]

[21] Eric Nalisnick, Akihiro Matsukawa, Yee Whye Teh, Dilan Gorur, and Balaji Lak-
shminarayanan. 2019. Do Deep Generative Models Know What They Don’t
Know?. In 7th International Conference on Learning Representations, ICLR 2019.
New Orleans, LA, USA. arXiv:1810.09136

[22] Animesh Nandi, Atri Mandal, Shubham Atreja, Gargi B. Dasgupta, and Subhra-
jit Bhattacharya. 2016. Anomaly Detection Using Program Control Flow Graph
Mining from Execution Logs. In Proceedings of the 22nd ACM SIGKDD Interna-
tional Conference on Knowledge Discovery and Data Mining. 215–224. https:
//doi.org/10/gngc57

[23] Sasho Nedelkoski, Jorge Cardoso, and Odej Kao. 2019. Anomaly Detection from
System Tracing Data Using Multimodal Deep Learning. In 2019 IEEE 12th In-
ternational Conference on Cloud Computing (CLOUD). IEEE, 179–186. https:
//doi.org/10/gn3pv4

[24] Martin Simonovsky andNikos Komodakis. 2018. Graphvae: Towards Generation
of Small Graphs Using Variational Autoencoders. In International Conference on
Artificial Neural Networks. Springer, 412–422.

[25] Andrea Stocco, Paulo J Nunes, Marcelo D’Amorim, and Paolo Tonella. 2022.
Thirdeye: Attention maps for safe autonomous driving systems. In 37th
IEEE/ACM International Conference on Automated Software Engineering. 1–12.

[26] Andrea Stocco and Paolo Tonella. 2022. Confidence-driven weighted retraining
for predicting safety-critical failures in autonomous driving systems. Journal of
Software: Evolution and Process 34, 10 (2022), e2386.

[27] Andrea Stocco, Michael Weiss, Marco Calzana, and Paolo Tonella. 2020. Mis-
behaviour prediction for autonomous driving systems. In Proceedings of the
ACM/IEEE 42nd international conference on software engineering. 359–371.

[28] Petar Veličković, Guillem Cucurull, Arantxa Casanova, Adriana Romero, Pietro
Lio, and Yoshua Bengio. 2018. Graph Attention Networks. In 6th International
Conference on Learning Representations, ICLR 2018. Vancouver, BC, Canada.

[29] Qitian Wu, Hengrui Zhang, Junchi Yan, and David Wipf. 2022. Handling Distri-
bution Shifts on Graphs: An Invariance Perspective. In The Tenth International
Conference on Learning Representations, ICLR 2022, Virtual Event, April 25-29,
2022. OpenReview.net.

[30] Haowen Xu, Wenxiao Chen, Jinlin Lai, Zhihan Li, Youjian Zhao, and Dan Pei.
2020. Shallow VAEs with RealNVP Prior Can Perform as Well as Deep Hierar-
chical VAEs. In Neural Information Processing, Haiqin Yang, Kitsuchart Pasupa,
Andrew Chi-Sing Leung, James T. Kwok, Jonathan H. Chan, and Irwin King
(Eds.). Springer International Publishing, Cham, 650–659.

[31] Haowen Xu, Wenxiao Chen, Nengwen Zhao, Zeyan Li, Jiahao Bu, Zhihan Li,
Ying Liu, Youjian Zhao, Dan Pei, and Yang Feng. 2018. Unsupervised Anomaly
Detection via Variational Auto-Encoder for Seasonal KPIs in Web Applications.
In Proceedings of the 2018 World Wide Web Conference on World Wide Web. Inter-
national World Wide Web Conferences Steering Committee, 187–196.

[32] Yong Xu, Yaokang Zhu, Bo Qiao, Hongshu Che, Pu Zhao, Xu Zhang, Ze Li,
Yingnong Dang, and Qingwei Lin. 2021. TraceLingo: Trace representation and
learning for performance issue diagnosis in cloud services. In 2021 IEEE/ACM
International Workshop on Cloud Intelligence (CloudIntelligence). IEEE, 37–40.

[33] Chenxi Zhang, Xin Peng, Chaofeng Sha, Ke Zhang, Zhenqing Fu, XiyaWu, Qing-
wei Lin, and Dongmei Zhang. 2022. DeepTraLog: Trace-Log CombinedMicroser-
vice Anomaly Detection through Graph-based Deep Learning. (2022).

[34] Muhan Zhang, Zhicheng Cui, Marion Neumann, and Yixin Chen. 2018. An End-
to-End Deep Learning Architecture for Graph Classification. In Thirty-Second
AAAI Conference on Artificial Intelligence.

[35] Zhizhou Zhang,Murali Krishna Ramanathan, Prithvi Raj, Abhishek Parwal, Tim-
othy Sherwood, andMilind Chabbi. 2022. CRISP: Critical Path Analysis of Large-
Scale Microservice Architectures. In 2022 USENIX Annual Technical Conference
(USENIX ATC 22). 655–672.

https://doi.org/10/gm7rdq
http://arxiv.org/abs/1509.00519
https://doi.org/10/d44frx
https://doi.org/10/d44frx
https://openreview.net/forum?id=HkpbnH9lx
https://doi.org/10/fmzggh
https://doi.org/10/fmzggh
https://openreview.net/forum?id=HyxCxhRcY7
https://arxiv.org/abs/1611.07308
https://doi.org/10/gm64fs
https://doi.org/10/gngc5t
https://doi.org/10/gjqs7d
https://arxiv.org/abs/2104.04345
https://arxiv.org/abs/1810.09136
https://doi.org/10/gngc57
https://doi.org/10/gngc57
https://doi.org/10/gn3pv4
https://doi.org/10/gn3pv4


WWW ’23, April 30-May 4, 2023, Austin, TX, USA Zhe Xie, Haowen Xu, Wenxiao Chen, Wanxue Li, Huai Jiang, Liangfei Su, Hanzhang Wang, and Dan Pei

A ADDITIONAL DETAILS OF THE
EXPERIMENTS

A.1 The ROC-AUC Results

Table 2: ROC-AUC of TraceVAE and the Baselines

Dataset A B C D E

FSA 0.497 0.583 0.685 0.358 0.104
LSTM-AD 0.262 0.247 0.106 0.303 0.079
TraceAnomaly 0.492 0.513 0.534 0.476 0.395
CRISP 0.355 0.383 0.494 0.207 0.195
VGAE 0.263 0.262 0.678 0.351 0.432

TraceVAE 0.984 0.981 0.954 0.994 0.830

The ROC-AUC results are shown in Table 2. As the F-Score re-
sults in Table 1, the ROC-AUC results also illustrate the advantages
of TraceVAE in anomaly detection.

A.2 Threshold Selection

Table 3: The F-Scores Using Selected Thresholds

Dataset Total Struct Time

A 0.954 0.926 0.942
B 0.943 0.898 0.930
C 0.910 0.896 0.888
D 0.968 0.949 0.940
E 0.763 0.782 0.723

In TraceVAE, we use a simple way to choose the threshold: we
compute the anomaly scores 𝑠 (𝐺) on the whole validation set and
use the 99% percentile of 𝑠 (𝐺) as the threshold. Table 3 shows the F-
scores using the selected thresholds, which are actually very close
to the best F-scores (Table 1).

A.3 The Statistics of the Experiment Datasets
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Figure 9: Histograms of Node Counts of the Original Traces

Table 4 shows the basic statistics of the 5 datasets before and af-
ter processing. It can be noticed that the datasets we choose have
different node counts and depths, which can help us to verify the
performance of the algorithm in different scenarios. Figure 9 and
Figure 10 demonstrate the distribution of their node counts, respec-
tively. For datasets A, B, C and D, the processed dataset has a
smoother node count distribution, which means that the resam-
pled dataset also maintains a balance of different node counts.
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Figure 10: Histograms of Node Counts of the Processed
Traces

A.4 Details of Data Collection and
Preprocessing

Each dataset contains the traces collected from different business
subsystems in an online large-scale microservices system. These
subsystems are basically independent, so we divide them into five
datasets and train different detectors for each.

For datasets A, B, C and D, we find the original datasets are
highly imbalanced, where small and simple traces are dominant.
Such imbalance (towards simple traces) would bias themodel train-
ing. Thus we need to resample the datasets to balance the traces
of different structures. So we preprocess and resample the origi-
nal datasets as follows. Firstly, we drop all traces whose total time
consumptions are larger than the 99% percentile (to reduce the in-
terference of time anomalies on model training). Secondly, we use
the 3-tuple (trace depth, root node API, appeared APIs of all nodes)
as the key to divide the traces into separated groups and drop the
groups with less than 100 samples to only keep the dominant parts
for training. After that, we divide each group into 10:2:5 disjoint
parts and further obtain the train, validation, and test sets (having
100, 20, and 50 thousand traces) by sampling from each part of the
group separately. The number of traces taken from each group is
equal. Finally, we sort and merge the nodes of the traces according
to the method described later. Note that these preprocessing tech-
niques can also be applied to model training in online systems.

The anomalies from online systems are rare and are not guaran-
teed to cover all groups mentioned above. For each dataset of A,
B, C and D, to perform controlled experiments on as wide a va-
riety of anomalies as possible, we inject synthetic anomalies. We
also generate 2,500 structure anomalies and 2,500 time anomalies
(in total 5,000 anomalies) based on the test set as follows:

Structure anomalies. To generate a trace of structure anomaly,
we first pick a normal trace and sample a discard rate 𝑝 ∼ 𝑈 [0.1, 0.5].
We then repeat the following steps until the 𝑝 portion of nodes is
discarded: pick a random node, then discard it and all its children.

Time anomalies. To generate a trace of time anomaly, we first
pick a normal trace and sample an altering rate 𝑝 ∼ 𝑈 [0.1, 0.5]. We
then repeat the following steps until the 𝑝 portion of nodes is al-
tered: pick a random node, sample 𝜌 ∼ 𝑈 [2, 10], then set the time
consumption of the node to 𝜌 × 𝑡𝑝99, where 𝑡𝑝99 is the 99% per-
centile of the time consumptions of the corresponding microser-
vice of node, and finally add the time increment to all the parents
of that node.

For dataset E, to evaluate the TraceVAE results under real data
distribution, we do not resample the data.
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Table 4: Statistics of the Experiment Datasets

A B C D E
Before Re-sampling and Merging
Original Trace Count 2,341,237 1,396,697 4,504,422 5,479,257 110,599
API Count 71 57 33 98 1487
Root Node API Count 7 10 5 23 403
After Re-sampling and Merging
Max Node Count 19 16 8 32 32
Max Depth (Including Root Node) 2 2 4 5 10
Time Consumption 90% Percentile (ms) 1,394 1,703 95 209 1,190
Time Consumption 95% Percentile (ms) 1,767 3,539 112 236 2,987
Time Consumption 99% Percentile (ms) 4,474 6,149 150 280 6,800
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Figure 11: Histograms of 𝑝 (𝑁 |z) and 𝑝 (𝐴𝑖 𝑗 |z) of Dataset A

A.5 The Histograms of Reconstruction
Probability

Figure 11 shows the histograms of the reconstruction probability
of node counts 𝑝 (𝑁 |z) and edges 𝑝 (𝐴𝑖 𝑗 |z) on dataset A. The his-
tograms on other datasets are similar.

We can see that almost all 𝑝 (𝑁 |z) are below 0.5 on the structure
anomalies, whereas the portion of 𝑝 (𝑁 |z) below 0.5 on the normal
traces is just 10−2 − 10−1. This fact motivates us to use categorical
scaling on log 𝑝 (𝑁 |z).

Meanwhile, the portion of 𝑝 (𝐴𝑖 𝑗 |z) below 0.5 on the structure
anomalies is 10−3 − 10−2, which is much larger than the portion
of 𝑝 (𝐴𝑖 𝑗 |z) below 0.5 on the normal traces (≈ 10−4). This fact
motivates us to use Bernoulli scaling on log 𝑝 (𝐴𝑖 𝑗 |z). Note that

A is a matrix of fixed size 𝑁𝑚𝑎𝑥 × 𝑁𝑚𝑎𝑥 = 32 × 32, so the to-
tal number of 𝑝 (𝐴𝑖 𝑗 |z) for a given trace is 1024. When structure
anomaly happens, some nodes are missing, which means there
should be a few (and just a few) 𝐴𝑖 𝑗 , which are supposed to be
1, equal to 0 in the given trace. Given that the maximum num-
ber of nodes is 𝑁𝑚𝑎𝑥 = 32, it means that there should be around
1/1024− 32/1024 below 0.5, which is consistent with the observed
portion 10−3 − 10−2.
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