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What is a Trace

https://example.com/checkout
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https://example.com/checkout External Request

Inter-service Requests

Microservices



What is a Trace
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Checkout

CheckPrice Payment

ReadDB WriteLog

23ms

12ms 6ms

2ms 6ms

https://example.com/checkout

ID Parent API Time Code

0 - Checkout 23 200

1 0 CheckPrice 12 200

2 1 ReadDB 2 200

3 1 WriteLog 6 200

4 0 Payment 6 200

Example of a Trace Record

A trace records all these invocations along with some additional information.



Anomalies in Traces
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Anomalies in Traces

Checkout

CheckPrice Payment

ReadDB WriteLog 1207 ms

6

https://example.com/checkout



Anomalies in Traces
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https://example.com/checkout

Trace records the path of fault propagation. 



Types of Trace Features
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Types of Trace Anomalies
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Structure Anomaly Time Anomaly

Lost
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Trace anomaly detection is not that easy!
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Microservice 
invocations can be 

complex!
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Single Downstream Invocation Multiple Downstream Invocations
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Invocations are correlated.
Response time differs 
greatly!
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Trace anomaly detection is not that easy!

Single Downstream Invocation Multiple Downstream Invocations
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Same API. Both are normal!

How to capture the correlations?

12

Trace anomaly detection is not that easy!

Single Downstream Invocation Multiple Downstream Invocations



Trace Graph

Model a Trace as 
a Graph

Variational 
AutoEncoder

Reconstructed 
with VAE
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Dual-Variable Graph VAE

Structure VAE

Time VAE

Trace Input
Features

VAE
Model

Reconstructed
Features
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TraceVAE
Adjacency Matrix Time Features Structure Features



TraceVAE - GNN Layers

GNN Layers

Capture the correlations
in trace graphs with 

Graph Neural Network 
(GNN)

16

Adjacency Matrix Time Features Structure Features



TraceVAE - Dispatching Layer

Dispatching
Layer

Enhance the generalizability 
of time VAE

z2 as a shared context for all 
nodes in a trace
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Adjacency Matrix Time Features Structure Features



TraceVAE - Anomaly Score

Negative Log-Likelihood (NLL)
as Anomaly Score
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Negative Log-Likelihood (NLL)
as Anomaly Score

• Traces have different numbers of nodes

• Is NLL suitable for trace anomalies?
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TraceVAE - Anomaly Score



Inversion of NLL

Large Intersection Area!

Normal: Normal traces with structure-matched TraceVAE reconstructions

Mismatched: TraceVAE reconstructions are structured differently from the inputs

NLLs of many mismatched traces are even smaller than many normal traces.
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Go further with NLL

Inversion of NLL
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KL Divergence

Difference between real 
and model distributions



Inversion of NLL

Entropy Term

Go further with NLL

22

KL Divergence

Difference between real 
and model distributions

Average Level of 
“Uncertainty”



Entropy Gap

Inversion of NLL

Traces with different sizes may have a large difference in their entropy.

Entropy Gap
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Average Level of 
“Uncertainty”



Entropy Gap

Inversion of NLL

Traces with different sizes may have a large difference in their entropy.

Entropy Gap
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Average Level of 
“Uncertainty”

(Unable to Estimate)



Techniques to Reduce the Impact of Entropy 
Gap

Bernoulli & Categorical Scaling 

Node Count Normalization 

Gaussian Std-Limit

• Scaling the NLLs of anomalous nodes

• Normalize the entropy of traces with different #nodes

• Further enlarge the NLLs of anomalous nodes
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Datasets

• 5 datasets collected from eBay’s microservices system

• 1 dataset containing real online anomalies

• 4 datasets containing synthetic anomalies injection

• Collected from different business domains
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Comparison with Baselines

Baselines

TraceVAE
Ablation 

Study

Techniques to 
Reduce 

Entropy Gap
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• TraceVAE achieves the best results on all these datasets.



Ablation Study

Baselines

TraceVAE
Ablation 

Study

Techniques to 
Reduce 

Entropy Gap

• 2.6% - 23.6% improvement on time anomalies

• 0.5% - 5.7% improvement on structure anomalies
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NLL Distribution with Different Techniques

Intersection area becomes smaller

Normal

w/o Entropy Techniques
(Mismatched)

TraceVAE
(Mismatched)
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The proposed techniques effectively reduce the impact of the entropy gap.



Contributions
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• TraceVAE: Dual-Variable Graph VAE for Trace Modeling

• NLL Inversion and Entropy Gap in Trace Anomaly 
Detection

• Techniques to Reduce the Impact of Entropy Gap



Code (https://github.com/NetManAIOps/TraceVAE.git)

Thank you!
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