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Anomaly Detection in Microservices

Log Based

Time-Series Based

Trace Based
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[00:00:01] [Info] checking if there are any 
updates...
[00:00:11] [Error] Connection Timeout.
[00:00:12] [Info] Time cost: 10.00s
[00:00:15] [Info] Time cost: 0.02s

Only information 
about 
a single service 
or a single calling 
relationship

Records the 
complete call

Traces record all these requests along with some additional information, 
such as the return code and response time of each invocation.



Types of Trace Anomalies
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CheckPrice Payment
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Structural Anomaly Latency Anomaly

Lost

• 2 major types of anomalies in traces

(API, invocation relationship, return code) (Response time)



Challenges

• The vast quantity of traces produced by the system requires highly 

efficient detection methods.

• The diverse structures require our approach to be adaptable to them.

• The variability in response latency for the same API across different 

downstream call structures also presents significant modeling 

challenges.
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Trace Structures

Response Time
For API in Red



Existing Approaches
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Grouping of Traces
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Group
by Sub-tree
Structure

• Many traces share the same tree/sub-tree structure.

• Feature distributions in shared structures are usually similar.

• Can traces or sub-trees of traces be grouped according to their 
structures?



Selection of Grouping Strategy
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Count - #Groups (Small is better)

- Variance of features (Small is better)

(~1M trace nodes before grouping)

• Requirements for Grouping Strategy:

• With the right granularity and quantity

• Samples within the group share a similar feature distribution (latency distribution 
for traces)



Selection of Grouping Strategy
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• Requirements for Grouping Strategy:

• With the right granularity and quantity

• Samples within the group share a similar feature distribution (latency distribution 
for traces)

• We use sub-tree as the grouping strategy. i.e., we divide each trace into sub-
trees and group the sub-trees with the same structure into a group.

Count - #Groups (Small is better)

- Variance of features (Small is better)

(~1M trace nodes before grouping)



Modeling for Grouped Sub-trees
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• Predict latency with structure

• Can be used in grouped trace 
modeling

• Latency feature (T) is coupled with structural features 
(X, E) while inference

• Cannot be used in grouped trace modeling 

[1] Xie, Z., Xu, H., Chen, W, et al. Unsupervised Anomaly Detection on Microservice Traces through Graph VAE. In Proceedings of the ACM Web Conference 2023 
(pp. 2874-2884).
[2] Liu P, Xu H, Ouyang Q, et al. Unsupervised detection of microservice trace anomalies through service-level deep Bayesian networks. 2020 IEEE 31st 
International Symposium on Software Reliability Engineering (ISSRE). IEEE, 2020: 48-58.



• Based on Tree-LSTM

• Encoder & Decoder Structure

• Predict latency with structure

• Produce reusable encoding for each 

sub-tree group

• Still many groups for model inference

• Further acceleration with reusable 

encoding?
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Modeling for Grouped Sub-trees



Dynamic Programming Inference

• Messages are passed from bottom to top, producing the same 

encoding for identical sub-trees

• Dynamic Programming (DP) can be used in the inference

• Encoding can be used by the subsequent inferences (How to store the 

encoding?)
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Message Passing
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Share the Same 

Encoding

Trace 1 Trace 2



Inference Acceleration with Cache

12

• A tree-like cache to store sub-tree encodings.

• The core idea is to store the information through a Trace Cache Tree (TCT) and maintain the 

nodes in an LRU way.

• A batch of traces is input into the cache for querying. The cache will return a merged graph, 

including the missed sub-trees for model inference.

Grouped 
Structure

Node 
Cache

DP-Enhanced 
Node-wise 

Model

Graph 
Cache

Graph-wise 
Model

Merged Graph

Missed Graphs

Cached

Cached

Hit

Hit

Miss

Miss

Input 
Traces

Anomaly
Score



Trace Cache Tree (TCT)
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54
How to store the reusable 
encodings for different sub-trees?

Trace Cache Tree (TCT)

• A merged graph from many sub-trees

• Encodings are shared among different sub-

trees

• TCT can be queried with a batch of traces 

and returns a sub-graph of it 

Sub-tree 1 Sub-tree 2 Sub-tree 3

Trace Cache Tree



Inference with Node Cache (TCT)
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Query Trace 1 Query Trace 2

1 Cached Node Missed Node1 1 Data Node

1

2 3
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1

6 3

54

3

54

TCT (Before)

Merged Graph

• Step 1: Query a batch of traces.

Batch of Traces



Inference with Node Cache (TCT)
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Query Trace 1 Query Trace 2

1 Cached Node Missed Node1 1 Data Node
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2 3
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6 3
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3

54

TCT (Before)

Merged Graph

• Step 2: Query each sub-tree in the traces in the Trace Cache Tree (TCT).

Query Results

Query Result 1 Query Result 2
1

2 3
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1

6 3
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Inference with Node Cache (TCT)
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Query Trace 1 Query Trace 2

1 Cached Node Missed Node1 1 Data Node
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2 3
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TCT (Before)

Merged Graph

• Step 3: Output the subgraph composed of missed sub-trees (nodes) and data nodes as a 
merged graph.

Query Result 1 Query Result 2
1

2 3
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6 3
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Merged Graph

1

2 3

1

6 Merged graph

• The merged graph contains all the nodes in this batch to be inferred. Only one model 
inference is required for this graph.

• For an entire batch of traces, we only need to run model inference once for the missed sub-
trees, thereby further reducing the inference overhead.



Inference with Node Cache (TCT)
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Query Trace 1 Query Trace 2

1 Cached Node Missed Node1 1 Data Node
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Merged Graph

• Step 4: Perform DP-Enhanced model inference.
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DP Inference

Merged Graph
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Node-wise 
Model

DP-Enhanced
Model Inference



Inference with Node Cache (TCT)

18

Query Trace 1 Query Trace 2 DP Inference
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Merged Graph

Node-wise 
ModelUpdate TCT

in Cache

• Step 5: Insert new nodes into TCT to update the node cache.



Anomaly Detection
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• Detecting anomalies by calculating             with Monte Carlo importance sampling:

• Use negative log-likelihood (NLL) as anomaly score

• Detecting structural anomalies and latency anomalies respectively: 



Datasets

• Dataset A: 

• Collected from eBay

• Including 314 microservices and 1487 APIs

• Dataset B：

• Collected from Testbed (Online Boutique[1])

• Including 11 microservices and 65 APIs

20[1] https://github.com/GoogleCloudPlatform/microservices-demo



Evaluation of Accuracy

• Improvements were achieved in all evaluation metrics

• "Predicting latency with structure" brings better generalization performance to the model
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A: AUC                     F: F1-Score



Evaluation of Time Efficiency
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• Full process evaluation: from span data to anomaly detection results

• GTrace achieves a large advantage in time efficiency over other model-based methods



Visualization Tool
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Anomalous traces

Anomaly Detection

One-by-one output
Where is the failure?

• The network failure of API 2 
resulted in many traces with 
structural anomalies

• However, API 2 was not recorded 

in these anomalous traces

A visualization tool to help operators 
get an overview of the failure

Batch of traces

• How can the results be clearly understood by operators?



Visualization Tool
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• Provide operators with a summary of detected anomalies.

• Reconstruct lost nodes in structural anomalies.

Case 1: Structural Anomaly Case 2: Latency Anomaly

API 2 is lost in abnormal traces but can be 
reconstructed by the tool

Efficient analysis of fault propagation



Conclusion
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• We propose GTrace, the first group-wise trace anomaly detection method 

• A group-wise VAE model which models trace latency in a novel “predicting 
latency with structure” way  

• Inference acceleration through DP inference, TCT and merged graph

• A visualization tool to show a summary of detected trace anomalies in the 
form of a graph



Thank you !

Paper: https://doi.org/10.1145/3611643.3613861

Source Code & Dataset & Demo: https://github.com/NetManAIOps/GTrace.git

From Point-wise to Group-wise: A Fast and Accurate Microservice Trace 
Anomaly Detection Approach


