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Microservice Architecture I
Microservice architecture has become a staple in production. : & i g} =l £2EEE
""""""" y —_—— e Y
Microservice Architecture
Arrange an application as a collection of loosely coupled, fine-grained services

Advantage: Scalability, Flexibility

Entry Leap Services —

[Login} [Messaging J [ Moments J [Payment]

l‘ l Shared Leap Services —

[ Group Chat ] L Batching J [ Notification ]

e & o U

[ Account } [Profile] [Contacts] { Msg Inbox ]

Example: WeChat's microservice architecture”
3,000 services, over 20,000 nodes
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Microservice Architecture
Arrange an application as a collection of loosely coupled, fine-grained services

Advantage: Scalability, Flexibility
Software changes in a microservice system

Entry Leap Services —

(o . « Frequent but error-prone
Logm} [ Messaging ] [ Moments ] [Payment]
1 » Google:
Shared Leap Services — 70% of incidents were attributed to erroneous software changes
[ Group Chat ] [ Batching ] [ Notification ] (_ _______ -~
1 T 1T 1 [Software Change J | @ ~ 50 perday___| |
[ Account } {Profile] [Contacts] [ Msg Inbox ] Bug fIXGS, conflguratlon adJUStmentS’ etc. I . ~— 4,000+ per day | I
P I
Example: WeChat's microservice architecture™ L Ldperdy | |

3.000 services, over 20,000 nodes \



BACKGROUND

Erroneous Software Changes that Reduce fault Resilience

Some Erroneous Software Changes Reduce the fault Resilience (ESCR) of microservice systems.

« ESCRs incur incidents when faults occur in systems.

[ Fault: network fluctuations, abnormal CPU usage, disk I/O failure, etc.

\
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dh deployment i occurrence @R
Request Request Request

[ Pre-change ] Post-change

Incur an incident

Post-change



BACKGROUND

Erroneous Software Changes that Reduce fault Resilience

Some Erroneous Software Changes Reduce the fault Resilience (ESCR) of microservice systems.
« ESCRs incur incidents when faults occur in systems.
« Our empirical study reveals that 37.87% of the erroneous software changes qualified as ESCRs.
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[ Fault: network fluctuations, abnormal CPU usage, disk 1/O failure, etc.
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Pattern comparison
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BACKGROUND

Challenge

[ Lack of training data

 Insufficient real-world abnormal data
« The high labeling cost of data generated through fault injection

[Complex KPI patterns

« Dozens of faults should be injected to test the fault resilience
 Faults can affect the pattern of KPIs

[Significant overhead

« Millions of KPIs to be checked in real-world microservice systems
* Training overhead & Detection overhead



BACKGROUND

Challenge

[Lack of training data ]

* |nsufficient real-world abnormal data
e The hig

(Compex ResilienceGuardian!

« Dozens of faults should be injected to test the fault resilience
 Faults can affect the pattern of KPIs

[Significant overhead }

« Millions of KPIs to be checked in real-world microservice systems
« Training overhead & Detection overhead
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FRAMEWORK

ResilienceGuardian

» Deploy the software change in the staging environment.
« Perform fault injection to test the resilience.
» Utilize machine learning models to process KPI data, aiming to assess the fault resilience.

---------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Data Collection ~———" i — ifi i
normal Data Augmentation s Classifier Design (Cfn
| S — | . - -
Fault | KPIsegment o \_td/ | KPI segment pair o _1 J _ Training a e
injection extraction > iinjecte 1 generation T classifier for f; 1 Two FC Layers

fi in:ected e v | e Softmax
n 1N Pseudo-labeled KPI Transferring it

Offline Training Pre-change KPI segments segment pairs to other faults A Suite of fault-specific classifiers

-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

Deploying I | Classifying KPI segment | |

sc pairs in parallel
|

‘ ini ..
Fault KPI segment fi-injected Combining pre- & fi-injected D
injection extraction g — Eeosr;gsﬁsn?oe I;II:’rIS — ——— KPI N Result . Report
Data Collection frrinjected ’ - fa-injected analysis aggregation generation
Post-change KPI segments Pre- & Post-change | ESCR ldentification Operator Decision

Online Detection

KPI segment pairs

.,
--------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------




FRAMEWORK

Data Collection

Collect

Inject segment 1
faults
Fault set: o Comparison
[fl!fZU--;fn] Vg, = ©

Collect| J/\—
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segment 2

Combine
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SN—

KPI segment
pair

[
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N

Classifications of KPI segment Pairs

: «  Criteria: Variations in KPI segment
patterns
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F RAM EWO R K [Lack of training data J

Data Augmentation

[Noise Intensity: quantify the random noise in a KPI segment J

T-1

1 1 K-1 1 K-1 2
NIx = T Z % Z LitjxT — %% Z LitjxT

i=0 =0 §j=0

Generate a d i

o ! Inject strong [~ I

positive instance :nojise % /\/\/ U Noise |

i : A oS
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segment categories i i \ Positive pair i scaling !
J P i > : < i J Pseudo-labeled
segments HInject weak KPI segment

One segment R n ) inoise : /\/\//E: pai%s
_ Generatea  \ (R ! o
The design of IP: negative instance \ \\egative pair)

Strong noise: (3 x NI, 10 x NI] - Positive Label

*  Collect KPI data Weak noise: (0 x NI, 3 x NI] © Negative Label

» Deploy ESCR and inject faults
k-o rule -[
» Cluster KPI segment pairs

| NIs might vary tens of times in microservice systems.
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FRAMEWORK

Classifier Design: Model

A fault-specific strategy: train individual classifiers for each fault.

A lightweight deep-learning model

Feature Extraction Layers

Two-layer LSTM

(
Ct—1—’ﬁ’;‘/
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Complex KPI patterns
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Significant overhead
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Fully-Connected Layer
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®

Prediction

Prob 0
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FRAMEWORK

Classifier Design: Transfer Learning

[Significant training overhead J

Feature Extraction Layers

Two-layer LSTM
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FRAMEWORK

Classifier Design: Parallelism Strategy

Strategy configuration: a 2-tuple (k, n)

KPI-level
parallelism

KPI-level
parallelism

[Significant detection overhead J

GPU 1
[ Classifier Cf, 1

I N W N

Classifier-level
parallelism

GPUn
[ Classifier Cr. 1

Pair 1
Pairk——_~— #KPI_pairs
. k
|
Pair 1
Pair k /Z#KPI_pai'rs
k

N I I I I
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FRAMEWORK

ESCR ldentification

[Complex KPI patternsJ

KPI-level analysis
Classify each KPI's three pairs

Name | Segment 1 Segment 2
P1 pre-change s)’f in d:f post-change s%° in d3°
D2 pre-change s, in d,, pre-change s’f in d’f
3 post-change s7¢ in d;°  post-change 8?‘3 in dff

Result aggregation:
Calculate a vulnerability score vs; for each fault f

KPIeC,

02_03
vsy = Z |P P‘Opl

o

C,: Consistency

C,: Normal
variation

Cs
Improvement

End <
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FRAMEWORK

Operator Decision
« Operator should confirm these results.

« Detection report: records the KPI-level analysis and the aggregation result

Software Change Ticket
Service HipsterShop-AdService
Operation Backup node modification of the ‘testbed-workerl’ server
Submit Time 2023-09-30 17:00:00

Recommendation ESCR

Detection Result

Rank 1 Vulnerability Score 21.32 Fault Network Packet Loss-50% _testbed-wokerl

Index Type KPI Category
. pre-change

Business . — postchangs 100
1 KPI adservice-request_count 4 50
0
. pre-change 100

Machine . — post-
2 KPI adservice-net_send_packet 4 posterengs

Rank 2 Vulnerability Score 9.67 Fault Abnormal_CPU_Usage-80%_testbed-wokerl

Index Type KPI Category

i pre-change
Machine . T GG 0.15

1 adservice-cpu_usage 4 post-change
KPI — -

B i pre-change
usiness . ) | prechs .

2 KPI adservice-request_duration 4 post-changa
10

Decision Panel

Start 2023-09-3021:00:00 Duration 15 min

Visualization

Start 2023-09-3022:00:00 Duration 15 min

Visualization
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Evaluation

Datasets

Dataset A & Dataset B

* Deploy ESCRs and perform fault injection
« Dataset A: HipsterShop (80 instances)

« Dataset B: Train-Ticket (120 instances)

EmailService

AdService

Category | Description

I EI - Reducing CPU resources improperly
E2 - Reducing memory resources improperly
1 E3 - Configuring insufficient CPU resources
E4 - Configuring insufficient memory resources
E5 - Permitting expired requests to access invalid
I databases
E6 - Permitting expired requests to invoke death
loops
v E7 - Interrupting the forwarding of requests
ES8 - Forwarding requests to invalid backup nodes
Dataset C

« The UEA Archive

Service
Discovery
And
Register
(NACOS)

Flow
Control

(sentinel)

PaymentService |- >

CheckoutService

ShippingService

HTTP  HTTP

Load Generator

T
T

CartService

Y
Cache
(redis)

CurrencyService

ProductCatalogService

- |

RecomendationService

HipsterShop Architecture”

rabbitmq

Train-Ticket Architecture®

=

Moinitoring
(promethue
s+grafana)

Dstributed
Tracing
(skywalking
+ es)
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Evaluation

ESCR Identification

ESCR ldentification & Ablation Study ° F+score:t |
* Training time: a reduction of 56.23% - 97.53%

F1 score: 0.91

* Detection time: 0.12s

Dataset Approach P R F1 Training (min) Detection (s)
Gandalf 0.74 0.68 0.71 87.32 34.32
SCWarn 0.64 059 0.61 2391 9.35 Ablation Study
Kontrast 0.88 0.81 0.84 290.74 ° Ver|fy the Contr|but|on
A Lumos 0.55 0.70 0.62 - 15.12 . :
Donut 0.78 0.54 0.64 327.86 17.24 Data augmentatlon
Telemanom 0.59 0.67 0.63 197.31 5.24 * TranSfer |earn|ng
| ResilienceGuardian __0.91 _0.89 _0.90 8.32 | (o012 | Dataset Approach P R Fl Training (min) Detection (s)
GAnaals 02 vke 85y 3R S99 | ResilienceGuardian ~ 0.91 0.89 0.90 8.32 0.12 |
SCWam 062 06 .87 75,36 3818 ResilienceGuardian,,. 0.79 0.83 0.81 9.42 0.12
Kontrast 082 0.9 g 69388 A ResilienceGuardian,,, 077 087 082 2085 0.13
= Lumos 0.630.59 06l i 19.07 ResilienceGuardian,,, 0.83 0.77 0.80 6.88 0.12
Dromat 02 Gop 08 13081 eliss ResilienceGuardian,, 094 091 0.92 68.79 0.12
Telemanom 0.55 0.58 0.56 814.89 532
[ ResilienceGuardian  0.87 092 0.89 __ 33.86 | [0z ] BeilenceCuoplion) Uy DR U3 S0 L
ResilienceGuardian,,, 0.81 0.78 0.79 35.61 0.12
Dataset A: Collected from HipStel’Shop B ResilienceGuardian,, 0.83 0.80 0.81 68.54 0.14
Dataset B: Collected from Train'TiCket ResilienceGuardian,,, 0.76 0.87 0.81 31.09 0.13
ResilienceGuardiany, 093 095 0.94 310.92 0.12
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Evaluation

Scalability
Scale the dataset by duplicating KPI segment pairs.
100000 80

0 | 7 f ol — > " .
— 80000 pes 60 Transfer Learning
£ 60000 T o « Ratio: 70

£ 40000 o —— 7 -~ standard Training o

-E 50000 - /’_’.,.,-""’ -9-- Trar?sfer Learning -20

= o —<— Ratio

0L—= —— — -~ Mprmnnnnneos Bmmommeee Mpoccnnmnan o=
2500 5000 7500 10000 12500 15000 17500 20000
#KPIs

5 _75"'850 1, 13 hours) )

cE Parallel Detection

£% 60  Serial: 13 hours

£8  Parallelism: 48s

SE

o

8 5 1 (10000, SSS)M

1 10 100

1000 10000 81300

#(KPI pairs processed in parallel)
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Evaluation

Classification

Critical Difference Diagram
 Coordinate: the mean rank of the model for all datasets

Effectiveness

5 4 3 2 1
- e F1-Score: Similar to ROCKET
CNN,, = — 15667 ROCKET
MCDCNN == 30000 ResilienceGuardian o
ResNet > . Efficiency
ToLore * Running time: Outperform ROCKET
5 4 3 2 1
— ——T ___ Conclusion
4.6333 16667 Resili ; . . .
MCDCeNN T speanet et e Asatisfying balance between effectiveness
CN None 3.0000

Running time and efficiency

Dataset C: The UEA archive
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Evaluation

Hyperparameter Configuration 0.90
$0.85 e T+ Fl-score
a: #Pairs per KPI for Training 0 il = Hipstershop
e a==1000 o 0.80. ~-— Train-Ticket

B: #Pairs per KPI for Transfer Learning 0 250 500 750 1000 1250 1500 1750 2000
#Pairs per KPI

Training Time (min)

J l}:: 10

F1 score
o
(00]
o

—e— F1l-score

----- HipsterShop
—-»—- Train-Ticket

-
o
Training Time (s)

#Pairs per KPI

N
o

=
(9]
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Summary

* To the best of our knowledge, this paper Is the first attempt to address

Erroneous Software Changes that Reduce fault Resilience (ESCR)
Identification.

« Our framework, ResilienceGuardian, enables the early detection of

ESCRs before they impact the fault resilience of microservice systems
In production.

 ResilienceGuardian is systematically evaluated on two well-known
microservice systems , achieving an average F1-score of 0.90 In
Identifying ESCRs.
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