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Background
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Online services produce lots of monitoring metrics
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Root Cause Analysis
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• However, system failures are inevitable due to frequent change 

and scaling 

• In cloud services, observability tools are deployed to monitor the 

system status by collecting data (like metrics)

Monitoring Metrics

Third-Party

Service



Root Cause Analysis
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Root Cause Analysis (RCA)

• Rank the Components according to the metrics to identify the 

root cause of the failure
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Zero-Shot RCA
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System A System B

Different Architectures

Different Companies

Unrelated

Supervised Unsupervised Zero-Shot
Foundation Model

Train on A
Test on A
 Can not
be used B

Test on A     and B

Train on A
(any many 

other datasets)
Test on B
(any many 

other datasets)

…

…

 High accuracy within 

the same system

Poor generalization 

(or even unusable) to 

unseen systems

Supervised Methods

Requires costly 

labeled RCA data

 Generalizes to 

unseen systems

Unsupervised / 

Zero-Shot Methods

 No need for 

system-specific labels

Zero-shot foundation models enable scalable RCA across 

heterogeneous systems



LLM-Based RCA
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LLM-based methods enable more accurate and interpretable RCA by 

jointly leveraging metric semantics and values, while performing 

structured reasoning over failure propagation

Classical Methods

1. Anomaly Detection

2. Build Causal Graphs

• Causal graphs are 
built with statistical 
methods (time-
consuming causal 
discovery algorithms, 
e.g., PC) and 
manually set rules

• Rank on causal graphs, 
without considering 
physical meaning 3. Rank

LLM-based

1. Anomaly Detection

2. Analyzing Failure 
Propagation with LLM

• Take both physical 
meanings and the 
metric values into 
consideration

• Reflection with a 
structured thinking 
process during reasoning

• Rank all the components 
in order, with detailed 
analysis about the 
propagation

3. Rank and Explain
No. 1 Service-C

No. 2 Pod-B

First, I will 

start by …

Wait, maybe …

No. 1 Service-C, 

because a spike of …



Deep Thinking Helps — But Not Enough
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Deep thinking improves RCA performance, but current LLMs still struggle with 

incomplete and inconsistent reasoning when handling large-scale metrics.

w/o Deep Thinking

w/ Deep Thinking

•  Compared with the non-thinking 

base model, deep-thinking LLMs 

improve on all 4 evaluation datasets.

•  So the bottleneck is not 

semantics alone: reasoning quality 

really matters.

•  But a large fraction of cases still 

fail when the metric set becomes 

large.



Typical Failure Modes
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Current LLM reasoning is neither 

comprehensive nor reliable for complex 

RCA tasks with large-scale metrics input

• LLMs often miss critical signals from 

large-scale metrics, either by omitting 

key metrics or introducing contradictions 

during reasoning

• Even when relevant information is 

considered, reasoning remains shallow 

and prone to factual or causal errors



Math Reasoning vs. RCA Reasoning

9

ICSE 2026

RCA reasoning fundamentally differs from math/code reasoning by 

requiring the integration of large-scale multimodal inputs and the 

understanding of complex, implicit dependency structures

Math RCA

Input

Svc-A

Pod-0 Host

Pod-1

Large Number of Metrics
and Complex Graph

…
Short, self-contained 

text problem

Reason

First, transform…

Then, find the value…

When x=-3, we have…

So the min value is …

First, I need to analyze the metrics in 

svc-A, I found a clear spike. Then, …

I need to find the causal relationship 

between … So, the root cause is …

Reason over abstract, 
well-defined variables 

and relationships

Interpret multivariate metrics 
with diverse semantics and 
implicit causal structures

Output
-3

Root Cause: Svc-A. Failure 

propagation: The failure stars from 

Svc-A to both pods, which… 

Numeric / Symbolic answer
Root cause and explanation 
about failure propagation

…



What FoundRoot Adds
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1. Structured deep thinking
Break down the RCA reasoning process into 

structured substeps.

2. Diverse RCA data curation
Curate 10 open-source datasets to ensure 

diversity and scalability.

3. SFT + RL Training
Enhance structured deep thinking for RCA through a 

two-stage training pipeline.

Key Message: Enable explicit, complete, and robust reasoning for RCA.



FoundRoot: Overview
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Substep: Metric Scanning
Alright, I’ll first analyze the 
components one by one:
- os_021: CPU_iowait_time is 

showing a spike
- os_022: The memory is 

showing a dip…

Substep: Analyze Propagation
I see a spike in 
docker_007##proc around 
point 10. This might trigger 
downstream issues. But this 
may caused by the os_022, 
which shows a …

Substep: Reflection
Wait, let me double-check — 
did I miss any hidden 
anomalies, like os_018 
Recv_Total and disk metrics?

Let’s check this now…

Substep: Ranking
OK, I think I’ve now finished 
the analysis.
Here's the ranked list:
- os_018 is likely the root cause
- os_022 showing a dip in its 
memory metrics, may affected 
by …

<answer>
{
    “rank_list”:  {
        “component”: “os_018”,
        “upstream”: “”,
        “description”: “os_018 shows a 
large sudden decrease, indicating …”}, {
        “component”: “db_007”, 
        “upstream”: “os_018”,
        “description”: “The failure in 
os_018 propagates to db_007 …” }, …
    “conclusion”: “The root cause of the 
current failure is the failure in os_018. 
This failure in os_018 directly caused 
the host to become unresponsive or 
slow. The failure propagated through 
the system as follows: os_018 → 
db_007→ …”
}
</answer>

Answer: JSON OutputReasoning: Structured Deep Thinking

os_022
Memory_Available_Pct

docker_004
Cost

docker_006
Succ_Rate

os_018 Recv_Total

db_007
User_Commit

Question: Text + Metrics Input

Q: In this system, 
we have the 
following metrics: …

- docker_004 is 
deployed on 
os_002;

- db_007 is called 
by docker_006; 

- …

Please rank the 
components in 
order from the most 
possible root cause

…

<think>

</think>

FoundR
oot

• Input: Text + large-scale metric observations 

• Reasoning: Structured deep thinking (4 sub steps) for causal analysis 

• Output: Interpretable root cause ranking and propagation explanation



Structured Deep Thinking
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Substep: Metric Scanning
Alright, I’ll first analyze the 
components one by one:
- os_021: CPU_iowait_time is 

showing a spike
- os_022: The memory is 

showing a dip…

Substep: Analyze Propagation
I see a spike in 
docker_007##proc around 
point 10. This might trigger 
downstream issues. But this 
may caused by the os_022, 
which shows a …

Substep: Reflection
Wait, let me double-check — 
did I miss any hidden 
anomalies, like os_018 
Recv_Total and disk metrics?

Let’s check this now…

Substep: Ranking
OK, I think I’ve now finished 
the analysis.
Here's the ranked list:
- os_018 is likely the root cause
- os_022 showing a dip in its 
memory metrics, may affected 
by …

<think>

</think>

1. Metric 

Scanning
Systematically lists all components and metrics to 

ensure no critical metrics are omitted.

2. Propagation 

Analysis

Infers causal relationships and identifies how 

failures propagate across system dependencies.

3. Reflection Revisits previous reasoning to detect missing signals 

and resolve inconsistencies.

4. Ranking
Produces an ordered list of root causes with clear 

causal explanations.

By mimicking human operators, we design these four 

substeps as an internal deep thinking capability learned by 

the model.



Overview of Training Process
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Augmented 
QA Data

Warmup 
SFT
Data

FoundRoot-
BaseFoundRoot

Generation

Warmup

SFT

RL

Raw Data
Question
Answer

Augment

Rejection 
Sampling

Base LLM

Data Pipeline

LLM Pipeline

•  Stage 1: Warm-up SFT learns the structured deep thinking format.

•  Stage 2: RL to further enhance the reasoning accuracy.



Construction of Warm-Up SFT Datasets
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We generate structured reasoning data for warm-up SFT by 

iterative continuous generation with LLMs

• Interleave prompts with continuous 

generation to guide each reasoning substep

 

• Insert template-based prompts (e.g., ending 

with “I will …”) to ensure format-consistent 

continuation generation of LLMs

• Select high-quality reasoning traces via 

rejection sampling with reward signals 



Structured Output and Reward Functions
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<answer>
{
    “rank_list”:  {
        “component”: “os_018”,
        “upstream”: “”,
        “description”: “os_018 shows a 
large sudden decrease, indicating …”}, 
{
        “component”: “db_007”, 
        “upstream”: “os_018”,
        “description”: “The failure in 
os_018 propagates to db_007 …” }, …
    “conclusion”: “The root cause of the 
current failure is the failure in os_018. 
This failure in os_018 directly caused 
the host to become unresponsive or 
slow. The failure propagated through 
the system as follows: os_018 → 
db_007→ …”
}
</answer>

Output Json

(Rank List + Text Conclusion)

• Format reward: Ensure outputs that contain both structured 

reasoning (<think>) and final answers (<answer>). 

• JSON reward: Ensure the answer follows a valid JSON format 

with required fields. 

• Accuracy reward: Promote correct root cause ranking using 

MRR (mean reciprocal rank):

• Structured thinking reward: Enforce adherence to the four-step 

structured reasoning process.



Datasets
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System X System Y

Different Architectures

Different Companies

Unrelated

Zero-Shot
Foundation Model

Train on X
(any many 

other datasets)

Test on Y
(any many 

other datasets)

•  10 open-source RCA datasets in total.

•  6 datasets for training, 4 disjoint datasets for 

evaluation.

•  Evaluation systems are unseen during training.



Training Data Augmentation
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400+
Original

Training Cases

→ 3,500+
Augmented

Training Samples

Temporal

Sampling

Sample variable-length windows 

(sliding window) from each 

failure case.

Metric

Sampling

Sample both root-cause and non-

root-cause metrics (to avoid 

hacking), but make sure at least 

one root-cause metric remains.

Temporal Sampling

Metric Sampling

…

We use both temporal sampling and metric sampling for training data augmentation.



Evaluation Results
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FoundRoot outperforms both classical and strong LLM baselines on 

all 4 evaluation datasets.



Ablation Studies
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• Structured deep thinking consistently improves performance across all datasets and metrics 

• Removing deep thinking leads to noticeable drops, especially in complex datasets (A & B)

• RL further boosts reasoning ability beyond SFT, achieving the best overall performance 

• SFT alone is insufficient and may even limit reasoning quality compared to RL-enhanced models 



Why Structured Deep Thinking Works?
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• Structured thinking yields similar training gains 

but significantly larger improvements on 

evaluation, indicating better generalization.

• Structured thinking performs more complete and 

self-corrected reasoning, mitigating missing 

signals and severe hallucination under with 

large-scale of input metrics.



Conclusion
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• RCA Foundation Model: We propose FoundRoot, a foundation model for zero-shot 

RCA that performs deep thinking over multivariate system metrics.

• Structured reasoning framework: We use a structured deep thinking process that 

explicitly models metric scanning, propagation analysis, reflection, and ranking.

• Strong performance and generalization: FoundRoot achieves consistent 

improvements across multiple datasets, demonstrating superior reasoning quality 

and cross-system generalization on RCA tasks.

• Training paradigm: We introduce a training pipeline combining structured SFT and 

RL to effectively learn and enforce deep reasoning behaviors.



• AI/LLM services for 

infrastructure and systems

• Goal: Leverage AI to 

automatically optimize system 

performance and reduce labor 

and resource costs

• Area: natural language 

processing (NLP), AIOps, AI for 

DB/Storage/Networking, and 

Operations Research

AI for Infra Platform -- ByteBrain



Thank You!
FoundRoot: Towards Foundation Model for Root Cause Analysis via 

Structured Deep Thinking

(Source code and datasets will be released after the company review)
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