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Abstract— The massive amounts of monitoring data in network
applications bring an urgent need for intelligent operation in
large distributed systems. The key problem is precisely detecting
anomalies in multivariate time series (MTS) monitoring metrics
with the awareness of different application scenarios. Unsuper-
vised MTS anomaly detection methods aim at detecting data
anomalies from historical MTS without considering the out-
of-band information (including user feedback and background
information like code deployment status), which leads to poor
performance in practice. To take advantage of the out-of-band
information, we propose ACVAE, an MTS anomaly detection
algorithm through active learning and contrast VAE-based detec-
tion models, which simultaneously learns MTS data’s normal
and anomalous patterns for anomaly detection. We also use a
learnable prior to capture system status from the background
information. Moreover, we propose a query model for VAE-
based methods, which can learn to query labels of the most
useful instances to train the detection model. We evaluate our
algorithm on three different monitoring situations in eBay’s
search back-end systems. ACVAE achieves a range F1 score of
0.68∼0.96 with only 3% labels, significantly outperforming the
best competing methods by 0.18∼0.50, and even better than a
supervised ensemble method designed by domain experts in eBay.

Index Terms— Anomaly detection, out-of-band information,
multivariate time series, active learning, variational autoencoder.

I. INTRODUCTION

THE rapid growth of network applications, e.g., wear-
able devices, Internet of things (IoT), and Internet ser-

vices, are all large-scale distributed systems. These systems
generate massive amounts of monitoring data and bring
an urgent need for intelligent network management [1].
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Therefore, many research works are conducted on the intelli-
gent operation [2]–[9] for monitoring these large-scale distrib-
uted systems, especially with recent popular deep learning [10]
methods.

In this paper, we focus on large-scale Internet services
(e.g., search engines, e-commerce, social networks), whose
backends are often large-scale distributed systems distributed
in different data centers in the world. To ensure service
stability and persistence, the key aspect of intelligent network
operation is precise and situation-aware anomaly detection
in different monitoring scenarios. Take the search backend
system at eBay as an example. More than 300 million searches
per day are done through eBay websites and mobile apps,
serving 154 million users worldwide. The system is composed
of thousands of microservice [11] applications with complex
dependencies. As the main entrance of shopping orders in
the company, it’s important to maintain the system’s stability.
Anomalies such as significant search delays and app errors can
have large impacts on the service quality and user experience,
and a severe failure in the system can cause hundreds of
thousands of dollars in financial loss per minute. Therefore,
it’s important to utilize advanced deep learning techniques to
detect potential anomalies in time and maintain high service
quality in different scenarios.

Specifically, several monitoring metrics (each of which is a
univariate time series data, including CPU utilization, query
per second, latency, etc.) are used to characterize the status
of a system in different situations (e.g., cluster machines, data
centers with load-balance, deployment systems). These metrics
compose the multivariate time series (MTS for short hereafter)
data, which are often used as the input of anomaly detection
algorithms to monitor whether there are potential failures in
the whole system.

In recent years, several unsupervised deep learning based
MTS anomaly detection algorithms have been proposed [2],
[3], [12]–[17], which mainly try to learn the normal patterns
of MTS from the historical raw MTS data to do anomaly
detection. These methods have a common underlying assump-
tion, i.e., the “normal patterns” of data are generated from a
deterministic procedure, and it’s able to learn the distribution
of “normal patterns” from the raw MTS data. Although these
methods achieve high anomaly detection performance on some
systems with stable services and periodical monitoring data,
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their assumptions may not be followed on many large-scale
distributed systems with frequent changes and user-specific
anomaly detection criteria, which leads to unsatisfactory detec-
tion performance.

Situation awareness is a key aspect of MTS anomaly
detection in large distributed systems. In practice, the
system operators detect anomalies not only based on raw MTS
monitoring data, but also take other out-of-band information
(including background information and feedback information)
into consideration. For example, the monitoring system at
eBay monitors millions of time-series data, including business
(order volume, payment volume, product clicks, etc.) and
operational metrics (throughput, CPU usage, memory usage,
etc.). The definition of “normal patterns” for each metric varies
according to different business implications so that the system
operators have different needs for the anomaly detection
system in different situations. Therefore, it’s important to
incorporate the out-of-band information into the deep learning
algorithm for situation-aware MTS anomaly detection.

On the one hand, operators may pay attention to some
background information in different systems when detect-
ing anomalies, like time, code deployment status, promo-
tion status, etc. For example, operators will treat a machine
with statistically normal MTS patterns as an anomaly, if the
machine should be under code deployment according to the
recorded system status. Operators will also treat a rare volume
spike in some business metrics as a normal event if they find
it happens during a promotional period. These background
information can be extracted from system logs or profiles, and
encoded as one-hot vectors or real-valued series. Combining
the background information and raw MTS data can help the
detection algorithm be aware of the situations like system
status, which improves the anomaly detection performance.
On the other hand, operators’ domain knowledge and business
users’ feedback can affect the anomaly detection criteria in dif-
ferent situations. These criteria can be summarised into feed-
back information (i.e., labels) to guide the anomaly detection
algorithm. For example, for the order volume metric, business
people are more concerned about why the order decreased, but
they are not concerned about the metric increase. Operators
often do not care about the CPU or memory usage metrics
decrease, and treat them as normal events. Operators do not
care about the CPU usage spike during the batch job execution
period for applications that have batch jobs every hour or
day. The feedback information can reflect operators’ anomaly
detection criteria (i.e., domain knowledge and experience) in
different situations, which help the detection algorithm learn
the operators’ interests about anomalies in specific situations.
Therefore, incorporating the out-of-band information can help
the anomaly detection algorithm learn the operators’ anomaly
detection criteria and become situation-aware in different
scenarios. This is extremely helpful in industrial systems,
where the existing algorithms suffer from detecting statistically
abnormal “data anomalies”, but inconsistent with the opera-
tors’ criteria in different situations (which are actually false
positive alerts for operators).

It is also worth mentioning that, in practice, obtaining
feedback information often needs discussion between system

operators and business users. Therefore, only a little feedback
can be provided in a low frequency. Thus, the anomaly
detection algorithm needs to select the most useful instances
(which help improve the detection model) to query feedback,
which can proactively and precisely collect important feedback
to improve the detection performance.

Therefore, there are two main challenges to incorporating
out-of-band information (including feedback information and
background information) for situation-aware MTS anomaly
detection in large distributed systems. First, how to utilize
the out-of-band information to help the model learn domain
experts’ criteria about anomalies and improve anomaly detec-
tion performance. Second, how to query the most useful
instances and obtain user feedback, so as to improve the
anomaly detection model with few labels.

In this paper, we propose ACVAE, a situation-aware MTS
anomaly detection algorithm that incorporates out-of-band
information through Active learning and Contrast Variational
AutoEncoder [18] (VAE) based models. To address the first
challenge, ACVAE is composed of a conditional VAE-based
structure to utilize the background information (e.g., time,
system flags) with a learnable prior, as well as a pair of contrast
detection models (modelfull and modelano) to take advantage
of user feedback and simultaneously learn the normal and
anomalous patterns of MTS in an active learning fashion.
We also leverage a non-linear state space model structure
in both modelfull and modelano to capture the temporal
and correlational information inside MTS data. In this way,
ACVAE continuously learns the difference between normal and
anomalous patterns from the unlabeled data and labeled user
feedback, and uses the difference of anomaly scores between
modelano and modelfull as an effective anomaly indicator.

To address the second challenge, we propose a query
model for VAE-based anomaly detection methods. Intuitively,
anomalies are often rarer and more informative in anomaly
detection, while the False Positives and False Negatives (FPs
and FNs) in the detection results are also valuable for improv-
ing the detection model. Therefore, our query model takes the
current detection models’ outputs (including anomaly scores
and standard deviation of posteriors) and historical queried
labels as its input, aiming at finding the ground-truth anomalies
and potential FPs and FNs in current detection results.

Through periodically training of the detection model and
query model, ACVAE is able to improve the anomaly detec-
tion model as well as learn to query more useful instances.
We evaluate the performance of ACVAE on MTS data col-
lected from three different types of monitoring situations in
search backend systems at eBay. The experimental results
in Section IV-E show that ACVAE not only outperforms
the state-of-the-art unsupervised and semi-supervised anomaly
detection algorithms, but also beats the supervised ensemble
method deployed in the production system of eBay.

The contributions of this paper are summarized as follows:
• To the best of our knowledge, we are the first to propose

an end-to-end algorithm ACVAE that incorporates the
out-of-band information (both background and feedback
information) for situation-aware MTS anomaly detection
in large distributed systems.
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• For the first time, we propose a pair of contrast
VAE-based models to model the normal and abnormal
patterns for active MTS anomaly detection. We use
two main designs in ACVAE, conditional VAE with
learnable prior and contrast detection models, to tackle
the challenge of utilizing out-of-band information for
learning domain experts’ criteria about anomalies in MTS
anomaly detection.

• We propose a novel query model for VAE-based anomaly
detection methods, which is able to proactively select the
most useful instances for improving the detection model
to ask for user feedback, so as to train the detection model
through active learning with fewer feedback labels.

• We evaluate ACVAE on MTS data collected from three
different monitoring scenarios in search backend systems
at eBay. ACVAE achieves the best range F1-score from
0.68 to 0.96 with only 3% labels, outperforming the best
unsupervised and semi-supervised baselines by 0.18 to
0.50 (23% to 289%). Moreover, ACVAE even achieves
performance comparable to or better than the supervised
ensemble method deployed in eBay, which demonstrates
the feasibility of deploying ACVAE in production. We do
case studies in production to show how ACVAE can
reduce the number of False Positives and False Negatives
with the help of out-of-band information. Furthermore,
our ablation studies validate the effectiveness of each
design in ACVAE.

II. PRELIMINARIES

A. Multivariate Time Series Anomaly Detection and
Out-of-Band Information

Multivariate Time Series (MTS) consists of a group of
metrics, where each metric is a univariate time series, contains
successive observations with equal-spaced sampling. Formally,
the MTS data x1:m

1:n ∈ RM×N , where n ∈ {1, 2, . . . , N}
are indexes of successive chronological observations, m ∈
{1, 2, . . . , M} are metrics. xm

n is the value of metric m at
index n.

In an industrial system, the MTS data is composed of
several key performance metrics (e.g., QPS, latency), which
are used to monitor the health status of the whole system.
The anomaly detection on MTS data focuses on detecting
anomalous events in time, which can alert the corresponding
operators to troubleshoot the problem.

Recent years, many unsupervised MTS anomaly detection
algorithms [2], [3], [5], [12], [13], [15], [19] have been pro-
posed, to learn MTS normal patterns (temporal or correlational
information) from historical data. However, system operators
detect anomalies not only relying on the raw MTS data,
but also on other out-of-band information, including external
events, time, domain knowledge, etc. Moreover, these criteria
for anomalies often vary for different application scenarios.
Therefore, it’s hard for an unsupervised anomaly detection
method to meet the demand of different industrial systems,
since the system operators’ interests about anomalies may
not be completely embodied in the raw MTS data. In this
way, the anomaly detection algorithm needs to utilize the

out-of-band information to learn the system operators’ criteria
about anomalies, to reduce the number of false positive
and false negative alerts and improve the anomaly detection
performance.

B. Motivating Examples

In this section, we use several common cases in eBay’s
monitoring systems to show the necessity of learning opera-
tors’ interests of anomalies with out-of-band information for
practical situation-aware MTS anomaly detection.

Services usually perform regular jobs, such as backing
up the database regularly, daily ETL tasks, etc. During the
execution of the regular tasks, some metrics in the MTS will
have changes. Fig. 1(a) shows part of a server machine’s
operational MTS. The server will get many requests from
upstream applications at 0 o’clock on Monday every week to
perform some timed tasks. We can see that the QPS and CPU
usage (shown by the green line) will increase significantly
during the execution of the task (the purple strip). Moreover,
the period and duration of these tasks can vary in systems [20].
For many unsupervised methods [2], [3], [5], [14], [15], such
spikes are rare features and are often falsely detected as
anomalies without out-of-band information. However, this is
a normal event for the operators in this scenario.

On the contrary, Fig. 1(b) is a part of the MTS of another
server. This server will pull data from the upstream storage
at 0 o’clock every day to calculate the amount of data and
then update the cache. During the execution of the task, the
CPU usage rate also soared. However, there was a problem
with the upstream storage on the sixth day (shown by the
red strip), and the data could not be pulled for subsequent
calculations. The CPU usage did not have an obvious spike
at 0 o’clock on that day. For system operators, this is an
abnormal event. However, such smooth features (similar to
its normal patterns) are often considered as a normal event
for many unsupervised deep learning algorithms [2], [5], [13],
[21] without considering out-of-band information.

In some clusters, when the operators or automated systems
operate the cluster, a flag series is recorded to indicate the
events on the cluster. The bottom three lines in Fig. 1(c) shows
an example of flag series. Flag series record 0 most of the time,
which means no special event happens. Flag series records 1
when a code change is made on this cluster and records 2 when
the cluster is restarting. When events (e.g., code deployment)
happen on some clusters, their monitoring metrics (e.g., CPU
utilization) will have different patterns than usual, which are
often falsely detected as anomalies by unsupervised methods,
without considering the out-of-band flag information. For
system operators, the anomaly criteria are to see if the clusters
with the same flag (i.e., same system status) follow similar
correlations as usual, no matter how their metrics change due
to the operation events. Series from top to bottom in Fig. 1(c)
are CPU usage for group 0, 1, 2 (i.e., MTS metrics) and their
corresponding flag series 0, 1, 2 (i.e., background information).
According to the flag series, the operators only want to deploy
code on groups 0 and 2. However, as shown in the red strip,
group 1 should NOT be in deployment status, but its CPU
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Fig. 1. Motivating examples for incorporating out-of-band information to improve MTS anomaly detection. The operators are more concerned about the
metrics in the green line in these cases. (a) False Positive case, (b) False Negative case, (c) Flag case with background information.

metric shows a similar correlation with other groups that are
in deployment. This suggests that there is an anomalous event
in the deployment system. Therefore, the anomaly detection
algorithm needs to take background information and user
feedback into consideration to learn the operators’ anomaly
criteria in different scenarios.

C. Problem Statement

The examples in Section II-B motivate us to design
semi-supervised anomaly detection methods that can better
utilize the out-of-band information to improve MTS anom-
aly detection performance. Moreover, to achieve high anom-
aly detection performance with little feedback information,
we mainly focus on active learning [22], [23], where the query
model can proactively select the most useful instances for
improving the detection model to query user feedback.

We formally define the MTS anomaly detection problem
with out-of-band information as follows:

Input: raw MTS monitoring metrics X, background infor-
mation T, partial user feedback (label) Y.

Output: Whether a data point x ∈ X is anomalous or not.
Specifically, the raw MTS data X is directly collected by

the monitoring system, which may include payment volume,
product clicks, CPU usage, memory usage, QPS, etc.

The background information T are extracted from struc-
tured system logs, which are also considered by the system
operators to judge if an MTS observation is anomalous or
not. The background information can be encoded as one-hot
vectors (e.g., timestamp in Section II-B case (a) and (b),
indicators of different kinds of holidays, etc.) or real-valued
series (e.g., indicators of system status in Section II-B case (c),
external events like {0, 1} series reflecting whether a promo-
tion is ongoing, etc.), which have the same length as raw MTS
data X. Although operators cannot directly determine whether
an observation is anomalous by the background information,
the background information is essential for human operators
to be aware of the situations (e.g., system status) and detect
anomalies. Therefore, we use background information T as
part of the input of our algorithm, which helps it learn human
operators’ anomaly detection criteria in different scenarios.

Finally, the feedback information Y are provided by the sys-
tem operators, which directly reflect the operators’ judgment
for a given observation. For simplicity, here we only use labels

(i.e., yi ∈ {0, 1}, yi ∈ Y) as feedback, where yi = 0 means
normal observation and yi = 1 means anomalies. With the
feedback label, human operators can feed their criteria of
normal and anomalies for a specific system to the anomaly
detection algorithm. In order to provide the feedback, the
operators may consider more domain knowledge that cannot
be encoded in the background information (e.g., the criteria
to distinguish anomaly and normal fluctuations, the special
rule for current system, etc) and discuss with the downstream
users to learn the events’ effects. Leveraging the feedback
information can help the anomaly detection algorithm learn the
operators’ interests of anomalies in different situations, so as
to give more precise and situation-aware detection results.

In general, the status of a system can be captured by
the joint distribution P (X,T) (i.e., the raw MTS metrics
and background information), as well as the partial feedback
information Y, which reflect the human operators’ criteria for
anomalies in a specific system. For simplicity, we assume that
the user feedback are always accurate, and similar data patterns
(xi, ti) ≈ (xj , tj) have the same labels yi = yj .

III. ALGORITHM DESIGN

In this section, we propose ACVAE, a situation-aware MTS
anomaly detection algorithm that incorporates out-of-band
information through active learning and contrast VAE-based
models for intelligent operation in large distributed systems.
We first introduce the motivation and core idea of ACVAE
(Section III-A), then propose the two key components of
ACVAE, contrast detection model (Section III-B) and label
query model (Section III-D), finally show how to periodically
train ACVAE and use the model for online MTS anomaly
detection (Section III-E).

A. Motivation and Overview

As discussed in Section II-B, out-of-band information
(including background information and feedback informa-
tion) are important for improving MTS anomaly detection
performance. In real-world scenarios, human operators often
take both raw MTS data and its corresponding background
information into consideration to detect anomalies (e.g., long-
periodical anomaly, correlation anomaly). For the unusual
MTS data segments, operators utilize feedback information
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Fig. 2. Overview framework of ACVAE. The training procedure loops step 1 to 6 each week to train contrast detection models and the query model with active
learning, while the online inference can be triggered once a new data point is collected. The detailed algorithms are shown in Algorithm 1 and Algorithm 2.

(user feedback and domain knowledge) to distinguish if they
are only “data anomalies” caused by normal external events
(thus, operators are not interested in them and treat them as
normal data) or “real anomalies” interested by users (i.e., the
anomalies caused by system failures and have negative effects
on downstream tasks).

Similarly, the core idea of ACVAE is to act as the human
operators, which incorporates the out-of-band information into
its anomaly detection model, while proactively queries few but
important user feedback to reduce human workloads. In this
way, ACVAE can gradually learn domain experts’ interests for
“real anomalies” and give more precise alerts. Fig. 2 shows
the overview framework of ACVAE.

To tackle challenge 1 in Section I, ACVAE trains a pair
of contrast models, modelfull and modelano, to utilize the
feedback information about normal and anomalous data.
modelfull is trained with labeled normal data (as well as
normal data augmentation) and unlabeled data to learn nor-
mal MTS patterns, while modelano is fine-tuned based on
modelfull only with the labeled anomaly data to learn the
anomalous MTS patterns for users. In this way, the difference
between anomaly scores of modelano and modelfull serve as
an anomaly indicator for the MTS data. ACVAE also uses a
conditional input variable and a learnable prior distribution
in both contrast detection models to leverage the background
information like timestamp and flag series to learn current
system status. Moreover, ACVAE adopts a non-linear state
space model structure in both modelfull and modelano to

capture the temporal and correlational information inside MTS
data. To tackle challenge 2 in Section I, in order to use less
feedback to improve the detection performance, we propose
a query model that proactively finds the most useful data
instances for model training. Specifically, the query model
aims at querying more ground-truth anomalies, false positives,
and false negatives, whose labels are more valuable for training
the detection model. Last but not least, ACVAE is trained with
an active learning fashion, which makes it continuously learn
and adapt to potential new patterns and labels. ACVAE also
has a low query and incremental training frequency (e.g., once
a week) to make it more practical in real-world scenarios.

B. Contrast Detection Models With Active Learning

Recent progresses on MTS anomaly detection are mostly
unsupervised methods [2], [3], [12]–[15], [24], which aim
at learning the prediction or reconstruction of normal MTS
patterns from the historical MTS data. However, without
incorporating the out-of-band information, it’s often hard for
these methods to learn the domain experts’ interests for “real
anomalies”, leading to poor detection performance.

Inspired by recent progress in image out-of-distribution
(OoD) detection [25], [26], the improvement of the likelihood
for a fine-tuned model on test samples can serve as an effec-
tive out-of-distribution indicator. However, for MTS anomaly
detection, it’s often not possible to fine-tune the model on
test data before detection, since we want to get detection
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Fig. 3. Graphical model structure of ACVAE. x is the MTS input, t is
the conditional input that represents encoded background information (e.g.,
timestamp, system flags), z is the stochastic latent variables.

results in an online fashion (which needs a very short model
inference time). Moreover, it’s often hard to obtain a pure
normal training set as in image OoD problems. This makes it
impossible to directly apply their methods on MTS anomaly
detection task.

Fortunately, it’s possible to make use of the out-of-band
information and solve the above problems in MTS anom-
aly detection. Specifically, we propose a pair of contrast
detection models based on Variational Auto-Encoder [18]
(VAE, a kind of deep generative model) to learn the normal
and anomalous patterns for anomaly detection. modelfull is
trained with labeled normal data (from feedback information)
and other unlabeled training data to learn the normal patterns
of MTS, while modelano is initialized with the parameters
of well-trained modelfull and fine-tuned with the labeled
anomalous data from feedback. Note that, all the above models
are trained with historical training data in an active learning
fashion (as shown in Fig. 2), then the models are used for
online anomaly detection. Intuitively, after initialized with the
well-trained modelfull and fine-tuned on labeled anomalous
data, modelano gives much higher likelihood (and also better
reconstruction probabilities) on similar anomalous data than
modelfull, while the likelihood of well-trained normal data
changes slightly compared with the anomalies. It’s also veri-
fied by the empirical results in Fig. 9(a) and Section V-B. This
is in accordance with the observations in OoD detection [25],
[26], where the fine-tuned model will have a higher likelihood
increase on the out-of-distribution samples than in-distribution
samples compared with the original model. Therefore, the
difference between anomalies scores (i.e., reconstruction prob-
ability Eqφ(z|x,t)[log pθ(x|z, t)] in our model) of modelano and
modelfull can serve as an effective anomaly indicator.

The detailed model structure of ACVAE is shown in Fig. 3.
To take the background information (e.g., time, system

flags) into consideration, we make it as the conditional input
t of ACVAE and learn the latent embeddings. Moreover,
the learnable prior distribution pθ(z) is modeled by a
non-linear state space model [27], [28] via pθ(zi|zi−1, ti),
which captures both temporal information and background
information. For example, as discussed in the Flag case in
Section II-B, ti = (s1, s2, . . . , sM ), s ∈ {0, 1, 2} represents
status (no event, code deployment, restart) for different groups
of clusters, which is taken into consideration by human
operators to get knowledge about current group status and
do anomaly detection according to correlations among groups

with the same status. Similarly, ACVAE trains a learnable prior
distribution condition on the input background information to
get knowledge about the current system status, which imitates
the operators’ behavior for anomaly detection.

To model the temporal and correlational information of
MTS data and learn the normal and abnormal patterns, we also
adopt the state space model [27], [28] to build a tem-
poral connection between latent stochastic variables z. i.e.,
qφ(zi|zi−1, xi, ti) with trainable parameters φ modeled by
neural networks, where the low-dimensional latent variables
z capture the temporal and correlational dependencies from
input MTS x condition on its corresponding background
information t. This VAE-based model can be trained in
an unsupervised manner, which makes it possible to train
modelfull even only with unlabeled data.

To leverage the feedback information, we do data augmen-
tation for the labeled normal segments and design an anomaly
loss to fine-tune modelano on labeled anomalous instances.
The whole model is trained in an active learning fashion
to continuously learn new patterns and query labels about
the most useful instances for the current detection model.
Specifically, the query model (described in Section III-D)
selects the most useful data segments xi−W+1:i from the
unlabeled data and obtains labels from user feedback. Then
modelfull can be trained with labeled normal data segments
xnorm and unlabeled data segments xU , by optimizing the
ELBO [18], [29] in Eq. (1).

Lfull(x, θ, φ)
= Eqφ(z|x,t)

[
log pθ(x|z, t)

]−DKL

(
qφ(z|x, t)||pθ(z|t)

)

(1)

where DKL

(
qφ(z|x, t)||pθ(z|t)

)
= Eqφ(z|x,t)(log qφ(z|x, t)−

log pθ(z|t)) is the Kullback-Leibler divergence [18]. Accord-
ing to Fig. 3, we ignore the future dependency [28] and
have log qφ(z1:W |x1:W , t1:W ) =

∑W
i=1 log qφ(zi|zi−1,xi, ti),

log pθ(z1:W |t1:W ) =
∑W

i=1 log pθ(zi|zi−1, ti). The whole
objective can be optimized using SGVB estimator and repa-
rameterization trick [18]. To enhance modelfull learning the
labeled normal data, we do normal data augmentation for
the labeled normal data segments xnorm, by adding random
Gaussian noise (Eq. (2)). Then modelfull is incrementally
trained with (xU , xnorm, xaug) after obtained each week’s
query labels. Since queried xnorm are mostly false positives
for current modelfull, training on augmented xnorm can help
the model pay more attention on learning such normal patterns
to reduce the number of false positives.

xaug = xnorm + x̃, x̃ ∼ N (0, ε) (2)

After modelfull is well-trained to learn the normal patterns,
modelano is initialized with the parameters of modelfull to
obtain knowledge about current normal patterns. As a like-
lihood model, fine-tuning modelano on labeled anomalous
data xano will improve its likelihood on similar anomalous
data, while its likelihood on other normal data remains similar
with modelfull. To improve model training with limited xano,
we use each input window that contains at least ONE queried
anomalous point as the training data, but only pay attention
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to learning the anomalous parts by optimizing Lano(x, θ, φ)
in Eq. (3).

Lano(x, θ, φ)
= Eqφ(z|x,t)

[
y ∗ log pθ(x|z, t)

]−DKL

(
qφ(z|x, t)||pθ(z|t)

)

(3)

where yi = 1 for queried anomalous points, yi = 0 for
others. Through the fine-tune training, modelano tries to dis-
tinguish different anomalous patterns from the normal patterns
and assign the anomalies higher likelihoods (also higher
reconstruction probabilities Eqφ(z|x,t)

[
log pθ(xano|z, t)

]
).

Therefore, although modelano may not be able to faithfully
reconstruct each anomalous pattern with limited training data,
the difference between anomaly scores given by modelano and
modelfull can serve as a reliable anomaly detection indicator.

C. Anomaly Score

Previous works [2], [3] have shown that the reconstruc-
tion probability Eqφ(z|x)

[
log pθ(x|z)

]
is an effective anomaly

score for unsupervised MTS anomaly detection methods.
Therefore, in ACVAE, we use the reconstruction probability
Sfull and Sano as the score of our contrast detection models
(Eq. (4) and Eq. (5)). As discussed in Section III-B, the
difference between Sano and Sfull can serve as an effective
anomaly indicator for ACVAE. We denote the anomaly score
as Sdiff , as shown in Eq. (6). In order to detect anomalies
in time, we choose the sliding window with time index
(i − W + 1, . . . , i − 1, i) for detecting anomaly at index i,
and use the score for the last data xi in the window as
the detection result. The instances with lower Sdiff are more
likely to be anomalies.

Sfull = Eqφfull
(z|x,t)

[
log pθfull

(x|z, t)] (4)

Sano = Eqφano (z|x,t)

[
log pθano(x|z, t)

]
(5)

Sdiff = −(Sano − Sfull) (6)

Single-model anomaly detection methods [2], [3] only learn
the normal patterns and use Sfull as the anomaly score.
However, with the help of contrast detection models, ACVAE
learns both normal and abnormal patterns from out-of-band
information and uses Sdiff as the anomaly score, which
reduces the number of FPs and FNs for MTS anomaly
detection. We conduct ablation studies in Section IV-F.1 to
quantitatively show the effectiveness of using Sdiff and con-
trast detection models, and use case studies in search backend
systems (Section V-B) to show how ACVAE precisely detects
anomalies in different situations.

D. Label Query Model for Active Learning

In order to train ACVAE with as little user feedback as
possible to reduce human workloads, we propose a label
query model to proactively find the most useful data to obtain
user feedback. The query model is trained based on current
detection models’ outputs and historical labels. The design of
the query model is composed of three parts: feature selection,
loss design, and model initialization.

In active learning, the query model Q uses the features of
the current detection model D as its input. Then Q generates
queries xQ to find the most useful unlabeled data instances
and interact with human experts. Finally, the ground-truth
labels yQ are provided by human experts after investigation.
(xQ, yQ) and other unlabeled data are then used to optimize
the detection model D for better performance. Specifically, for
MTS anomaly detection problem, we mainly focus on the rare
anomalous instances, and the FP and FN instances where D
has made a mistake. The feedback labels for these instances
are more useful for improving our detection model, thus are
the aim of the query model.

1) Feature Selection: Following the above criteria,
we mainly extract features that can represent potential
anomalies and model’s uncertain instances from the current
detection model D as the input of query model Q. Specifically,
to capture potential anomalies, we directly use the anomaly
score Sfull for modelfull (Eq. (4)) and Sdiff for contrast
model (Eq. (6)) as the feature, since they directly represent
the detection result of current detection model D. To find
the uncertain instances of D, we take the standard deviations
of posterior distribution at each point xi, i.e., σfulli for
modelfull (Eq. (7)) and σanoi for modelano (Eq. (8)) as
features. In MTS anomaly detection, the anomalies often last
for some time and form an anomaly segment. Intuitively,
the most uncertain instances for detection model D often
lie in the sliding window [xnorm, xano], where the MTS
change from normal patterns to anomalous ones, or vice
versa. When unlabeled instance [xnorm, x′

norm] (normal)
and [xnorm, xano] (anomaly) are trained by D, the model
will learn large standard deviations for pθ(x|z) on x′

norm

and xano, which indicates D is not sure how to reconstruct
these instances based on previous observation xnorm.
Oppositely, the standard deviation will be small for the
well-learned instances, whose detection results are convinced
by D. Therefore, σfulli and σanoi are used to capture the
uncertainty of the detection model. The input feature vector
at each xi for query model is shown as Eq. (9). We also
show experimental results in Section IV-F.2 to demonstrate
the effectiveness of our selected features on finding the
anomalous and uncertain instances.

pθfull
(xi|z, t) ∼ N (μfulli, σfulli) (7)

pθano(xi|z, t) ∼ N (μanoi, σanoi) (8)

Vi = (Sfulli, Sdiff i, σfulli, σanoi) (9)

2) Loss Design: The query model Q aims to query the
ground-truth anomalies and FP, FN points for current detection
model D. Since we do not know the labels of unlabeled xU ,
the query model is only trained with past queries xnorm and
xano with known labels. Let q be the set of past queried point
indexes. f is composed of several fully-connected layers [30]
with tanh activation [31], and a sigmoid activation [30] is
applied on the last layer to obtain a query probability:

prob = [f(Vi), i ∈ q]
yg = [yi, i ∈ q]

fpfn = [predi ⊕ yi, i ∈ q] (10)
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where y is the ground-truth label of past queried points, pred
is the current detection result of ACVAE. We use binary cross-
entropy (BCE) loss [30], [32] to train the query model using
past queries with feedback labels. The total loss Lquery of
query model is shown in Eq. (11), where β is a hyperpara-
meter to balance the weight of learning to query ground-truth
anomalies and query current FP and FN points. In this paper
we empirically set β = 0.25.

Lg = BCE(yg, prob)
Lf = BCE(fpfn, prob)

Lquery = Lg + β ∗ Lf (11)

3) Model Initialization: To generate more accurate queries
at the beginning of training, we use a few labeled anomaly
data to initialize the query model. Specifically, in the industrial
monitoring system, system operators write incident reports for
past severe anomalies. Therefore, in this paper, we use several
anomalous cases (1 to 5 cases for different systems) collected
from past incident reports as an initialization. In case there is
no labeled anomalous case for a system, the query model will
first greedily query data instances with lower anomaly scores
(which are more likely to be anomalies) as an initialization,
until it successfully queries a ground-truth anomaly segment.
Moreover, an epsilon greedy strategy [33] can be applied to
such a scenario to improve exploration.

E. Model Training and Inference

As shown in Fig. 2, ACVAE is trained with active learning.
a) Model Initialization. Both the detection model modelfull,
modelano and query model Q are initialized with several
anomalous cases from past incident reports and initial unla-
beled data (including raw MTS and their corresponding back-
ground information). Then the query model is applied on
unlabeled data instances and selects the most useful data to
obtain user feedback. b) Active Training. 1. modelfull is
trained with unlabeled data and labeled normal data to learn
the normal patterns. 2. Synchronize network parameters from
modelfull to modelano for initialization, and make modelano

learn current normal patterns. 3. Fine-tune training modelano

with labeled anomalous data to learn anomalous patterns. 4.
Calculate query features for past queried instances with the
updated detection models, then train the query model with
these instances. 5. Apply the query model on unlabeled data to
obtain query probabilities and select new data instances to be
queried. 6. Ask for user feedback to obtain labels for queried
instances. The model training (steps 1 to 6 above) is done
periodically. In this paper, the training is triggered once a full
week’s data (in the training set) are collected. And the query
model queries 20 data windows each week, until the feedback
reaches the total query portion (3%). c) Online Inference. For
online inference, once a new data point is collected, ACVAE
looks ahead 30 points (i.e., a 30-minute window in our data)
to form a sliding window and detect if the latest point is an
anomaly or not. Points with lower scores (Eq. (6)) are more
likely to be anomalies. Algorithm 1 and Algorithm 2 show the
training and inference pipeline of ACVAE.

Algorithm 1 ACVAE Training
Input: Unlabeled MTS x and its corresponding background

information t, initial anomalous cases MTS xinit and
corresponding background information tinit, label yinit

Output: The trained detection models modelfull (with para-
meters θf and φf ) and modelano (with parameters θa and
φa)

1: Unlabled Set xU = x, Labeled normal set xnorm = {},
Labeled anomalous set xano = xinit

2: Train modelfull (θf , φf ) using Eq. (1) with (xU , tU ).
3: (θa, φa) = (θf , φf ) (copy parameters for initialization).
4: Fine-tune modelano (θa, φa) using Eq. (3) with initial

anomalous cases (xinit, tinit,yinit).
5: for week w = 1, 2, . . . until training data is used up do
6: Extract features Vi (Eq. (9)) for labeled instances xnorm

and xano, train query model Q using Eq. (11).
7: Obtain new data for week w: incremental MTS data xw

and corresponding background information tw. xU =
xU ∪ xw, tU = tU ∪ tw.

8: Extract features Vi (Eq. (9)) for xU .
9: Calculate query probabilities prob for xU using Q

(Eq. (10)).
10: Query k unlabeled data segments with highest prob and

obtain user feedback (x′
norm,y′

norm), (x′
ano,y

′
ano).

11: xnorm = xnorm ∪ x′
norm, xano = xano ∪ x′

ano, xU =
xU \ (x′

norm ∪ x′
ano).

12: Incremental train modelfull (θf , φf ) using Eq. (1) with
(xU ,xnorm, tU , tnorm).

13: (θa, φa) = (θf , φf ) (synchronize parameters).
14: Fine-tune modelano (θa, φa) using Eq. (3) with labeled

anomalies (xano, tano,yano).
15: end for
16: return modelfull (θf , φf ), modelano (θa, φa)

IV. EXPERIMENTS AND ANALYSIS

In this section, we first introduce the datasets, comparison
methods and metrics for evaluating ACVAE, then design
experiments to answer the following research questions:

RQ1: How does ACVAE perform on MTS anomaly detec-
tion in different situations?

RQ2: How much performance gain on MTS anomaly
detection can ACVAE get from incorporating out-of-band
information?

RQ3: How effective is the query model of ACVAE on
finding the most useful instances for MTS anomaly detection?

RQ4: How effective is each design of ACVAE?

A. Dataset

To demonstrate the effectiveness of ACVAE in a real produc-
tion environment, we collected three types of MTS data from
search backend systems at eBay: cluster-level metrics, group-
level metrics, and data center level metrics. The metrics are
collected from different machines in the distributed systems
and aggregated to different levels, which reflects the resource
usage, network conditions, etc. Operators monitor the systems’
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Algorithm 2 ACVAE Online Inference
Input: Unlabeled MTS x and its corresponding background

information t, trained detection models modelfull and
modelano.

Output: Anomaly score list Sdiff .
1: for new coming point (xi, ti) ∈ (x, t) do
2: Look ahead 30 points to form the detection window

(xi−29:i, ti−29:i) of xi.
3: Calculate Sfulli for xi using modelfull and Eq. (4).
4: Calculate Sanoi for xi using modelano and Eq. (5).
5: Sdiff i = −(Sanoi − Sfulli).
6: Append Sdiff i to Sdiff . Data instances with smaller

Sdiff are more anomalous.
7: end for
8: return Sdiff

health status according to these metrics and other out-of-band
information. We briefly describe each dataset as follows:

1. Cluster-Level Metrics (CLM): At eBay, large amounts
of applications are running on the application clusters. For
different applications, the metrics might include CPU usage,
QPS, memory usage, latency, error counts, etc, which are used
to characterize the state of the cluster. We collected these key
cluster metrics to monitor the health of the application clusters.
In CLM, regular jobs are performed with different periodic-
ities, and the period-to-period basis is concerned by human
operators for anomaly detection. Therefore, the timestamp is
collected as background information for CLM data. In this
paper, the timestamp is encoded to a 91-dimension one-hot
vector (which represents day-of-week, hour-of-day, minute-of-
hour) and used as input background information T.

2. Group-Level Metrics (GLM): Large applications often
have a large number of nodes. In order to ensure service conti-
nuity, these nodes are grouped together, and the deployment is
done group by group. GLM contains system metrics collected
from each group of the application. We collected group metrics
for applications that require frequent changes to detect issues
that occur during application deployment. In GLM, human
operators are concerned about the group status and MTS
metrics for anomaly detection. Therefore, we collect the flag
series, which is recorded by the deployment system to show
the status of each group (no event, code deployment, and
restart), as background information for GLM data. The flag
series is already a real-valued vector, thus is directly used as
input background information T.

3. Data Center Level Metrics (DCLM): At eBay, each
application is deployed to multiple data centers at the same
time for high availability. Under the distribution of the load
balancing system, the same metrics of the same application in
different data centers have a certain correlation characteristic,
and DCLM refers to the same metric of the same application
on different data centers. We collected CPU usage and QPS
metrics of large applications in different data centers for
monitoring the health of data centers as well as load balancers.
In DCLM, the metrics often do NOT have periodicity, and
the human operators concern more about the “normal patterns”

TABLE I

DATASET STATISTICS

of correlations among metrics in different data centers. There
is no background information for DCLM since the operators
directly detect anomalies based on the raw MTS data.

Moreover, domain knowledge and the effect on downstream
business also affect the operators’ anomaly detection criteria
in different systems. Therefore, it’s important to incorporate
feedback information for anomaly detection in the above
systems. The dataset statistics are shown in Table I. The CLM
dataset was collected for 6 months, while other datasets were
collected for 3 months. The data collection interval for each
dataset is 1 minute per point. For each dataset, we use the first
50% data (in time order) as the training set, while the last 50%
data is the testing set. During data collection, we buried points
in the system and exposed APIs to collect key performance
metrics (e.g., CPU usage, network delay). Beats [34] system,
a data collector, called the API and collected data points
with a fixed time interval, then stored the data points in
Prometheus [35] to form time series. Average or sum aggre-
gation was performed on different metrics using the functions
provided by Prometheus [35]. CLM dataset also contains the
Mediff [4] feature extracted from raw time series data. The
background information is extracted from structured system
logs using simple scripts. We collect the ground-truth labels
according to the actual issue tickets in production, as well
as the discussion between system operators and downstream
business users. We listed some typical normal and abnormal
events in different systems as examples in Table II.

Moreover, we also use a public MTS anomaly detection
dataset SKAB [36] to evaluate ACVAE’s detection perfor-
mance in other domains. SKAB [36] is a sensor dataset about
water circulation. It contains one training file with pure normal
data, and 35 files with different kinds of labeled anomalies
and other normal data. In order to provide anomaly labels for
semi-supervised and supervised algorithms, we use 7 files with
anomalies for training, and keep the other 28 files as the testing
set. SKAB dataset does not have background information.

B. Comparison Methods

To demonstrate the effectiveness of ACVAE, we compare
its anomaly detection performance with twelve comparison
methods, including AutoEncoder [37], Isolation Forest [38],
USAD [15], InterFusion [3], UAE-GD [16], GDN [17],
LSTM-NDT [12], Ymir [39], TapNet [40], meta-AAD [41],
Devnet [42] and DeepSAD [43].

1) Unsupervised Methods: AutoEncoder [37] and Isola-
tion Forest [38] are two popular anomaly detection methods,
which mainly use the effect of dimension reduction and isola-
tion to detect anomalies, respectively. LSTM-NDT [12] makes
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TABLE II

EXAMPLES OF TYPICAL NORMAL AND ABNORMAL EVENTS IN DIFFERENT PRODUCTION SYSTEMS

MTS predictions with LSTM and nonparametric dynamic
thresholding for anomaly detection. GDN [17] takes advantage
of graph neural networks to model the correlations inside MTS
data for anomaly detection. USAD [15], InterFusion [3], and
UAE-GD [16] are three state-of-the-art unsupervised MTS
anomaly detection methods based on deep learning, which
have obtained the best performance on several unsupervised
MTS anomaly detection datasets [3], [15], [16]. Taking advan-
tage of adversarial training and two-view embedding help
USAD and InterFusion learn the normal pattern of MTS
from historical unlabeled MTS data. UAE-GD achieves high
detection performance using its dynamic Gaussian scoring
function.

2) Semi-Supervised Methods: Meta-AAD [41], Devnet [42]
and DeepSAD [43] are three state-of-the-art semi-supervised
general anomaly detection methods. Here we apply these
methods to multivariate time series data. Specifically, meta-
AAD [41] is an active anomaly detection algorithm. It pro-
posed to use deep reinforcement learning [44] to train a
meta-policy and select the most useful instances to query.
Meta-AAD also claimed that the learned meta-policy could be
transferred among different datasets. However, in this paper,
we train a meta-AAD model for each dataset to achieve
the best performance. Devnet [42] is a semi-supervised
anomaly detection method that directly optimizes anom-
aly scores with labeled anomaly data. DeepSAD [43] is
a semi-supervised anomaly detection method that leverages
an information-theoretic idea to split normal and anomalous
data in the latent space from labeled normal and anomalous
data. Devnet and DeepSAD do not have a query model to
find the useful points, so we randomly select normal and
anomalous data according to the anomaly ratio of each dataset
as their input labels. Moreover, the same initial anomalous
cases collected from past incident reports (Section III-D) are
used for all the semi-supervised and supervised methods.

3) Supervised Methods: TapNet [40] is a state-of-the-art
supervised algorithm for MTS classification. Here we treat
the anomaly detection as a binary classification problem and
apply TapNet for comparison. The classification probabilities
are used as the anomaly score for evaluation. Ymir [39] is
an ensemble model for MTS anomaly detection, which is
developed by domain experts and deployed in the production
system of eBay. Ymir integrates several unsupervised mod-
els, including Mediff detector [4], Chebyshev theorem [45],
Extreme Value Theory [46], moving average, Variational

AutoEncoder [18] and isolation forest [38]. Ymir normalizes
the decision boundaries of the above 6 unsupervised models
into the corresponding 6 groups of anomaly scores, which
contains rich potential information to detect anomalies, like
periodic bias, local bias, distribution bias, etc. In an unsuper-
vised setting, Ymir uses the weighted sum of the aforemen-
tioned 6 groups of anomaly scores as the final detection score.
In a supervised setting, the 6 groups of anomaly scores, the
raw MTS data, the background information and corresponding
labels are used as input for training a transformer-based
classifier. Besides, a semi-supervised Ymir uses the partial
labels to revise the unsupervised feature extraction results and
train the classifier for anomaly detection.

C. Evaluation Metrics

For MTS data in industrial monitoring systems, anomalies
often last for a while and form a contiguous anomaly range.
The anomaly detection algorithm also raises one alert for
each detected anomaly range (i.e., range-based anomalies [16],
[47]). To evaluate the anomaly detection performance on such
data, we use the well-known range-based precision (recall,
F1-score) [47] that is specifically designed for evaluating the
range-based anomaly detection on time series data.

Let P = {P1, . . . ,PNP} denote the set of predicted anom-
aly ranges given by detection model D, R = {R1, . . . ,RNR}
denote the set of ground-truth anomaly ranges in test set. Then
the range-based recall RecallT (R,P) can be calculated as
Eq. (12), which considers the existence, size, position and
cardinality for anomaly detection on time series data [47].
NR is the total number of ground-truth anomaly ranges. NP
is the number of detected anomaly ranges given by detection
model D.

RecallT (R,P) =
∑NR

i=1 RecallT (Ri,P)
NR

RecallT (Ri,P) = α × ExistenceReward(Ri,P)
+ (1 − α) × CardFactor(Ri,P)

×
NP∑

j=1

ω(Ri,Ri ∩ Pj , δr) (12)

Specifically, for anomaly detection in industrial systems,
we want the anomalies to be detected as early as possible,
since late detection often has little help for preventing finan-
cial loss. Therefore, for a given anomaly range Ri, we let
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ExistenceReward = 1 only if at least one point in the
first 10 points of Ri is detected by P . The existence reward
is similar to the adjust score in [7] and Fc1 score in [16],
but takes the detection delay into consideration to meet the
requirements in practice. We empirically set α = 0.8 to
pay more attention to detecting each anomaly range. If a
ground-truth anomaly range Ri is overlapped with k Pj ∈ P ,
we set CardFactor(Ri,P) = 1

k0.2 to encourage detecting
the anomaly with less prediction ranges. ω term is used to
calculate the overlap size and position reward. Specifically,
for a given anomaly range Ri, the more points in Ri are
detected, the better the detection model is. Moreover, δr(idx)
can be regarded as the weight for detecting point at position
idx in Ri. We use a decay weight for calculating recall since
the earlier points in an anomaly range are more important.
l(Ri) is the length of anomaly range Ri.

ω(Ri,Ri ∩ Pj , δr) =

∑
idx∈Ri∩Pj

δr(idx, l)
∑l

idx=1 δr(idx, l)
δr(idx, l) = (l2 − (idx − 1)2)0.5

Similarly, the range-based precision PrecisionT (R,P) can
be calculated using Eq. (13). WPi = log2 [l(Pi) + 1] is the
weight to balance different prediction lengths. Since the point
position in detected Pi has no effect on the precision, we set
δp = 1 for all points.

PrecisionT (R,P) =
∑NP

i=1 PrecisionT (R,Pi)WPi∑NP
i=1 WPi

PrecisionT (R,Pi) = CardFactor(R,Pi)

×
NR∑

j=1

ω(Pi,Pi ∩Rj , δp)

Similar to standard precision and recall, PrecisionT and
RecallT range from 0 to 1. The range-based F1-score can
be calculated using Eq. (13). The range F1 score balanced
the precision and recall, which is used as our main evaluation
metric. The higher range F1 means the detection model is
better at anomaly detection.

F1T = 2 × PrecisionT × RecallT
PrecisionT + RecallT

(13)

Moreover, following previous works [2], [3], [13], [15] in
MTS anomaly detection, we enumerate and find the optimal
threshold to convert anomaly scores given by detection model
D to detection set P , and then calculate the best range-based
F1-score. This makes our evaluation compare the performance
of different anomaly detection algorithms regardless of differ-
ent threshold selection criteria. More details of range-based
evaluation on time series data can be found in [47]. We also
use the AUPRC, i.e., the area under range-based Precision-
Recall curve as an evaluation metric. AUPRC reflects the
algorithms’ anomaly detection performance without selecting
the best threshold.

D. Experiment Setup

The preprocessing and key configurations of ACVAE are
set as follows. We set the window length W = 30. For the

neural networks in variational net and generative net (except
output layer), we use dense layers with 100 hidden units and
tanh activation function. We apply L2 regularization with a
coefficient of 10−4 to these layers. We set ε = 0.01 for
normal data augmentation. The log standard deviations of
latent distributions and posteriors are clipped within [−5, 2] to
avoid numerical problems. We set the latent dimension of z as
5 for CLM and 4 for other datasets. The algorithm is trained
with Adam optimizer [48] with initial learning rate 10−3 for
modelfull and 10−4 for fine-tuning modelano. We normalize
each MTS metric in training set to [−1, 1] with MinMax
Scaler. The scaler is further used to preprocess the test data.
The last 30% data in the training set is held for validation.
For each iteration in Algorithm 1, modelfull is trained for
20 epochs with early stopping, modelano is fine-tuned for
50 epochs. The batch size is set to 128 for training. The
number of z samples is set to 100 for Monte Carlo integration
to evaluate the reconstruction probability during testing. 5, 3,
and 1 anomalous case from past incident reports on CLM,
GLM, and DCLM datasets are used for initialization in all the
semi-supervised and supervised algorithms. In SKAB dataset,
the first anomaly window (30 points) in the training set is
used for initializing all the semi-supervised and supervised
algorithms.

E. Results and Analysis

1) RQ1. Overall Performance: We compare ACVAE’s per-
formance with twelve baselines described in Section IV-B. For
semi-supervised methods, the user feedback (i.e., labels) are
fed into the algorithms according to their own query model (as
described in Section IV-B), and the total label portion is about
3% of training data. For supervised models, all the labels in
the training set are used. The best range F1 scores are shown
in Table III. The range-based AUPRCs are shown in Table IV.

Overall, ACVAE performs the best on all compared datasets
among unsupervised and semi-supervised methods. Moreover,
ACVAE with only 3% labels achieves similar or even better
results than the supervised methods, which demonstrates the
superiority of ACVAE’s designs on utilizing out-of-band infor-
mation for MTS anomaly detection.

a) Unsupervised methods: As shown in Table III, the
unsupervised methods, including the recent state-of-the-art
MTS anomaly detection methods USAD [15], InterFusion [3]
and UAE-GD [16], achieve poor anomaly detection perfor-
mance. These methods by design do NOT leverage the out-
of-band information and only learn the “normal patterns”
from raw MTS data. One thing to mention is that, as dis-
cussed in Section IV-A, the main challenge in the DCLM
dataset is to model the correlations among metrics, which
happens to meet the design of USAD, InterFusion and GDN.
Therefore, these three methods achieve acceptable perfor-
mance on DCLM without labels. In general, the unsupervised
methods may perform well on data that fit their designs
and assumptions, but cannot leverage out-of-band information
and learn the domain experts’ criteria about anomalies in
different application scenarios. Overall, ACVAE outperforms
the best-performing unsupervised methods by 22.7% to
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TABLE III

BEST RANGE F1 SCORE (F1), RANGE PRECISION (P), AND RANGE RECALL (R) FOR ACVAE AND BASELINES. THE RESULTS ON THE DCLM
DATASET ARE THE AVERAGE PERFORMANCE METRICS FOR TWO DCLM DATASETS. “BG” MEANS WHETHER THE METHOD USES BACKGROUND

INFORMATION OR NOT. “FB” MEANS WHETHER THE METHOD USES FEEDBACK INFORMATION (LABELS) OR NOT. “QM” MEANS

WHETHER THE METHOD HAS DESIGNED A QUERY MODEL TO ASK FOR LABELS. SPECIFICALLY, YMIR (100%) AND TAPNET

(100%) ARE SUPERVISED METHODS, THUS THEY DO NOT NEED A QUERY MODEL (N/A). THE TOP-3 PERFORMANCE ON
EACH DATASET ARE MARKED IN BOLD. WE ALSO ENHANCE THE SEMI-SUPERVISED BASELINE METHODS WITH

DESIGNS TO INCORPORATE BACKGROUND INFORMATION AND QUERY MODELS.
THE RESULTS ARE SHOWN IN TABLE V AND FIG. 5

337%, which demonstrates the importance of incorporating
out-of-band information into situation-aware MTS anomaly
detection.

b) Semi-supervised methods: Devnet [42] and Deep-
SAD [43] do NOT have designs to use the background
information, which downgrades their performance on CLM
and GLM datasets, where the background information is also
important for human operators to detect anomalies. More-
over, these two methods do NOT have a query model to
find the most useful instances, but randomly select labeled
normal and anomalous data according to the anomaly ratio
of each dataset as the feedback information. However, in the
unbalanced anomaly detection data, it’s hard for the random
query to find the rare anomalous instances with a small
label portion (3%), which makes their performance poor. The
semi-supervised version of Ymir [39] also does NOT have
a query model. Moreover, it utilizes the feedback informa-
tion through a neural network classifier, whose performance
significantly drops without sufficient labels. Meta-AAD [41]
is also an active learning based anomaly detection method,
which trains meta-policy using reinforcement learning as their
query model. Note that, besides 3% of training labels, we use
3% test labels (which should be invalid in training) queried
by meta-AAD to fine-tune its features for meta-policy (as
required by meta-AAD algorithm [41]). However, it’s also
hard to perfectly train its reinforcement learning method
with such few feedback labels, which makes the performance
of meta-AAD falls behind ACVAE on the MTS datasets.
Moreover, meta-AAD also lacks designs for utilizing the
background information. For a more fair comparison, we also
enhance the semi-supervised algorithms with concatenated
background information, as shown in Table V. ACVAE out-
performs the best-performing semi-supervised baselines
by 39% to 289%, and also outperforms their enhanced

variants by 3% to 42%, which demonstrates the importance
of utilizing background information and query model for semi-
supervised MTS anomaly detection.

c) Supervised methods: As shown in Table III, ACVAE
with only 3% labels achieves similar or even better (-
1.45% to +6.69%) performance than the best-performing
supervised methods, which demonstrates the effectiveness of
the designs in ACVAE on utilizing out-of-band information to
improve our detection performance.

Table IV shows the range-based AUPRC for ACVAE and
baselines, and the anomaly detection performance on SKAB
dataset. It clearly shows that ACVAE outperforms ALL base-
lines (including the supervised methods) on ALL the evaluated
datasets, which highlights the effectiveness of ACVAE for
situation-aware MTS anomaly detection.

2) RQ2. Incorporate Out-of-Band Information: We try to
enhance the semi-supervised algorithms (Devnet, DeepSAD,
and meta-AAD) with a strawman method to utilize the back-
ground information on CLM and GLM datasets. Specifically,
we concatenate the background information with the raw
MTS data as their input, and fine-tune their hyperparameters
to reach the best performance (meta-AAD still uses 3%
invalid test labels as it requires). The results are shown in
Table V. Moreover, we show the performance of ACVAE
without background information and ACVAE-concat, which
use the strawman concatenate method to utilize background
information (instead of using the learnable prior in ACVAE).
The results show that, the semi-supervised methods can benefit
from background information even with the strawman method,
and a proper design (learnable prior in ACVAE) to use the
background information can further improve the perfor-
mance by 7.42% to 9.21%. Overall, ACVAE outperforms
the best enhanced baselines by 3% to 42%.
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TABLE IV

RANGE-BASED AUPRC FOR ACVAE AND BASELINES. THE LAST
COLUMN (SK_F1) SHOWS THE BEST RANGE F1 SCORE ON SKAB

DATASET. ALGORITHMS MARKED WITH * ARE THE *ENHANCED*
BASELINES WITH CONCATENATED BACKGROUND

INFORMATION. THE TOP-3 PERFORMANCE ON
EACH DATASET ARE MARKED IN BOLD

TABLE V

BEST RANGE F1 SCORE OF ACVAE AND ITS VARIANT AND *ENHANCED*
BASELINES WITH OR WITHOUT BACKGROUND INFORMATION

Fig. 4. Best range F1 score of ACVAE trained with different label portions
of training data.

Fig. 4 shows the best range F1 score of ACVAE trained
with different label portions of training data. Specifically,
ACVAE with 0% labels is an unsupervised version of ACVAE,
which only trains modelfull on MTS data and background
information without feedback. Incorporating 3% feedback
labels help ACVAE outperform its unsupervised version
by 15.35% to 74.87%. Even with only 1% labels, the per-
formance of ACVAE significantly outperforms its unsupervised

Fig. 5. Best range F1 score of ACVAE and *enhanced* baselines using
ACVAE’s query model results.

variant, which demonstrates the importance of incorporating
feedback information to help the algorithm learn the opera-
tors’ criteria about anomalies.

3) RQ3. Query Model Performance: As shown in Fig. 4,
ACVAE with only 2% to 3% labels already achieves com-
parable performance with the supervised version of ACVAE.
It demonstrates that our query model has found the most
useful instances for improving our detection model with
less than 3% queries of training data, thus significantly
reducing the amounts of labels required for training ACVAE.

Devnet, DeepSAD, and Ymir do NOT have a specific query
model to proactively ask for labels. Based on the enhanced
baselines in Table V, we further apply the ACVAE’s query
model results (to select training labels) on these three methods
to get new enhanced variants of baselines. (Note that, meta-
AAD used its meta-policy for both query and detection, thus
ACVAE’s query results cannot be applied on it.) The results
are shown in Fig. 5. Although the query model of ACVAE is
not jointly trained with other baselines, its query results also
improve the performance of other baselines up to 71%, which
shows that the queried useful instances can also benefit
other detection algorithms. Moreover, with the same back-
ground information and feedback labels as input, ACVAE still
significantly outperforms the best-performing enhanced
baselines by 2.98% to 39.90%, which demonstrates the
superiority of ACVAE’s designs on detection models to bet-
ter utilize the out-of-band information. The semi-supervised
ACVAE with 3% labels even outperforms many enhanced
baselines trained with 100% labels.

F. RQ4. Ablation Studies

We conduct ablation studies using several variants of
ACVAE on eBay’s datasets mentioned in Section IV-A to
demonstrate the effectiveness of the designs described in
Section III.

1) Designs to Utilize Out-of-Band Information:
a) Incorporate background information: As shown in

Table V, ACVAE with background information significantly
outperforms ACVAE without background information by
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Fig. 6. Best range F1 score of ACVAE and its variants. (a) ACVAE with and
w/o normal data augmentation. (b) ACVAE using contrast detection models
and its variant using single detection model. (c) ACVAE using anomaly score
and standard deviation of posterior as features for query model, as well as its
variants using either of them. (d) ACVAE with neural network query model
and its variants using random query and greedy query.

24.42% and 205.56% on CLM and GLM dataset, respectively.
A similar trend can be found on other enhanced baseline
methods, which demonstrates the importance of incorporating
background information for situation-aware MTS anomaly
detection.

b) Incorporate feedback information: As shown in Fig. 4,
ACVAE with feedback information significantly outperforms
the unsupervised variant of ACVAE. A similar trend can be
found in Table III. Although previous works [3], [12], [15]
have shown that unsupervised methods can achieve good per-
formance on some MTS anomaly detection datasets through
learning the normal patterns, they mainly focus on detecting
data anomalies regardless of human operators’ interests. Incor-
porating feedback information can help the anomaly detection
algorithm learn the operators’ criteria about anomalies, so as
to make precise alerts in different kinds of monitoring systems.

c) Normal data augmentation: As shown in Fig. 6(a),
ACVAE outperforms its variant without using normal data
augmentation by 0.22% to 18.73%. Intuitively, for better
anomaly detection with contrast detection models, we need
modelfull and modelano to be well-trained on normal data and
anomalous data, respectively. However, some normal instances
are hard to learn without feedback, and modelfull will give low
likelihood on such data (FPs). Fortunately, our query model
is more likely to query such FP instances and get feedback
labels. The normal data augmentation technique can then help
modelfull optimize on such confirmed normal instances and
get higher likelihood, which makes modelfull well-trained on
normal data to meet the above requirements.

d) Contrast models vs single model: The variant model
ACVAE-single removes the modelano in ACVAE, and only use
modelfull to learn the normal patterns of data from raw MTS
and out-of-band information. For queried anomalous instances,
ACVAE-single removes them from its training data. The query

Fig. 7. Histograms of the statistics of four query features during training with
respect to (1) ground-truth normal and anomalous instances and (2) correctly
detected (TP and TN) and falsely detected (FP and FN) instances.

model of ACVAE-single also removes the features generated
by modelano. ACVAE uses Sdiff (Eq. (6)) as anomaly score,
while ACVAE-single uses Sfull (Eq. (4)). Other configurations
are kept the same. The results in Fig. 6(b) shows that, ACVAE
with contrast detection models outperforms ACVAE-single by
0.69% to 52.37%, which demonstrates the effectiveness of
using contrast detection models and Sdiff to learn both normal
and anomalous patterns for MTS anomaly detection.

2) Designs of Query Model:
a) Query model feature selection: As shown in

Fig. 7, we draw the histograms of the statistics of four
query features during training procedure as examples:
(Sfulli, Sdiff i, σfulli, σanoi) in Eq. (9)) with respect to (1)
ground-truth normal and anomalous instances, (2) correctly
detected (TP and TN) and falsely detected (FP and FN)
instances. The figures show that most of the ground-truth
anomalies can be distinguished by the score features, while the
FP and FN instances can be distinguished by the standard devi-
ation features. In Fig. 6(c), we compare ACVAE with two vari-
ant models. ACVAE-score only uses (Sfulli, Sdiff i) as query
model features, and ACVAE-std only uses (σfulli, σanoi)).
ACVAE outperforms the best-performing variant by 6.81% on
average over four datasets, which demonstrates the effective-
ness of the selected features for training the query model.

b) Query model strategy: In Fig. 6(d), we replace
ACVAE’s neural network based query model with random
query and greedy query strategy. The random query is the
same as the strategy in Devnet and DeepSAD, which randomly
selects normal and anomalous data according to the anomaly
ratio of each dataset to obtain feedback labels for training. The
greedy strategy greedily selects the instances with the lowest
Sdiff (which means they are the most anomalous instances
detected by the current detection model) after each week to
obtain feedback labels for training. Other configurations are
kept the same. ACVAE outperforms its variant models using
random query and greedy query by 27.2% and 14.9% on aver-
age over four datasets, which demonstrates the effectiveness of
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Fig. 8. Best range F1 of ACVAE and its variant model using a different
detection model structure (pure VAE with multivariate unit Gaussian prior).

our query model strategy. Moreover, as shown in Table III and
Table V, ACVAE significantly outperforms meta-AAD, which
trains a model-specific query strategy using reinforcement
learning. In Fig. 5, the query results of ACVAE can also help
other semi-supervised methods (Devnet, DeepSAD, and Ymir)
improve their anomaly detection performance, which shows
the generalizability of our query results.

3) Designs of Detection Model Structure:
a) Detection model structure: In Fig. 8, we replace

the state space model structure (which connects the latent
variables zs in posterior and prior) in the detection model
of ACVAE with pure VAE structure [18] and multivariate
unit Gaussian prior. Other configurations are kept the same.
ACVAE outperforms its variant model by 22.66% to 77.65%.
With a simple VAE structure, the variant model is hard to
model the temporal and correlational information of MTS,
which prevents the contrast detection models from learning the
normal and abnormal MTS patterns well. Moreover, the variant
model cannot utilize the background information well without
the learnable prior. These drawbacks significantly downgrade
its performance.

V. FEASIBILITY AND CASE STUDY

In this section, we use several statistics and production cases
to show the feasibility of deploying ACVAE in production.

A. Feasibility Study

1) Anomaly Detection Performance: As discussed in
Section IV-E, ACVAE with only 3% labels achieves compa-
rable or even better (−1.45% to +6.69%) anomaly detection
performance than the supervised method Ymir deployed in
production, which demonstrate ACVAE’s high accuracy and
low label demand on anomaly detection for different kinds of
systems. Moreover, the average anomaly detection delay of
ACVAE is 1.269 points over the four datasets, which meets
the early detect requirement in industry.

2) Computation Time: As shown in Fig. 2, ACVAE is
incrementally trained once a week. The total training time
ranges from 4 to 22 minutes per week on CLM, GLM, and
DCLM dataset with a single NVIDIA GeForce GTX 2080 Ti
graphical card. The online testing time for each instance is
less than 0.02 seconds (much smaller than the data collection

Fig. 9. (a) Histogram of normalized Sdiff with respect to ground-truth
normal and anomalous data on CLM dataset. (b) Online Training and testing
performance on CLM dataset.

interval of 1 minute), which meets the real-time detection
requirements.

3) Cold Start and Online Training: We take CLM as
an example to show the feasibility for online training and
detection. Even if there is only one anomaly case available
at the beginning of training, the detection performance of
ACVAE drops less than 3%. Moreover, besides training and
testing with fixed data split in Section IV-E, we show the
online result (i.e., training the model online and testing on the
following one week’s data) in Fig. 9(b). It shows that ACVAE
can achieve high online anomaly detection performance after
training with one-week data. At week 9, ACVAE fails to
detect one new anomaly that only lasts for 1 minute. However,
ACVAE proactively queries for user feedback after that week
and quickly learns the new anomalous pattern, and achieves
best range F1 higher than 0.95 in the following weeks. During
online training and testing, ACVAE dynamically calculates the
threshold for obtaining the best F1 score on the past labeled
instances, and use it for anomaly detection on the next week’s
data. On the 6-month CLM data, ACVAE successfully detects
18 out of 19 anomaly segments (more than 800 true positive
anomaly points), with only 16 falsely alert points. Therefore,
ACVAE has the cold start and incremental online training
ability to be deployed on new systems.

4) Query Frequency: To deploy an active learning algo-
rithm in production, it’s often impossible to receive frequent
feedback from operators and downstream users. ACVAE only
queries once per week to get few user feedback, and converges
to a good query policy with less than 5 episodes of queries.
This is in contrast with the reinforcement learning based
methods which often need more frequent feedback and more
labels (e.g., 300 episodes or more) to converge. Moreover,
ACVAE is able to continuously learn new normal patterns from
unlabeled data even if no feedback is provided for a few weeks.
Furthermore, operators can proactively provide some feedback
labels to further improve model training.

B. Case Study

We use several cases from different monitoring systems to
show how ACVAE reduces the number of FPs and FNs by
incorporating out-of-band information. To make the anomaly
scores from different models comparable, we divide the origi-
nal anomaly score by the average score across test data as the
normalized anomaly score. Take CLM as an example, after
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Fig. 10. Case Study on how ACVAE reduce the False Positives and False Negatives through incorporating out-of-band information. (a) avoid FP case. The
purple strip is a ground-truth normal event for operators. (b) avoid FN case. The red strip is a ground-truth anomalous event for operators. (c) Flag case. The
red strip is a ground-truth anomalous event for operators. “w/o bg” means ACVAE variant without background information. “with bg” means ACVAE with
background information.

initialized with the well-trained modelfull and fine-tuned on
labeled anomalous data, modelano learns the anomalous pat-
terns and assigns 3.90 higher scores on average than modelfull

for anomalous data. For normal data, modelano assigns similar
or lower (-1.01 on average) score than modelfull. In Fig. 9(a),
Sdiff = −(Sano−Sfull) for most anomalous data are smaller
than Sdiff for normal data (points with smaller scores are
more anomalous), thus serve as an effective anomaly indicator.

1) Case 1: Detecting FP Case: Fig. 10(a) shows a service
restart event in CLM dataset (the purple strip). Most metrics
drop down for about 45 minutes, and here we show part
of them. Such events are often launched by operators, and
are regarded as normal events. However, since the service
restart rarely happens, the unsupervised methods often falsely
detect it as an anomaly (i.e., False Positive). Here we take the
unsupervised version of ACVAE as an example, the average
anomaly score Sun = −2.22, smaller than its threshold
thun = −1.37, which means the unsupervised algorithm
falsely detect this event as an anomaly. However, with the help
of feedback information, ACVAE trains modelfull with normal
data augmentation, and average Sfull = −0.95 for this event.
modelano only fine-tuned on anomalous patterns, thus gives
similar score Sano = −0.43 for the learned normal pattern.
Finally, average Sdiff = −0.52, higher than the threshold of
ACVAE th = −1.48, thus detect this event as a normal one.
Incorporating feedback information help ACVAE reduce the
number of FPs through normal data augmentation and contrast
detection models.

2) Case 2: Detecting FN Case: Fig. 10(b) shows a con-
gestion anomaly event in CLM dataset (the red strip). The
event mainly occurs in one module of the monitored cluster,
causing the metrics associated with that module to be slightly
lower than usual and last for about 7 hours, while other
metrics perform as usual. The semi-supervised single-model
variant ACVAE-single only learns the normal patterns, thus
only detecting the significantly deviations as anomalies (with
threshold thsingle = −5.84). For the anomalous event in
Fig. 10(b), ACVAE-single gives average score of Ssingle =
−1.68, and falsely detects it as an normal event (i.e., False
Negative). For ACVAE with contrast detection models, the
average Sfull = −1.87. modelano is fine-tuned with similar
anomalous events before according to user feedback, thus

assigning average Sano = −0.02, which is much higher than
Sfull. It means that modelano thinks this event is more similar
with the anomalous patterns, leading to Sdiff = −1.85,
lower than the threshold of ACVAE th = −1.48. Therefore,
this event is detected as an anomaly by ACVAE. Leveraging
feedback information by contrast detection models makes
ACVAE able to learn both normal and anomalous patterns, thus
reducing the number of FNs compared with the single-model
method that only learns the normal patterns.

3) Case 3: Detecting Flag Case: Fig. 10(c) shows a code
deployment anomaly event in GLM dataset (the red strip).
Groups 0, 1, 2 denote three out of seven groups of machines
in a cluster. The operator wants to deploy code on groups 0, 2,
4, 6, thus the automated deployment system records deploy-
ment flags (i.e., background information) in system logs and
successively does the deployment. However, as shown in the
red strip of Fig. 10(c), group 1 (which belongs to another data
center and should not be deployed in this batch) also shows the
deployment feature. In fact, it is caused by a configuration bug
in the automated deployment system, and the system falsely
deployed the same code on group 1. Without incorporating
background information, the variant ACVAE-nobg regard the
deployment on groups 0, 1, 2 as normal events according
to the raw MTS. For the red strip, it assigns an average
score S = 0.03, higher than its threshold thw/o = −2.78,
thus detecting it as a normal event. ACVAE incorporates
the background information through a learnable prior, thus
learning the criteria that groups with the same deployment
status should follow similar correlations. Therefore, group 1
with flag = 0 and in-deployment CPU feature should be an
anomaly. ACVAE assigns Sdiff = −0.82 for the red strip,
lower than its threshold th = −0.50 on GLM data, thus
detects it as an anomalous event. With the help of background
information, ACVAE is able to learn the system status to
improve its anomaly detection performance.

C. Discussions

1) Background Information: System operators choose
proper background information according to what extra infor-
mation they need to detect anomalies in a specific system.
The common background information can be encoded into
3 types: one-hot vectors, real-valued series, and no background
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information (i.e., the anomaly can be detected based on raw
MTS data). In this paper, we evaluate ACVAE and baselines
on three representative datasets, CLM (one-hot vector), GLM
(real-valued series), and DCLM (no background information),
each of which corresponding to one type of background infor-
mation. These types of background information are sufficient
to cover most monitoring scenarios in eBay. We believe other
background information in new systems can be encoded in a
similar way to be used in ACVAE.

2) Query Model: We stick to using a neural network model
with proper feature selection as our query model, rather than
using a reinforcement-learning (RL) based model [41]. The
main reason is that the RL-based methods often need more
episodes (e.g., 300 episodes or more) and more labeled data to
converge [41], [49], which means that we need to ask users for
feedback frequently. However, this is often impractical in sys-
tem operation scenarios. With the help of domain knowledge
and proper feature selection, our query model can query once
(20 data windows) per week and converge to a good query
policy with less than 5 queries (episodes), which makes it more
practical for MTS anomaly detection in industrial systems.

VI. RELATED WORK

A. Unsupervised MTS Anomaly Detection

Anomaly Detection [10] has been widely studied for a
decade of years. Specifically, MTS anomaly detection focusing
on the multivariate time series data, such as system monitoring
metrics [2], [3], [15], sensor data [5], [13], [14], [17], telemetry
data [12], which are widely used in manufacturing industry
and Information Technology systems. Recent years, many
unsupervised deep learning based MTS anomaly detection
methods [2], [3], [5], [12]–[17], [19] have been proposed,
which aim at detecting “data anomaly” from the raw MTS
data under proper assumptions. In general, these unsupervised
methods have a common underlying assumption, i.e., the
“normal patterns” of data are generated from a determin-
istic procedure, and it’s able to learn the distribution (or
prediction) of “normal patterns” from raw MTS data [42],
[50]. Data instances that deviate from the learned normal
distribution (or prediction) are regarded as anomalies. In this
way, these methods mainly detect the “data anomaly”, which
is directly defined by the historical MTS data. Detailedly, [12],
[24] used LSTM-based [51] method and multi-head atten-
tion [52] based methods for MTS prediction. [5], [19] used an
Encoder-Decoder structure to learn MTS reconstructions. [13],
[15] incorporated adversarial training to model the inter-metric
dependency (i.e., correlations among metrics). [2], [3], [14]
used VAE-based [18] methods to model the normal patterns
of MTS from temporal or correlational perspectives. Finally,
the prediction error or reconstruction error (which represents
how far a data instance deviates from the learned normal
patterns) is used for anomaly detection. The unsupervised
methods often focus on systems with stable services and
periodical monitoring data, where the anomalies are mainly
“data anomaly” that can be directly learned from historical
MTS data (NOT situation-aware).

B. Semi-Supervised and Active Anomaly Detection

In a broader range of anomaly detection, real anomalies are
defined not only by historical data, but also relate to domain
experts’ criteria for anomalies [42], [53]–[55]. Therefore, it’s
important to use semi-supervised approaches to learn domain
experts’ criteria for MTS anomalies from out-of-band infor-
mation.

Several semi-supervised algorithms have been developed for
anomaly detection, mainly applied on images, graphs, and
manually extracted features [42], [43], [54], [56], [57]. [56],
[57] used a belief propagation process to utilize labeled anom-
alies, but are only applicable to graph data. [54] leveraged
a few labeled anomalies to improve the learned feature rep-
resentations for different applications. Devnet [42] proposed
a neural deviation network to directly optimize the anomaly
scores with a few labeled anomalies and a Gaussian prior on
anomaly reference score. DeepSAD [43] generalized Deep
SVDD [58] and leveraged an information-theoretic idea to
split normal and anomalous data in a learned latent space
from labeled normal and anomalous data. These methods are
developed for images or graph data, thus cannot leverage
the background information for MTS data. Moreover, these
methods need a number of labeled anomalies for training,
but do not have a query model to help them find such
instances from unlabeled data. In MTS data, anomalies are
often rare, which makes it expensive to inspect large amounts
of unlabeled data and find sufficient anomalies for training.

As a special case of semi-supervised anomaly detection,
active anomaly detection methods leverage the active learning
idea on unbalanced anomaly detection data to find the most
useful instances for optimizing the detection model. [53],
[59], [60] combines different detection models with a greedy
strategy to query the most anomalous instance according to
anomaly score and get feedback label. [49] applied margin
sampling with label propagation as the query strategy to train
a DQN detector. Meta-AAD [41] trained a meta-policy with
PPO (a reinforcement learning method) as its query strategy,
which models the long-term performance for querying the
useful instances and outperforms the above strategies.

VII. CONCLUSION

In this paper, we point out the importance of incorporating
out-of-band information (including background information
and feedback information) to learn domain experts’ criteria
about anomalies for situation-aware MTS anomaly detection
in large distributed systems. We first propose an end-to-end
algorithm ACVAE that incorporates the out-of-band informa-
tion into MTS anomaly detection through active learning and
contrast VAE-based models. Specifically, we propose a pair of
contrast detection models to learn both normal and abnormal
patterns from user feedback, as well as a conditional VAE
with learnable prior to modeling the background information.
We adopt a non-linear state space model structure to capture
the temporal and correlational information of MTS data to
better learn normal and abnormal patterns. We also propose a
novel query model for VAE-based anomaly detection methods,
which proactively queries the most useful instances for user
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feedback. We evaluate ACVAE on four datasets collected from
different monitoring scenarios in search backend systems at
eBay, as well as one public sensor dataset. ACVAE with
only 3% labels significantly outperforms the state-of-the-art
unsupervised and semi-supervised MTS anomaly detection
methods. Moreover, ACVAE even achieves the performance
comparable to or better than the supervised method developed
by domain experts at eBay, which demonstrates the feasibility
of deploying ACVAE in production. The effectiveness of each
design in ACVAE has been verified through ablation studies.
We also use several statistics and production cases to show
the feasibility of applying ACVAE in production.

For future work, we would like to incorporate more complex
out-of-band information (e.g., semantic information that sum-
marized domain experts’ knowledge about anomalies, topo-
logical information about underlying system structure) to learn
domain experts’ criteria for situation-aware anomaly detection
in communications and networks.
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