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Centralized logging solutions

Logs are usually collected throughout software agents
(rsyslog / syslog-ng) in one central location (usually on a
relational DB).

But:

® The only thing available is the history of the logs. It's
difficult to extract other statistics.

® This configuration is not flexible: [r]syslog clients to [r]
syslog server only.
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Loganalyzer web interface

Source 'My Syslog Source' :: Adiscon LogAnalyzer :: All Syslogmessages - Mozilla Firefox

kmarks Tools Help

& v & O €3 |[e] nhttp://192.168.101.130/afindex.php ~ | [*8~ |Hazimozi és Hifi Show @
Legtébbszér latogat...~ R HWSW [WMNCO @ mahu g Index [5]OSNews™~ [5]openSUSE News™~ [5.)openSUSE Lizards~¥  [5y/LinuxDevices™~  [51] hwsw™ >
[@) Source 'My Syslog Source':: ... 3¢ };—.,;A 192.168.101.130 / localhost | p... 22 Downloads | BalaBit IT Security € L v

Satisfied with Adiscon LogAnalyzer? , English =
LogAnalyzer -

ANALYSIS & REPORTING Donate and help keep the project alive! m Syslog ds =

® |® Ssecarch @ Show Events |2 Statistics (&) Help = Search in Knowledge Base

| Advanced Search
(sample: facility :local0 severity:warning)

Search (filter):

I Search | I I'd like to feel sad | I Reset search | | Highlight >> |
Recent syslog messages | > select Exportformat ~|%
Page 1 ISQt auto reload: | Auto reload di;llllecords per page: | Preconfigured 'IIPager: i@ 44 » Di
T T T L T T
Today 14:44:18 G paemon debian-testing &Y ghclient: Sysleg bound to 192.168.101.130'2) -- renewal in 820 seconds.
Today 14:44:18 & paemon debian-testing & gpclient: Syslog & pHcPACK from 192.168.101.2542)
Today 14:44:18 & paemon debian-testing & gpclient: Syslog & DHCPREQUEST on =tho to 192.168.101.2542) port 67
Today 14:40:25 @ SECURITY debian-testing @ sshd[3283]: Syslog Q pam_unix(sshd:session): session closed for user root
Today 14:40:25 @ AUTH debian-testing @ sshd[3283]: Syslog Q Received disconnect from 192.168.101.12); 11: disconnected by user
Today 14:39:01 @ SECURITY debian-testing @ CRON[3325]: Syslog Q pam_unix(cron:session): session closed for user root
Today 14:39:01 @ CRON debian-testing &Y /USR/SBIN/CRON[3326]: Syslog ~Qs(‘;‘o':o.t)d(.‘}MD ([ -x fusr/lib/phpS/maxlifetime ] && [ -d /var/lib/php5 ]
in
Today 14:39:01 @ SECURITY debian-testing @ CRON[3325]: Syslog Q pam_unix(cron:session): session opened for user root by (uid=0)
Today 14:38:06 @ USER debian-testing @ ocops[3322]: Syslog Q ez itk mar autoid
Today 14:38:06 @ USER debian-testing @ ocops[3321]: Syslog 58 ez itk mar autoid
Today 14:38:05 @ USER debian-testing @ cops[3320]: Syslog Q ez itt mar autoid
Today 14:37:50 D USER debian-testing &Y cops[3318]: Ssyslog &} ez itt mar autoid
Today 14:37:14 @ USER debian-testing @ — Syslog Q ez itt mar autoid
Today 14:36:46 @ SYSLOG debian-testing @ syslog-ng[3305]: Syslog Q syslog-ng starting up; version='3.1.3'
IE‘GP: i4d ¢4 » DI
Made by Adiscon GmbH Adiscon LogAnalyzer Version O Rsyslog | Page rendered in: 0.0275 seconds | DB queries: 3 | GZIP enabled: yes | Script Timeout: 30
(2008-2011) 3.0.6 B WinSyslog seconds

GL  http://192.168.101.130/afindex.php
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What is Logstash?

e Logstash is a tool for managing events and logs. You
can use it to collect logs, parse them, and store them for
later use.

e You can think of it as an event pipeline, divided in three
parts: inputs, outputs and filters.

e Itis written in JRuby, a Java implementation of Ruby.

e Easy to deploy: a single JAR file,it can be started
directly from the cmd line (no Tomcat is needed).

e Depending on the configuration file a Logstash agent
can act with different roles: Shipper, Indexer, Broker,
Searching/Storage, Web interface.
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Logstash functions

Shipper. send the collected events to another Logstash

instance or another software.
Broker and Indexer: receives and indexes the events.

Search and Storage: searching and storing the events.

Web Interface: different options available: native one,

based on Elasticsearch.
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Logstash architecture

Shipper

Web
<€ Interface

Indexer

Search and
Storage

The system we are testing now is using Logstash only to ship

and indexing the events. The broker, search/storage and web
interface parts are replaced with other open source software.

Shipper
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Logstash configuration

The configuration file is mainly composed of two blocks,
one called input and the other one called output. A third
block, which is optional, is called filter.

® /nputs: how events gets into Logstash.

® Filters: how you can manipulate events in Logstash.
® Qutputs: how you can output events from Logstash.
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Logstash plugins

Input Filters Output
Amagp / Zeromq CSV Elasticsearch
Eventlog (Windows) JSON Ganglia
Ganglia Grok Graphite
Zenoss XML Nagios
log4| Syslog_pri OpenTSDB
Syslog Multiline MongoDB
TCP/UDP Split Zabbix

(...)

(...)

(...)

Complete list of plugins: http://logstash.net/docs/latest/
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http://logstash.net/docs/latest/

A small example

The most simple configuration file:

input { stdin
{ type => "stdin-type"}
}
output {stdout
{ debug => true
debug format => "Jjson"}

}

Start a Logstash instance like this:

jJava -Jjar logstash-1.1.9-monolithic.jar agent -f config.
file

After that you can start to type something on the terminal.
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Output in JSON format

"@source":"stdin://localhost/",
"Qtags":[],

"@fields":{},
"Qtimestamp":"2013-04-08T08:07:08.28272",
"@source host":"localhost",

"@source path":"/",

"@message":"test",

"Qtype":"stdin-type"
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Fields description

@source: The source of the event which includes the plugin that generated
it and the hostname that produced it.
@tags: An array of tags on the event.
@fields: A set of fields, for example "user": "james" for the event.
@timestamp: An ISO8601 timestamp.
@source _host. The source host of the event.
@source_path: The path, if any, of a source, for example /var/log/messages.
@message: The event's message. In our case it is what we put into
STDIN.
@type: The value of the type configuration option we set.
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Logstash syslog plugin

input {
syslog {
type => syslog
port => 5000
b}
output {
elasticsearch {
host => "10.1.1.18"

I

Note: the 'syslog’ plugin status is experimental, which
means it is essentially untested.
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Chef client run event

{

"@source":"syslog",

"Qtags":[],"Q@fields":{},
"@timestamp":"2013-03-26T06:40:36.6922",

"@source host":"1xb009",

"@source path":"/var/log/rsyslog.d/1lxb007/messages",

"@message":"Mar 26 07:40:35 1xb007 chef: [2013-03-26T07:
40:324+01:00] INFO: Starting Chef Run for

1xb007.devops.test","@type":"1linux-syslog"
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Some problems

The previous configuration may be good to test the basic
capabilities of Logstash and Elasticsearch but it has some
drawbacks:

® | ogstash buffering capabilities are quite low: as the
number of the events to be processed keep increasing
the internal buffer may be filled up quite easily.

® Too tight interaction between Logstash and

Elasticsearch: it makes not possible to update one of
the software without breaking the flow of the logs.

HEPiX Spring 2013 - April 156 - 19, Bologna



Log farm diagram

To overcome the previous limitations we will split the roles of the various
components using multiple instances of Logstash.

Servers [ Workstations

Main Rsyslog server

Logstash
Shipper

Redis |

Log collection
. through TCP/UDP
i (via syslog agents)

Elasticsearch
cluster

Logstash
Indexer

Kibana
(web UI for ES)
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Components description

® [ ogstash shipper: this instance of Logstash will read the

logs directly from the files saved on the central Rsyslog
server.

® Redis: it act as a temporary broker.

® [ ogstash indexer: this instance will read the logs stored

on Redis and it will redirect them directly to the
Elasticsearch cluster.

® [lasticsearch will then index the logs and make it
possible to run full text search on them.

® Kibana: it's a web interface for Logstash and
Elasticsearch.
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Why are we using Redis?

e Redis will give us an efficient system to buffering the
logs collected through the shipper instance of Logstash.

e |t will also makes easy to upgrade the Logstash
indexing instances, without breaking the flow of the
logs.

Redis is an in-memory persistent key-value store. Keys can
contain strings, hashes, lists, sets and sorted sets.

HEPiX Spring 2013 - April 156 - 19, Bologna



Logstash shipping agent

input {
file {
type => "linux-syslog"
path => [ "/var/log/*.log", "/var/log/messages",
"/var/log/rsyslog.d/1lxb*/*" ]
exclude => [ "*.gz" ]
}
}
output {
stdout { debug => true debug format => "json"}

redis {
host => "127.0.0.1"
data type => "list"
key => "syslog"
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Config file directives

Input plugin:
@path: the path to the files that will be used use as an input.

@type: it populates the type of our event and it is used to help identify what
events are .

@exclude: files excluded by Logstash.

Output plugin:

@host: where the Redis instance is located (default port is 6379).
@data_type: it specify the Redis data type to be used (/ist).
@key: the name of the list.

The stdout config is useful only for debugging or during the test phase.
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Logstash indexer agent

input {
redis {
host => "127.0.0.1"
type => "redis-input"
data type => "list"
key => "syslog"
format => "json event"
}
}
output {

elasticsearch {
cluster => "1xb009"

node name => "Logmaster"
host => "10.1.1.18"
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Config file directives

Input plugin:
@host: the IP address of the running Redis instance.

@type: it populates the type of our event and it is used to help identify what
kind of events the filter is managing.

@data_type: depending on the value (list or channel) we will use different
Redis operations on the data.

@key: the name of the Redis list or channel.
@format: the format of input data (plain, json, json_event).

Output plugin:
@cluster: the name of the ES cluster (useful for discovery).
@node_name: the node name ES will use when joining a cluster.

@host: the name/address of the host to use for ElasticSearch unicast
discovery.
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GROK: filtering the logs

Using the grok filter you'll be able to parse arbitrary text and
structure it.

Grok works by using combining text patterns into something
that matches your logs.

A grok pattern is: "%{SYNTAX : SEMANTIC}
e 'SYNTAX'is the name of the pattern that will match your

text.
e 'SEMANTIC'is the identifier you give to the piece of text

being matched.

Logstash is shipped with about 120 patterns by default.
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Postfix log filtering

filter {
grok {
type => "postfix"
pattern => [ "{3SYSLOGBASE}" ]
add tag => [ "postfix" ]

Based on the pattern already available in Logstash this
filter will parse only logs from Postfix and it will just add the

tag 'postfix’ into it.
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Grok filtering for bounced emails

grok {

patterns dir => "/etc/logstash/patterns”

tags => "postfix/bounce"

pattern =>
"%{TIMESTAMP_ISO8601} % {HOST}
S{SYSLOGPROG}: %S{QUEUEID}: to=<%{EMAILADDRESS:to}>,
relay=%{RELAY},
delay=%{POSREAL:delay}, delays=%{DELAYS},
dsn=%{DSN}, status=%{STATUS} ${GREEDYDATA:reason}"
add tag => "BOUNCED"
named captures only => true
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Get metrics from the logs

Using the metrics plugin in Logstash you can extract useful
numeric information. Using the generator plugin we will
generate a stream a random event:

input {
generator {
type => "generated"

}
}

The logs generated in this way will be catched by a proper
grok filter and counted by the metrics plugin.
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Grok and counting events

filter {
metrics {
type => "generated"
meter => "events"
add_tag => "metric"
}
}

output {
stdout {
# only emit events with the 'metric' tag
tags => "metric”
message => "rate: %{events.rate_1m}"

1}
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A sample of the output

The stream of the events are counted every
minute:

rate: %{events.rate 1lm}
rate: 0.0

rate: 619.8

rate: 714.1315996203243
rate: 838.931746259273
rate: 1243.784314492951
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Elasticsearch for indexing logs

e Elasticsearch is a REST based, distributed search
engine built on top of the Apache Lucene library.

e JSON + HTTP API built in support.

e Elasticsearch can scale horizontally: you can add more
ES instances and they will be automatically added to
the cluster.

e ElasticSearch is able to achieve fast search responses
because, instead of searching the text directly, it
searches an index.
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Elasticsearch terminology

Node: an Elasticsearch instance.

Cluster: a set of nodes (it's called cluster even if there's
only one ES instance).

Document: a JSON document stored in ES. It's like a row in
a table of a relational DB.

Index: it consists of one or more Documents.
Shard: they contain the data from the index.

Replica shard: used to increase search performance and
for fail-over.
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A terminology comparison

Relational database Elasticsearch
Database Index
Table Type
Row Document
Column Field
Schema Mapping
Index Everything is indexed
SQL Query DSL
SELECT * FROM table... GET http://...
UPDATE table SET PUT http://...
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Search through ES with the cmd line

curl 'http://1xb009:9200/1logstash-2013.03.26/
linux-syslog/ search?g=1xb009&pretty=true’

Qutput:

{
" index" : "logstash-2013.03.20",
" type" : "linux-syslog",
" id" : "ySFmhBadQOaZME2A3VSZcw",
" score" : 0.34786326, " source"

{ "@source":"file://1xb009/var/log/rsyslog.d/1xb009/messages",
"Qtags":[],"@fields":{},"@timestamp":"2013-03-26T02:12:48.559
Z",

"@source host":"1xb009","@source path":"/var/log/rsyslog.
d/1xb009/messages",

"@message":"Mar 26 03:12:47 1xb009 dhclient: bound to 10.1.1.18

-—- renewal in 1460 seconds.","@type":"linux-syslog"
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Access ES through command line

Using the es2unix tool it is possible to obtain various informations from the
Elasticsearch cluster.

es health
23:37:58 1xb009 vyellow 1 1 30 30 0 0 30

es search

1.0 logstash-2013.03.24 linux-syslog nDzGwOyMTSehKv-41lnuVcw
1.0 logstash-2013.03.24 linux-syslog OzUANuFpTaKKdzmHSMdGrw
1.0 logstash-2013.03.24 linux-syslog hifUg40-THyo 97ngNSM A
(

.)
Total: 3791

You can also use the -v' parameter to print the column headings.
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Monitoring the Elasticsearch cluster

Web view of the ES status through the paramedic plugin.

IODES 1 D 3491

HARD JRL
PRIMARY 25 INITIALIZING O http://10.1.1.18:9200
RELOCATING 0 UNASSIGNED 25

S Refresh ever

Hide

os.cpu.user [Logmaster]

process.cpu.percent [Logmaster]

jvm.mem.heap_used_in_bytes [Logmaster]

http.current_open [Logmaster]

indices.indexing.index_current [Logmaster]

indices.search.query_current [Logmaster]

NODE

* Logmaster
D' 003GXPKTQOCSux YwXDEtjg
7 inet[/10.1.1.18:9200]
HOST: Ixb009
)AD-0.530
176 1.5mb
1053491
75mb o1

1. logstash-2013.03.24 1 5 shards / 1 replicas / 108 docs / 124.5kb / Os indexing querying / open
2. logstash-2013.03.25 1 5 shards / 1 replicas / 1 09 kb / Os indexing / 121ms querying / open
3.logstash-2013.03.26 1 5 shards / 1 replicas / 1 077 docs / 3kb / Os indexing querying / open
4. logstash-2013.03.27 1 5 shards / 1 replicas / 614 doc 9kb / Os indexing / querying / open
5. logstash-2013.04.09 .. ... 01 5 shards / 1 replicas / kb /6.3s indexing querying / open
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ES: status of the index using the

head plugin

ElasticSearch

Overview

http://10.1.1.18:9200/

Browser
Cluster Overview

Structured Query [+]

Any Request [+]

logstash-2013.03.24
size: 124.5kb (124.5kb)
docs: 108 (108)

Logmaster
003GXPKTQOCSVXYWXDEtjig
inet[/10.1.1.18:9200]

ons ~
Unassigned

Connect | Logmaster cluster health: yellow (1, 35)

logstash-2013.03.25
size: 389.9kb (389.9kb)
docs: 1092 (1092)

logstash-2013.03.26
size: 398.3kb (398.3kb)
docs: 1077 (1077)

[0]
[4]
[0]

1.
mappings: {

Info | Status = Node Stats | Cluster Nodes | Cluster State | Cluster Health

Rt~ |

logstash-2013.04.11
size: 46.9kb (46.9kb)
docs: 85 (85)

logstash-2013.03.27
size: 375.9kb (375.9kb)
docs: 614 (614)

logstash-2013.04.09
size: 387.4kb (387.4kb)
docs: 749 (749)

logstash-2013.04.10
size: 157.7kb (157.7kb)
docs: 266 (266)

[o][z][2][3]
[4]
0]

index.number_o
index.numb
index.versio

)ptionalTime"
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Kibana dashboard

Custom

15

20 -coumpermml I

Sl Al
= T

2013-03-25 00:46:08 |to| 2013-03-26 09:36:32 | grouped by| auto v

02:00:00 04:00:00 06:00:00 08:00:00 10:00:00 12:00:00 14:00:00 16:00:00 18:00:00 20:00:00 22:00:00 00:00:00
3-25 3-25 3-25 325 325 3-25 3-25 3-25 3-25 3-25 3-25 3-26
Older 0TO 50
Time {@message »
03/26 09:34:03 Mar 26 08:34:02 1xb009 dhclient: bound to 10.1.1.18 -- renewal in 1307 seconds.
03/26 09:34:.03 Mar 26 08:34:02 Ixb009 dhclient: DHCPACK from 10.1.1.1
03/26 09:34:.03 Mar 26 08:34:02 Ixb009 dhclient: DHCPREQUEST on ethOto 10.1.1.1 port 67
03/26 09:30:53 Mar 26 08:30:53 Ixb007 dhclient: bound to 10.1.1.16 -- renewal in 1284 seconds.
03/26 09:30:53 Mar 26 08:30:53 Ixb007 dhclient: DHCPACK from 10.1.1.1
03/26 09:30:53 Mar 26 08:30:53 Ixb007 dhclient: DHCPREQUEST on eth0to 10.1.1.1 port 67
03/26 09:17:02 Mar 26 08:17:01 Ixb007 JUSR/SBIN/CRON[8056]: (root) CMD ( cd / && run-parts --report /etc/cron.hourly)
03/26 09:17:02 Mar 26 08:17:01 Ixb007 CRON[B0S5]: pam_unix(cron:session): session closed for user root
03/26 09:17:02 Mar 26 08:17:01 Ixb007 CRON[B055]: pam_unix(cron:session): session opened for user root by (uid=0)
03/26 09:17:01 Mar 26 08:17:01 Ixb009 JUSR/SBIN/CRON[32306]: (root) CMD ( cd / && run-parts --report /etc/cron.hourly)
03/26 09:17:01 Mar 26 08:17:01 Ixb009 CRON[32305]: pam_unix(cron:session): session closed for user root
03/26 09:17:01 Mar 26 08:17:01 Ixb009 CRON[32305]: pam_unix(cron:session): session opened for user root by (uid=0)
03/26 09:12:57 Mar 26 08:12:56 Ixb009 dhclient: bound to 10.1.1.18 -- renewal in 1266 seconds.
03/26 09:12:57 Mar 26 08:12:56 Ixb009 dhclient: DHCPACK from 10.1.1.1
03/26 09:12:57 Mar 26 08:12:56 Ixb009 dhclient: DHCPREQUEST on ethOto 10.1.1.1 port 67
03/26 09:10:58 Mar 26 08:10:57 Ixb007 chef: [2013-03-26T08:10:52+01:00] INFO: Report handlers complete
03/26 09:10:58 Mar 26 08:10:57 Ixb007 chef: [2013-03-26T08:10:52+01:00] INFO: Running report handlers
03/26 09:10:58 Mar 26 08:10:57 Ixb007 chef: [2013-03-26T08:10:52+01:00] WARN: Node Ixh007 devops test has an empty run list
03/26 09:10:58 Mar 26 08:10:57 Ixb007 chef: [2013-03-26T08:10:52+01:00] INFO: Chef Run complete in 0.269177615 seconds
03/26 09:10:58 Mar 26 08:10:57 Ixb007 chef: [2013-03-26T08:10:52+01:00] INFO: Loading cookbooks []
03/26 09:10:58 Mar 26 08:10:57 Ixb007 chef: [2013-03-26T08:10:52+01:00] INFO: Start handlers complete.
03/26 09:10:58 Mar 26 08:10:57 Ixb007 chef: [2013-03-26T08:10:52+01:00] INFO: Running start handlers
03/26 09:10:58 Mar 26 08:10:57 Ixb007 chef: [2013-03-26T08:10:52+01:00] INFO: Starting Chef Run for Ixb007 devops test
03/26 09:10:58 Mar 26 08:10:57 Ixb007 chef: [2013-03-26T08:10:52+01:00] INFO: HTTP Request Returned 404 Not Found: No routes match the request: freportsinodes/xb007 devops testiruns
03/26 09:10:58 Mar 26 08:10:57 Ixb007 chef: [2013-03-26T08:10:52+01:00] INFO: Run List expands to []

rss M export & stream @

02:00:00 04:00:00 06:00:00 08:00:00
3-26 3-26 3-26 3-26

HEPiX Spring 2013 - April 156 - 19, Bologna



Detailed view of a log entry

Time {@message »
04/1015:54:58 Apr 10 15:54:57 Ixb009 dhclient: bound to 10.1.1.18 -- renewal in 1454 seconds.
Field Action \alue
@message QO Apr 10 15:54:57 1xb009 dhclient: boundto 10.1.1.18 -- renewal in 1454 seconds.
@source Qe file: Mxb009/varNogirsyslog.dixb009/messages
@source_host QO Ixb009
@source_path Qe Ivarfogirsyslog.dixb009/messages
@tags Qo
@timestamp Qe 2013-04-10T13:54:58.711Z
@type QO linux-syslog
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MLERERICIEEGEWAIE

nits

P rss N export 2 stream &
% Analysis 2012-09-06T16:47:48 to | 2012-09-08T16:47:48
@message~ 300000
@sourcev B count per 1800s

T T T L L e
@source_pathv I ““I

20:00:00 00:00:00 04:00:00 08:00:00 12:00:00 16:00:00 20:00:00 00:00:00 04:00:00 08:00:00 12:00:00 16:00:00

@tags v~
9/6 97 97 97 97 97 97 9/8 9/8 9/8 9/8 9/8

@timestamp~

ot~ Trend analysis of agent field

@_ These trends are based on 20000 events from beginning and end of the selected timeframe for your query.
i= Score
nkagent CountPercentTrend Action
w Mozila/5.0 (compatible; Giooglebot/2.1; +http://www.google.com/bot.htmi) 1223 6.12% -10.03 Q&
@@ Statistics 2 Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.1 (KHTML, like Gecko) Chrome/21.0.1180.89 Safari/537.1 1680 84% 452 Q%
MICIOSEcoNas™Y: 3 Mozila/5.0 (Windows NT 6.1; WOWB4; rv:15.0) Gecko/20100101 Firefox/15.0.1 629 3.15% +3.14 Q
phpmemory v 4 Mozilla/5.0 (Windows NT 6.1; WOW64; rv:15.0) Gecko/20100101 Firefox/15.0 68 034% -146 Q#
program v 5 Mozilla/5.0 (Windows NT 5.1; rv:15.0) Gecko/20100101 Firefox/15.0 1 0.06% -1.085 Q&
request~ 6 Mozilla/5.0 (iPad; CPU OS 5_1_1 like Mac OS X) AppleWebKit/534.46 (KHTML, like Gecko) Version/5.1 Mobile/9B206 Safari7534.48.3 421 211% +093 Q&
response~ 7 Mozilla/5.0 (Windows NT 6.0) AppleWebKit/537.1 (KHTML, like Gecko) Chrome/21.0.1180.89 Safari’537.1 235 1.18% +0.775 Q&
role 8 LA Weekly 1.4.4 rv:31048 (iPhone; iPhone OS 5.1.1; en_US) 144 072% 4072 Q%
source host« 9 Mozilla/5.0 (Macintosh; Intel Mac OS X 10_7_4) AppleWebKit/534.57.2 (KHTML, like Gecko) Version/5.1.7 Safari’534.57.2 159 0.8% +068 Qf
) - 10 Mozilla/5.0 (Windows NT 6.1) AppleWebKit/537.1 (KHTML, like Gecko) Chrome/21.0.1180.89 Safari/537.1 353 1.77%  +0.665 Q £
Lo 11 Mozilla/5.0 (Windows NT 6.1: WOW64: rv:14.0) Gecko/20100101 Firefox/14.0.1 142 071% -0.655 Q&
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Pros and Cons

e Extreme flexible: with Logstash and ES you can collect
and index logs/events coming from barely any kind of
iInput sources.

e Grok filtering capabilities help to properly manage
different kind of logs and change their structure
according to your needs.

e Hardware demands: Logstash and Elasticsearch can be
quite hungry in terms of RAM usage. JVM options
needs to be properly tuned.

e No user access control: once Kibana is up and running
there's no mechanism to control who is accessing the
service.
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References

http://logstash.net
http://www.elasticsearch.org

http://redis.io/

A web interface for managing Redis instances:
https://github.com/steelThread/redmon

Elasticsearch APl consumable by the command line:
https://github.com/elasticsearch/es2unix

http://www.elasticsearch.org/tutorials/using-elasticsearch-for-

logs/
http://logstash.net/docs/1.1.9/tutorials/metrics-from-logs
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Thank you!

Questions?
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