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About myself

• Tenured Associate Professor in Computer Science @ Tsinghua University

• Homepage: http://netman.aiops.org/~peidan

• Email: peidan@tsinghua.edu.cn Wechat: peidanwechat

• Research direction: AI for IT Operations; Autonomous IT Operations

• UCLA Ph.D.  Best Ph.D. Thesis Award in UCLA CS in 2005.
• Joined Tsinghua CS Department in December 2012, with Government Endorsement (“ Recruitment Program

of Global Talents”) 

• Previously a Principal Researcher at AT&T Research, a co-founder and founding CEO of a mobile health 
company in Beijing, before joining Tsinghua. 

• ACM/IEEE Senior Member

• During AT&T days, supervised interns from CMU, Cornell, Princeton, UCLA, GaTech, Michigan, Northwestern 
etc. Now @ Google, MSR, IBM, Purdue, Northeastern, HKUST
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My Research Group @ Tsinghua: NetMan

• Currently advising~15 of Ph.D. and M.S. 
students at Tsinghua.

• Two affiliated assistant professors and two post-
docs

• Graduated 10 PhDs (3 went to MSRA, two went to
Nankai University, one becomes a CEO, one goes to  
Alibaba)
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Industry Collaborators

Publications:

100+ AIOps papers and 20+
issued US Patents. Published
in SIGCOMM、WWW、
SIGMETRICS、TON、
INFOCOM、IMC、CoNEXT
etc.

Research results are covered by technology media such as MIT
technology Review, Hacker News, Mother Board, Morning paper, 
and many Chinese media. 
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AIOps Course (in English) at Tsinghua: http://course.aiops.org
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Outline

• AI is changing the world

• AI for IT Operations

• Operations center tour
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What are AI, Machine Learning and Deep Learning?
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• Finance
• Education
• TMT
• Medical & Health
• Automobile
• Manufacturing

Industries being changed by AI
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https://youtu.be/nBs3K0bsxyc

https://youtu.be/nBs3K0bsxyc
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Predictive Maintenance
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Machine Learning is a high-level programming language
Success in specific application scenario in specific area in specific industry:
quality assurance in manufacturing industry

(Play video)

Steel Industry Wood Floor
Tobacco Leaf 8K video monitoring of

the production line

Traditional programming language:
hard-coded logic

Machine learning as a programming language
hard-coded logic + fuzzy logic learned from data
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The capability boundary of current AI technologies

AI is good at solving problems that satisfy the

following five conditions simultaneously:

（1）With abundant data or knowledge

（2）With deterministic Information

（3）With complete Information

（4）Well-defined

（5）Single-domain or limited-domain

——CAS Fellow, Prof Bo Zhang



Why success only in specific application scenario in specific
area in specific industry?

Specific 
Scenario

Industry AI
AI

Applications

Industry people 
familiar with scenario 
and industry

Algorithm people familiar
with general AI,
but not specific industry 
or specific scenario

Traditional programming language:
hard-coded logic

Machine learning as a programming language
hard-coded logic + fuzzy logic learned from data



Huge Gap

Pitfalls: use ML algorithms as Blackbox to tackle 
a specific scenario in a specific industry

a specific scenario in a specific industry

General Machine Learning Algorithms
ARIMA, Time Series Decomposition, Holt-Winters, CUSUM, SST,DiD,DBSCAN, 

Pearson Correlation，J-Measure, Two-sample test, Apriori, FP-Growth, K-medoids, CLARIONS, 
Granger Causality, Logistic Regression,  Correlation analysis (event-event, event-time series, 

time series-time series) , hierarchical clustering、Decision tree, Random forest, support vector 
machine, Monte Carlo Tree search,  Marcovian Chain,  multi-instance learning, transfer learning, 

CNN, RNN ,VAE, GAN, NLP
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Outline

• AI is changing the world

• AIOps: AI for IT Operations and Autonomous IT Operations
• What is AIOps
• Value of AIOps: brief case studies 
• Industry Leader’s Opinion
• Is AIOps necessary?
• Is AIOps feasible?
• An in-depth case study

• Operations center tour



IT Operations is one of the technology foundations of the 

increasingly digitalized world. 



IT operations are responsible for ensuring the digitalized businesses and societies run reliably, 
efficiently and safely, despite the inevitable failures of the imperfect underlying hardware and software. 

But IT Operations are currently labor-intensive, heavily relied on human experience, very stressful, 
and ineffective.

Failure 
Discovery

Failure 
Mitigation

Failure 
Repair

Failure 
Avoidance
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Valued at 20 
Billion USD

Valued at 44 
Billion USD

Valued at 7 Billion 
USD

IT Operations Companies



AIOps： Autonomous IT Operations through Machine Learning

Large & complex
access network

Large & complex
data center

Large & complex
application software

• Imagine that you are running an Internet-based service with hundreds of thousands of servers 
and many software modules, a large, complex, cross-layer, and rapidly evolving distributed
system.

• You want to achieve 99.999% service reliability, but the terabytes of machine-generated 
monitoring data and hundreds of operators (IT operation engineers) alone won’t get you 
there, because of the high complexity and sheer scale of the software/hardware system and the 
vast amount of machine-generated data.

• Machine learning is the direction to enable Autonomous IT Operations autonomous.
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Towards Autonomous IT Operations

Manual-
Driven

Automated but 
with Manual Decision

Autonomous 
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Ultimate Goal: Autonomous IT Operations

Spaceship Avalon: 5000 passengers and 258 crew
members. Flying towards Planet Homestead II,
120-year trip.

Spaceship Covenant: 2000 passengers and 15 crew
members all in hibernation. Flying towards Planet
Origae-6。Only one awaken android crew.
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Autonomous IT Operations: Automatically deal
with all four causes of changes to IT systems
• Software & hardware failures--> Automatic

Healing

• Software changes --> Autonomous software 
deployment

• Change of user request amount & Pattern --> 
Elastic Resource Allocation

•Malicious Attacks-->Autonomous Defense
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“Most people overestimate 
what they can do in one year 
and underestimate what they 
can do in ten years.”

-- Bill Gates
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Outline

• AI is changing the world

• AIOps: AI for IT Operations and Autonomous IT Operations
• What is AIOps
• Value of AIOps: brief case studies 
• Industry Leader’s Opinion
• Is AIOps necessary?
• Is AIOps feasible?
• An in-depth case study

• Operations center tour



Reduced Business Loss: 
Rapid Assessment of Software Changes

• A buggy deployment causes significant revenue Loss
• Manual trouble shooting takes 1.5 hours

• AIOps solution takes
less than 10 minutes

Joint Work with Baidu
Published in ACM CoNext 2015
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Customer
complaints

Inspecting
KPIs Troubleshooting



Web Search Engines
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Search Response Time (SRT)

32

SRT  = t4 - t1

A search query
is submittedt1 The result page

Is rendered
t4



Search Response Time Matters
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+100ms~400ms queries      0.2%~0.6% 
[Jake Brutlag, Google]

+500ms revenue 1.2%
[Eric Schurman, Bing]

Given two content-wise identical search result pages, 
users are more likely to perform clicks on the fast page

[SIGIR 2014]



Search Response Time in the Wild
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User's flow of thought is interrupted
if pages take longer than 1s to load

https://www.nngroup.com/articles/response-times-3-important-limits/

Why?



Monitoring SRT: Search Logs
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SRT User’s ISP
Browser
engine

# of 
Images Ads Server Load …

800ms (Low SRT) China Unicom WebKit 10 Yes 1000 queries/s …

1200ms (High SRT) China Telecom Trident 5.0 5 No 500 queries/s …

……

Measurable attributes that can potentially impact SRT
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Slow responses (>1s) are reduced from 30% to 
20%

80th-percentile response time is reduced by 
253 ms

-100ms ->Sales 1%
[Greg Linden, Amazon]

-100ms~400ms -> Revenue 0.2%~0.6% 
[Jake Brutlag, Google]

Improved Revenue: Reduced Page Response Time

Joint Work with Baidu
Published in IEEE INFOCOM 2016

After deploying the solutions
suggested by AIOps：

Saves 30 man-months (estimated) of
manual analysis



AIOps Leads to Better User Experience -> 
Longer Engagement -> More Revenue 

Linear 
Regression

SIGCOMM
2011

Decision Trees

SIGCOMM
2013

Reinforcement 
Learning

SIGCOMM
2017

Conviva/CMU/MIT work



AIOps Quickly Decides the Responsibility Boundary: 
Reduced loss

Microsoft Azure Work.
Published in SIGCOMM 2016



Localizing the Anomalous Regions: Reduced Loss
39

Tr
af

fic
 fl

ow

Tr
af

fic
 fl

ow

Manual localization: 90 minutes
AIOps: 30s

Collaboration with Baidu. Tencent implemented a variant to improve its video streaming service

(IDC, product, ISP, Province)



DC Switch Failure Prediction->Preventive Replacement-
>Avoided Loss 

当前时刻 故障

预测

测量数据

• Precision: 82.15%
• Recall: 74.74%
• FPR: 3.75×10()

syslogs

prediction

failurecurrent 
moment

Problem: Baidu-customized switches intermittently drop/delay packets,
causing QoE drop at the application layer.

Reboot stops the problem for some while.
Question: Can we predict the this problem 2 hours before it happens again?
Then just switch the traffic away from this switch and reboot it.
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Detecting previously unseen attacks: 
99% accuracy  --> more secure

Based on self-translation
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Outline

• AI is changing the world

• AIOps: AI for IT Operations and Autonomous IT Operations
• What is AIOps
• Value of AIOps: brief case studies 
• Industry Leader’s Opinion
• Is AIOps necessary?
• Is AIOps feasible?
• An in-depth case study

• Operations center tour
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AIOps is rising

• According to Gartner Report：
• AIOps global deployment ratio: 10% （2017）→ 50% （ 2020）

Source: Gartner (July 2017) Source: Gartner (March 2016)
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“In addition to control plane and data plane, Internet needs an AI-based knowledge plane”
- Dave Clark, the Architect of the Internet, in his SIGCOMM 2003 paper.



Leaders’opinions about AIOps
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“AI is the most important tools for managing 
the networks.

Huawei CEO Ren Zhengfei: Jeff Dean Head of AI, Google
“We can improve everywhere in a system that 
have tunable parameters or heuristics”
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Outline

• AI is changing the world

• AIOps: AI for IT Operations and Autonomous IT Operations
• What is AIOps
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• Industry Leader’s Opinion
• Is AIOps necessary?
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Complex Access Networks





Taobao’s application dependency in 2012



Evolving Techniques Enable Frequent Software
Changes
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App 1 App 2

App 3 App 5
App 4

App 7

App 6
App 8

App 9

Physical 
Network 
Topology

Application 
Dependency

Deployment

KPI 1

KPI 2 KPI 4

KPI 3

KPI 5

KPI 6KPI 7

Metrics 
and Logs KPI 10

KPI 9KPI 8

Anomaly 
Propagation 

Graph

Source

Alert 2

Alert 1

Alert 4

Alert 7

Alert 8

Alert 3

Alert 6

Alert 5
Alert 9

Source

1

2

3

4 5

6

7

User 
Experience

Physical 
Network 
Topology

User KPI1
User KPI2

User KPI3

phone

AP

Desktop

Cellular

access access

Large-scale, complex, cross-layer, 
dynamic system’s digitalized running 
status à Big Ops data



Troubleshooting

Customers

Network
alerts

Customer 
trouble tickets

Network

Routing
events (OSPF)

End to end
service monitoring

(e.g., GSTool, RCAT, 
WIPM)

Logs (workflow, 
syslogs)

Customer issues
(MTS, tickets, tweets)

Alarms, 
tickets
(e.g., 

Netcool, 
AOTS)

Performance counters
(e.g., Compass, Optima)

Lower layers
(e.g., SONET, 

CNI)

There are a sheer volume of device-generated
monitoring data during daily operations



Diverse Metrics and Their Diverse Anomalies
（1）Seasonal metrics

（2）Periodicity shift

（3）Adopt to holidays

（4）Identify variable metrics and obtain extreme threshold

（5）Detect too rapid a change

（6）Detect the lack of seasonality. 

（7）Adapt to trend change

（8）Robust against data loss or interruption



App logs
Network Device
Logs

DB logs
OS logs

Middlge-ware Logs

Environment 
Logs • Oracle日志

• DB2日志
• Informix日志
• SQLServer日志
• MySQL日志
• …

• MQ日志
• Tuxedo日志
• Weblogic日志
• Tomcat日志
• Apache日志
• …

• 交换机日志
• 路由器日志
• 防火墙日志
• F5日志
• …

• UNIX日志
• Linux日志
• Windows日志
• …

• 电力日志
• …

There are more than one thousand types of logs in top 
20 banks in China



• Volume
• Velocity
• Variety
• Value
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We have no choice but relying on AI to take
advantage of the Big Data from Ops
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Outline

• AI is changing the world

• AIOps: AI for IT Operations and Autonomous IT Operations
• What is AIOps
• Value of AIOps: brief case studies 
• Industry Leader’s Opinion
• Is AIOps necessary?
• Is AIOps feasible?
• Levels of AIOps
• An in-depth case study

• Operations center tour
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AIOps has the necessities required for
successful ML applications

• Machine learning tools (algorithms and systems)

• Applications that show the value

• Large amount of data

• Labels and the experts who can label
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AIOps is still challenging because its interdisciplinary nature

Ops

Industry AI
AIOps

Ops people familiar
with Ops and
Industry,
but not AI

Algorithm people
familiar with general AI,
but not Ops and
Industry



Huge Gap

Pitfalls: use ML algorithms as Blackbox to tackle 
Ops challenges

Failure 
Discovery

Failure 
Mitigation

Failure 
Repair

Failure 
Avoidance

General Machine Learning Algorithms
ARIMA, Time Series Decomposition, Holt-Winters, CUSUM, SST,DiD,DBSCAN, 

Pearson Correlation，J-Measure, Two-sample test, Apriori, FP-Growth, K-medoids, CLARIONS, 
Granger Causality, Logistic Regression,  Correlation analysis (event-event, event-time series, 

time series-time series) , hierarchical clustering、Decision tree, Random forest, support vector 
machine, Monte Carlo Tree search,  Marcovian Chain,  multi-instance learning, transfer learning, 

CNN, RNN ,VAE, GAN, NLP
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AIOps Architecture： Divide the complex task and Conquer

手
Brain: Knowledge
Graph

Brain：
Decision

Eye:
Monitoring
data

Hand：Automated
Software with Hard-
code logic

These two types of modules must be
solvable by existing ML algorithms

（1）Abundant data
(2)   Deterministic information

（3）Complete information
（4）Well defined
（5）Single domain



Brain for IT Operations

Decision Algorithm（using realtime monitoring data and knowledge graph to 
make decision)

Brain for IT Operations

data sources

Unified Ops Data Platform

Ops Knowledge graph (Mining historical Ops data to construct varies “profiles”)

Failure Discovery
KPI Anomaly 

Detection

multi-KPI 
Anomaly 
Detection

Log Anomaly 
Detection

Trace 
Anomaly 
Detection

Failure Localization
Anomalous 

Machine 
Localization

mutidimensional
KPI anomaly 
localization

Change-induced 
Anomaly 
Detection

Trace 
Anomaly 

Localization

physical 
topology

app
topology

fault
propagation

ticket 
profiles

mitigation
profiles

script profile

Failure Avoidance
bottlenec
k report

change risk 
evaluation

Failure 
prediction

capacity 
prediction

…… …… ……

…

Automated Software using hard-coded logic

Failure Mitigation
automatic 

deployment 
rollback

Failover 
evaluation

Elastic 
Sizing

……

app
profile

metric 
profile

log pattern 
profile

failure omen 
profile

capacity 
profile

bottleneck
profile

trace 
profile

app health 
profile

special data 
profile

data quality 
profile

Rate 
Limiting

logs, network, middleware, database, storage, server, application

Unsupervised Reinforcement Learning  Supervised but with labels Semi-supervised Learning Transfer Learning



Brain for IT Operations

Decision Algorithm（using realtime monitoring data and knowledge graph to 
make decision)

Brain for IT Operations

data sources

Unified Ops Data Platform

Ops Knowledge graph (Mining historical Ops data to construct varies “profiles”)

Failure Discovery
KPI Anomaly 

Detection

multi-KPI 
Anomaly 
Detection
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Automated Software using hard-coded logic

Failure Mitigation
automatic 

deployment 
rollback

Failover 
evaluation

Elastic 
Sizing
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app
profile

metric 
profile

log pattern 
profile

failure omen 
profile

capacity 
profile

bottleneck
profile

trace 
profile

app health 
profile

special data 
profile
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profile
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Limiting

logs, network, middleware, database, storage, server, application

VAE DBSCAN DTW RLF
Self-training Transfer Learning

NLP LSTM DBSCAN

KDE，DBSCAN
Learning to RankVAE

GMVAE

E2-UCB

Decision 
Tree

Random ForestSST, DiD

EVT

DRL DRL

DRL
LSTM

Unsupervised Reinforcement Learning  Supervised but with labels Semi-supervised Learning Transfer Learning

Association Mining –KPI correlation
Fluxation Correlation  Causal Inference

Random Forest XGBoot DBSCAN

LCS^2 Decision Tree
VAE

NLP LSTM DBSCAN



Brain for IT Operations
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Levels of Autonomous IT Operations

Level=⌊ Log
(CPO/100) ⌋

Cores Per Op
(CPO)

Typical Enterprises

Level 0 O(100) Finance

Level 1 O(1K) Medium Internet companies running on public clouds

Level 2 O(10K) Large Internet companies 

Level 3 O(100K)

Level 4 O(1M)

Level 5 O(10M)

• Cores Per Op (CPO): The average number of x86bCPU cores managed by an Op（40hours/week）
• Assumption: Organization tries their best to achieve certain reliability. 
• Try to decoupled with the following factors:

• Business sectors, scale, architecture, technology, part-time
• Count operators of server, storage, network, middleware, database, application
• Count the hours of operators for triggering scripts, monitoring the big screen, browsing the 

monitoring data, deal with alerts, troubleshooting, planning, idle time while on duty. 
• Do not count the hours of operators for developing IT operations tools. 
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Example1：Internet Company A

• All x86 servers: 500K with 12 cores each, 500K with 24 cores each。In 
total there are 13M cores. 

• Labor: (200*0.5+200*0.8)*60/40=390 Op
• 200 operators for server, storage, database, and network
• 60 hours/week; 50% of working time is for manual operations, and 50% of 

working time is for tool development. 
• 200 operators for applications and middleware
• 60 hours/week; 80% of working time is for manual operations

• CPO=13M cores/390 Op=33K cores/OpLevel

• Level =⌊ Log (CPO/100) ⌋=2
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Example2：Internet Company B

• All x86 servers: 500K with 12 cores each, 500K with 24 cores each。In 
total there are 13M cores. 

• Labor: (200*0.5+200*0.8)=130 Op
• 100 operators for server, storage, database, and network
• 40 hours/week; 50% of working time is for manual operations, and 50% of 

working time is for tool development. 
• 100 operators for applications and middleware
• 40 hours/week; 80% of working time is for manual operations

• CPO=13M cores/130 Op=100K cores/OpLevel

• Level =⌊ Log (CPO/100) ⌋=3
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Example 3： Bank C

• 10K x86 servers with 12 cores each.  500 small computers, each equivalent to 
100 cores. 5 Mainframe computers, each equivalent to 2K cores. 180K cores in 
total

• Labor (100*0.5+100*0.8+200)*60/40=495 Op
• 100 operators for server, storage, database, and network

• 60 hours/week; 50% of working time is for manual operations, and 50% of working 
time is for tool development. 

• 100 operators for applications and middleware
• 60 hours/week; 80% of working time is for manual operations

• 200 Outsourced Operators
• 60 hours/week; full time on manual operations

• CPO=180K Cores/495 Op=363/Op
• Level =⌊ Log (CPO/100) ⌋=0
• plan to have 100K x86 servers, and the number of cores increases to 

1.26M
• Keep the CPO, and increase the #Ops to to 1.26M/263=3360, or 
• Keep the #Op=495, but increase the CPO=1.26M/495=3545 cores/Op; 

Level=1
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• AI is changing the world
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• What is AIOps
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KPIs and Anomaly Detection
2019/9/8Dapeng Liu (liudp10@mails.tsinghua.edu.cn)

KPIs (Key Performance Indicators): A set of performance measures that evaluate the service quality

Page views (PV) of Baidu
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KPIs and Anomaly Detection
2019/9/8Dapeng Liu (liudp10@mails.tsinghua.edu.cn)

KPIs (Key Performance Indicators): A set of performance measures that evaluate the service quality

Page views (PV) of Baidu

KPI anomalous (unexpected) behaviors à Potential failures, bugs, attacks...
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KPIs and Anomaly Detection
2019/9/8Dapeng Liu (liudp10@mails.tsinghua.edu.cn)

KPIs (Key Performance Indicators): A set of performance measures that evaluate the service quality

Page views (PV) of Baidu

KPI anomalous (unexpected) behaviors à Potential failures, bugs, attacks...

Anomaly detection matters: Find anomalous behaviors of the KPI curve
à Diagnose and fix it
à Avoid further influences and revenue losses
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Diverse Metrics and Their Diverse Anomalies
（1）Seasonal metrics

（2）Periodicity shift

（3）Adopt to holidays

（4）Identify variable metrics and obtain extreme threshold

（5）Detect too rapid a change

（6）Detect the lack of seasonality. 

（7）Adapt to trend change

（8）Robust against data loss or interruption
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AIOps Architecture： Divide the complex task and Conquer

手
Brain: Knowledge
Graph

Brain：
Decision

Eye:
Monitoring
data

Hand：Automated
Software with Hard-
code logic

These two types of modules must be
solvable by existing ML algorithms

（1）Abundant data
(2)   Deterministic information

（3）Complete information
（4）Well defined
（5）Single domain



Architecture

检测器检测器Mining
Properties

Extracting 
Features

Seasonality Length

……

Periodicity shiftKPI Classifiers
Detection 

results

Donut: 
WWW2018

Label-Less: 
INFOCOM 2019

Buzz: INFOCOM 2019

ROCKA: IWQOS 2018
StepWise: 
ISSRE 2018 Best Paper



Donut: supervised->unsupervised: smooth KPIs
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Unsupervised KPI Anomaly Detection
Through Variational Auto-Encoder

WWW2018

Accuracy of  0.8~0.9，even better than 
supervised approach.
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Buzz: Apply Adversarial Training for non-Gaussian noise
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Unsupervised Anomaly Detection for Intricate KPIs via 
Adversarial Training of VAE

We use two major ideas in Buzz: 

• Wasserstein distance: the distance
between the two probability 
distributions 

• Partitioning from measure theory.
a powerful and commonly used analysis 
method for distribution in measure 
theory. 

INFOCOM 2019
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Experiment Results

Best F-Score outperforms Donut by up to
0.15



85

Label-Less: A Semi-automatic Labeling Tool for KPI 
Anomalies 
• Best F-score ： 0.95
• Real-time response time：less than 0.5 second
• Reduce operators' labeling overhead by more 

than 95%
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Clustering + Transfer Learning to reduce training overhead

Original DONUT [WWW2018] ROCKA+DONUT+KPI-specific threshold

Avg. F-score 0.89 0.88

Total training time (s) 51621 5145

IWQOS 2018



Adapt to Concept Drift
concept drift adaption improve anomaly detection F-
score by 203%（0.225 to 0.681）

ISSRE (Class B) 2018 Best Paper
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Observation: Old and New Concept Can Be Linearly Fitted

KPI Value
Linear Fit

0

5

10

15

20

25Time of
Day
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Principles and technologies 
can be generalized to Any
Technology Operations.
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Summary
• AI is changing the world, but so far only in specific scenario of specific 

area in specific industry

• AI applications need be “coded”using domain (industry, area, scenario) 
knowledge-based “architecture”

• AIOps is a foundational technology in the increasingly digitalized world
• What is AIOps
• Business Value of AIOps:  more revenue, less loss, more secure
• Industry Leader’s Opinion: AIOps is very promising
• AIOps is necessary
• AIOps is feasible
• Defining Levels helps AIOps get accepted
• AIOps can be very deep technologically

• AIOps is needed for all technology operations, not just IT operations.  


