
Slides adopted from the Internet

Ticket, Triage, and Post-Mortem



A process for troubleshooting 

§ A general model of the troubleshooting process

hypothetico-deductive method:

§ Given a set of observations about a system and a 
theoretical basis for understanding system behavior, 
we iteratively hypothesize potential causes for the 
failure and try to test those hypotheses. 

§ Compare theories with evidences ; treat the system
and observe

§ Until a root cause is identified.



Incident 
Reassignment

…
Engineers 

…
Monitors

…
Teams

Online Service 
System …

OCEs Incident 
Reporting1

Incident 
Triage

2
Incident 

Mitigation3

Incident 
Resolution4

Incident reporting: human reporting 
and monitor reporting

Incident triage: assigning (reassigning) 
an incident to the responsible team

Incident mitigation: e.g., if an
incident is related to SQL servers, 
the mitigation method is to reboot 
the abnormal SQL servers

Incident resolution: fixing the 
underlying root cause for the incident 
through offline postmortem analysis

Credit: Junjie Chen et al., An Empirical Investigation of Incident Triage for Online Service Systems



Live Ticket (incident document)







What Does a Ticket Contain? 
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STRUCTURED FIELDS 
E.g., ticket title, problem type, 
priority etc. 

FREE-FORM TEXT 
E.g., operator notes, emails, 
device debug logs, etc. 



Challenges in Analyzing Trouble Tickets 
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• Coarse-grained information 

• Inaccurate or Incomplete: 

69%-75% in 10K+ tickets in 

our study! 

• Written in natural language 

• Typos and ambiguity 

• Grammatical errors 

• Domain-specific terms 

• E.g., DNS, DMZ, line card 


