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Intfroduction

» Neural Networks (NN) are great at detecting malicious packets

» Great results in literature
(NNs can learn nonlinear complex patterns and behaviors)

» But, not so common in practice (where is my SNORT plugine)

» Existing NN solutions use supervised learning (e.g., classification):

1. Collect packets

Label packets: malicious or normal
Train deep NN on labeled data
Deploy the NN model to the device

Execute the model on each packet

R

When a new attack is discovered, go to #1




Intfroduction

» Neural Networks (NN) are great at detecting malicious packets

» Great results in literature
(NNs can learn nonlinear complex patterns and behaviors)

» But, not so common in practice (where is my SNORT plugine)

» Existing NN solutions use supervised learning (e.g., classification):

Large storage, many samples of every 1. Collect packets
kind of malicious packet
Expert with a lof of time 2. Label packets: malicious or normal

Large GPU server and fime... 3. Train deep NN on labeled data

4. Deploy the NN model to the device

Handle thousands of packets a second 5. Execute the model on each packet
(e.g., a simple router)

6. When a new attack is discovered, go to #1




Kitsune Overview
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A Kitsune, in Japanese folklore, is a mythical fox-like creature that has a number of tails, /

can mimic different forms, and whose strength increases with experience.

So too, Kitsune has an ensemble of small neural networks (aufoencoders),
which are trained fo mimic (reconsfruct) network traffic patterns,

and whose performance incrementally improves overtime.
e W/

Enables NN on Unsupervised: Anomaly detection, no labels!

network fraffic Ly, Online: Incremental learning, incremental feature extraction

Enables rednsﬂ{: Plug-and-Play: On-site training, unsupervised learning

deployments

z

Light-weight: The NN uses a hierarchal architecture
T “

e.g., routers




Kitsune Fraomework

NIDS are Located on:
» Gateways/Routers

» Servers

Q Q » Dedicated Devices

Network

(e.g.. Pl attached to a mirror port)



Kitsune Fraomework

Packet Parser Feature Extractor (FE) Anomaly Detector (AD)

NFQ, Packet++, ¥
AFPacket, scapy,

-
L1 L

Network



Kitsune Feature Extractor (FE)

Decay Factor:

» FE uses damped incremental statistics fo d,(t) = 2~
efficiently measure recent traffic patterns

An unbounded stream of values S={x1,x2,...} Incremental Statistic Object:

al O IS = (H/)LSISSoSRItl(ISI)

s | Basic Stats:
s ° 2
5 LS SS (LS

) u=—,0= ||——-1—11,..

B w \J w w

0 1000 2000 B 3000 4000 5000 Update IS With Xi:
Objective: Compute the stats (x,0,...) over the Y = da(Cewr — tiast)

recent history of .5, given limited memory and

, ) IS « (yw + 1,yLS + x;,¥SS + x{,ySR + ri1j, tcyy)
non-uniform sample rates (fimestamps)



» FE uses damped incremental statistics to

Yalue

An unbounded stream of values

0.02 0.04 0.06 0.08 0.10

0.00

efficiently measure recent traffic patterns

S={x1,x2,...}

8 8
8

Timestamp [sec]

Objective: Compute the stats (x,0,...) over the
recent history of .5, given limited memory and
non-uniform sample rates (fimestamps)

0.9
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0.2
0.1

0

Decay Factor:

d,(t) = 2~
Type| Statistic |Notation Calculation
Weight w w
1D Mean Us; LS/w
Std. Ts, JISS/w — (LS/w)?|
Magnitude | ||S;, S| J us, + ,uf'gj
. 7. 2
Radius Rs,s; \/ (gg-i ) + (GS?-] )
2D Approx. | -~ ., SRij
\ . Si,S
Covariance ] w; + w;
Correlation EoWs
Coefficient |~ Ts, Os;




Kitsune Feature Extractor (FE)

Potentially thousands of streams ... each
with 5 inc -stats of 100ms, 500ms, 1.5sec,

10sec,and Imin Packet Sizes between

two IPs [7]

Packet Sizes from a MAC-IP[3]

Packet Sizes from an IP [3]

Dest. 2

...between .
two Sockets [7] °

1‘—*’" =S TCP

Source Y

Jitter of the fraffic / Kitsune
from an IP [3] ¥ € R23%5=115




The KitNET Anomaly Detector

Anomaly Detection with an Autoencoder
» An Autoencoderis a NN which is trained to reproduce its input after compression

Forward-propagation

Error: x-x’

Back-propagation



The KitNET Anomaly Detector

Anomaly Detection with an Autoencoder

» An Autoencoderis a NN which is trained to reproduce its input after compression

> There are two phases: |[{iirain | JIIRRRREIIN N

' Reconstruction Error

\_ d , wi i O 2
’ ' : >' * RMSE (Z, ) = Zjl:l(—ljl)
/N | n
' / //\ ' Low value: x is normall

High value: xis abnormal
@ m (does not fit known concepfs)




The KitNET Anomaly Detector

eaC AU LTUS

assive deep autoencoder?

o)

Why not one m
» Curse of dimensionality!
» Train/Execute Complexity

Our Solution:

Ensemble Layer Output Layer

Y |
Y |
y
N\

\ (7]

: / N:

\ : D

/ AN
% Y [
%
2

Each autoencoder receives a group of correlated features
How do you find the groupings online?



Dan Pei
KitNET has one main input parameter, m: the maximum number of inputs for each autoencoder in KitNET’s ensemble. This parameter affects the complexity of the ensemble in KitNET. 


The KIitNET Anomaly Detector

» For the first N observations (x),

incrementally update a
correlation distance matrix
(xi — %) (x; — X))
G = @Dl (x5 — )1,

D=[Dy]=1-
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For the first N observations (x), » Perform one-time agglomerative hierarchal

incrementally update a

clustering on 2 (fast)

» Cut the dendrogram so that no

» FEach discovered cluster

correlation distance matrix 1.0
D (xi = x3) - (x; — Xj)
= [Pu] = NG = 2| (x5 - B)]
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Kitsune NIDS

Ensemble Layer Output Layer
|
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Lo = r -
Packet Capturer Packet Parser Feature Extractor (FE) Feature Mapper (FM) Anomaly Detector (AD)

" KitNET \

No more that one instance (packet) is stored in memory at a time.



Gradient Descent

Algorithm
. Initialize weights randomly ~N (0, %)

2. Loop until convergence:

3. Compute gradient, a]a(;l;)
4 Update weights, W « W —n a]a(;l/,)

5. Return weights

I = o Massachusetts 65191 Introduction to Deep Learning
I I Institute of

, , 1/28/19
Technology introtodeeplearning.com



http://introtodeeplearning.com/

Stochastic Gradient Descent

Algorithm
. Initialize weights randomly ~N (0, %)

2. Loop until convergence:

3. Pick single data point i

4 - aJi(W)
Compute gradient, W

>. Update weights, W « W —n a]a(:z)

6. Return weights

I = o Massachusetts 65191 Introduction to Deep Learning
I I Institute of

Technology introtodeeplearning.com

1/28/19



http://introtodeeplearning.com/
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Remote Site

Experimental

Resulis
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Client B

» Networks:
» Surveillance
» |oT

» Algorithms:

Surveillance Network

» Signature-based: Suricata with
over 13,465 emerging threat rules

» Anomaly-based:
» Batch: GMM, Isolation Forest
» Online: pcStream & IGMM

loT Network




Experimental

Resulis

Attacks

A“,Mk Attack Name Tool Description: The attacker ... Violation | Vector | # Packets Tr?un Exefute
Tvype [min.] | [min.]
0S Scan Nimap ...scans the I‘Iéﬂt‘Ol“]\" }]"or hoslz;; a?l(li rhfziz 'c])pfei'ériilg systems, fo C 1 1.697.851 | 333 18.9
—_— ] 761] eal possible » u}nem ilities.
Fuzzing SFusz ...searches for vulner abilities in the camera s uve.b servers by C 3 2244139 | 333 572
sending random commands to their cgis.
Video Injection | Video Jack ...injects a recorded video clip into a live video stream. &M | | 2472401 | 142 192
MX/Z(;Z]ZW ARP MitM Ettercap ...intercepts all LAN traffic via an ARP poisoning attack. C 1 2,504,267 | 8.05 20.1
Active Wiretap Rasplﬂ)eny ...intercepts all LAN {j‘qfﬁc via qcﬁve wiretap (network bridge) C P 4554925 | 20.8 743
PI 3B covertly installed on an exposed cable.
SSDP Flood Saildain ...overloads the DI'/'R by Qauszng cqmq‘a; to spam the server & 1 4077266 | 14.4 26.4
with UPnP advertisements.
Dem({l of SYN DoS Hping3 ...disables a camera’s video stream A 1 2771276 | 187 341
Service - by overloading its web server.
SSI'J . THC ...disables a ;ame;;‘a s 1:‘m’eo f‘tr?am by se;:7dmg many SSL A 1 6.084.492 | 10.7 54.9
Renegotiation renegotiation packets to the camera.
Botet S ...infects IoT with the Mirai malhware by exploiting default
Mahvare il SRk credentials, and then scans for new vulnerable victims network. Gl i Gl el A
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Equal Error Rate (EER)
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Fuzzing Mirai
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Dan Pei
Kitsune has one main parameter, m ∈ {1, 2, . . . , n}, which is the maximum number of inputs for any one autoencoder of KitNET’s ensemble
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Resulis

Packet Processing Rate on Single Logical Core

40000 -

30000 -

20000 -

Rate [Packets/Sec]

10000 =

0- 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 L] 1 1 1 1 1 1 1 1 1 ] 1 1 1 1

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
Size of Ensemble Layer (k)

» ~2,000 packets/sec on a Pl PG Exac-mode

»~14,000 packets/sec on a deskiop PC il - Iraim—mode

Pl: Exec-mode

—o— Pl: Train-mode



» In the past, NNs on NIDS were used for the task of classification

» We propose using NNs for the task of anomaly detection
» Eliminates the need for labeling data (endless traffic & unknown threats)
» Enables plug-and-play
» Kitsune Achieves this by,
» Efficient feature extraction
» Efficient anomaly detection (KitNET)



KIitNET

The core-anomaly detection algorithm of Kitsune

Anomaly Detector (AD)
Ensemble Layer

Cyber@Ben-Gurion
University of the Negev

Source code:
https://github.com/ymirsky/KitNET- py

Contact: yisroel@post.bgu.ac.il T h O n |< YO U !




