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Datacenter downtime costs are growing steadily

* [T component failure is a significant ® |
contributor to datacenter downtimes. f28081561)/m'”
* Disks are among the most frequently
falling components in today’ s IT ® $7908/min
environments. (2013)
O
$5617/min
(2010)

63 US data centers

Source: http://www.emerson.com/en-us/News/Pages/



Datacenter downtime costs are growing steadily

Can we mitigate this issue?
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Figure 1: Availability: without proactive replacement (left) vs.
with proactive replacement(right)



Objectives

* Given SM.AR.T monitoring data ,“ B 80
for disks (disk sensors’ data), =
provide the subset of SMAART = e
attributes that are indicative of == °
an impending disk replacement. =——- "
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* Use these attributes to build a
statistical model that
automatically predicts disk
replacement with high accuracy.
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Data

* Monitoring data (S.M.A.R.T indicators) from a large population of disks
(>30000) collected over 17 months.

* Labels indicating whether a disk failed or not.

When is a disk labeled as failed?
* The disk stopped working
* The disk Is non-responsive to commands

* The RAID system reports that the drive cannot be written or read, or it shows
evidence of failling soon



Goal: Predictive Replacement Component

Integration of the Component Predictive
with a Raid Array replacement
component

Signal as
faulty (1)

Raid Array

388

Figure 7: Integration of the predictive replacement component
with storage arrays

Replace (3)




Prediction pipeline

Changepoint

detection

Time series
compression

Informed
downsampling

Classification
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changepoint detection.
|dentify subset of
SMART parameters
indicative of disk
failure.
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Exponential smoothing
for compact time series
representation.
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Informed down-
sampling of the dataset
via k-means clustering
to address the high class
imbalance.
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Build a regularized
greedy forests model
to distinguish the
healthy disks from
those likely to falil.
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Changepoint detection

Goal: Reveal the most informative predictors with respect to the disks to the domain
experts.

Assumption: When a SMART attribute is informative of disk replacement, we expect a
significant shift in its values at some time point before the disk failure.

Approach: Let §; = (81, S2, .-, Sp) be the time series for a target SMART attribute.

* |f 3 atimestamp t < p when a significant change in the values of the attribute §;
occurs (e.g., the values start increasing), then we consider S; a potential attribute
relevant for the disk replacement



Changepoint detection

Steps towards changepoint detection:
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1. Choose a time tthat has the largest change:

We take t = argmax,ML(t) where ML(t) = log (p(sl:t|§z)
provided that ML(7) is significantly larger than log(p(sl:p|§

2. We assess whether the change is permanent:

} + log(p (St+1:p |é;))
)

a. We let I = (s¢, ..., Sp) be the time series observed after point t. We generate ¥ =

(S}, S‘{,) that has no changepoint at time t, i.e., we compute the posterior
distribution of W given the values in the pre-change period (sy, ..., S¢) the values of a

control (healthy) time series x3.,




Changepoint detection

* b. Finally, a SMART attribute is indicative of 150 -
a disk replacement If the probability 1007
distributions of the actual time series __0-
(measured after the detected change point)
and the synthetic one generated based on
the values of a healthy disk are swar. 1w ——— -
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Results-Subset of relevant SMART indicators

SgiA HitA
Ratio [ Inp. | Ratio | Inp.
SMART_1_norm 23% v 28% v
SMART_1_raw 2% v 15% v
SMART_3_norm — X 13% v
== SMART_3_raw — X 15% v
g Hitachi SMART_5_norm 2% v 22% v
agrsl SMART_5_raw 19% v 31% v
SMART_7_norm 14% v — X
00e ] SMART_7_raw 26% v — X
SMART_183_norm | 0.5% | X — X
SMART_183_raw 0.5% | x — X
_ a0so] SMART_184 norm | 1% v — X
- E SMART_184_raw 1% v — X
L SMART_187norm | 21% | v — X
SMART_187_raw 21% v — X
SMART_188_norm | 0% X — X
o02s) SMART_188_raw 10% v — X
— SMART_189 norm | 1% v — X
SMART_189_raw 1% v — X
SMART_190_norm | 2% v — X
SMART_190_raw 2% v — X
000 0000} - I SMART_193norm [ 10% [ V — X
— » - 5 = = - SMART_193_raw 63% v — X
Temperature Power on/off cycles L SMART_194_norm | 2% v 31% v )
. . . . S MARI_1Y94 raw 270 v 270 4
Figure 3: Distribution of the temperature and of the power on off M ARTI%morm | [x 207 [V
— — 0
cycles across the replaced disks for Hitachi and Seagate. AT I0Tworm [ 5% [V [ 17
_197_raw o o
SMART_198_ norm | 6% v — X
SMART_198_raw 27% v — X
SMART_199_norm | 0% X — X
SMART_199_raw 0.5% | x — X
SMART _240_norm | 0.5% | x — X
SMART_240_raw 21% v — X
SMART_ 241 norm | 0% — — X
SMART_241_raw 15% v — x
SMART_242 norm | 0% X — X
SMART_242_raw 19% v — X
Table 2: SMART correlation frequencies for SgtA and HitA. A

vindicates the predictor is included in the classification task.



Compact time series representation

Goal: Provide a compact, highly informative representation of the time series of
each indicator.

Observations :
* The single day record is not stable due to the recovery mechanisms embedded in the disk

* For timely predictions, one should not consider as observations for the failed class just the
entries from the last day before the disk fails

Approach: We use a window to split the raw data set into segments. We aggregate

segments to a single value using exponential smoothing over a specific time
window.

Exponential smoothing :S¢ = aYy + (1 — a)S¢_41. For a window length of size k, S;
becomes the weighted average of a k past observations up to Yi_g



Informed downsampling

Observations : Classification algorithms are typically optimized to maximize the accuracy,
therefore when trained on imbalanced datasets they exhibit poor predictive performance.

Goal: Extract a subset of the data for the dense class —in our case the healthy disks
Approach:

* Cluster the observations from the healthy disk set into k clusters using the K- means
clustering algorithm.

* Choosing k close to the number of samples available for the faulty class samples.

* For each cluster, select the data points closest to the respective cluster centroid as
representatives for the healthy disk class.

* We generate a balanced training set: union of the observations for the faulty class and
the reduced subset of data points for the healthy class



Disk classification: healthy vs. likely to fall

* Goal: Learn h: X — {0,1} that minimizes the loss [(h(x); y) that quantifies the
prediction quality

* Approach: Regularized Greedy Forests (RGF), a variant of Gradient Boosted
Decision Trees in which structure search and the optimization step are
decoupled:

- RFG introduce an explicit regularization term that takes advantage of individual tree
structures.  h = argminneu[0(h(x);y) + R(h)]

- Performs a greedy search on forest structure changing operations by repeatedly evaluating
the maximum loss reduction of all the possible structure changes;



Transfer learning

* Observations: Different models
of a single disk manufacturer
have similar SMART reporting
but different distributions of the
values reported for the SMART
attributes.

* Goal: Transfer the learnings
from a specific disk model to a
new disk model of the same
manufacturer.
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Figure 5: Covariate shift for the two Seagate models



Transfer learning

* Approach: Use the unlabeled data for the
target (new) disk model to conduct a
sample selection de-biasing

The idea behind the algorithm is to train a
classifier that can rank the observations
linked to a source disk model based on
their similarity to observations pertaining to
the target disk model.

This enables to sample the observations
from the source disk model (which are
already labeled) that are more
representative for learning the class labels
for the target disk model, i.e. that matches
the distribution of the source disk model to
the target disk model.

Algorithm 3 Transfer learning for different models

Input: Dpa, = {z:i,y:}i, the labeled data collected from

disk model 1, and Dpas,

= {x},y;}" the unlabeled data

from disk model 2.

1.

Output:

Let Dpa, = {zi,y:}i be the labeled data collected
from disk model 1, and Dpar, = {z.,y; };" be the un-
labeled data from disk model 2.

Let Da,ug - {:C’ig “DA-ll”}? U {x’,l- “DAIQ”}?

. Use Dgyq to learn a function f : X — [0, 1], such that

f(z) represents the probability of a disk being of type
“DM;” or “DM>".

. Sample a subset Dy, from Dpys, according to f .

Use Dgyp to learn a function g : X — [0, 1] (call the
procedure in Algorithm 2) such that g(x) represents
the probability of a disk of type D M> needing replace-
ment.

Predictive model for disk replacement for disk

model 2.




Results — Prediction accuracy

RGF GBDT RF SVM LR DT
SgtA | HitA | SgtA | HitA | SgtA | HitA | SgtA | HitA | SgtA | HitA | SgtA | HitA

P 0.98 0.84 0.97 0.82 0.93 0.82 0.93 0.72 0.73 0.72 0.89 0.74

Replaced | R 1 0.98 0.79Y 0.96 0.78 0.94 0.76 0.95 0.60 0.81 0.59 0.87 0.61
13 N : : : 0.94 0.79 0.94 0.68 0.77 0.65 0.88 0.67

. : . . 0.05 0.08 0.02 0.05 0.07 0.1 0.04 0.03

P 0.99 0.93 0.98 0.92 0.97 0.92 0.97 0.87 0.89 0.80 0.94 0.86

Healthy R | 0.98 0.95 0.98 0.94 0.96 0.93 0.96 0.90 0.85 0.90 0.95 0.91
I 0.98 0.94 0.98 . 0.97 0.92 0.96 0.88 0.87 0.87 0.94 0.88

>d | 0.01 0.02 0.02 0.03 0.04 0.05 0.02 0.04 0.08 0.05 0.02 0.02

Table 3: Precision, Recall, F-score, Deviation of different classifiers - median on 100 runs , each of which using randomly-drawn training
and test data points

In case of the replaced disks, Seagate has 4x more data points and 2x more non-null SMART indicators
than Hitachi, which has a smaller number of drives in the dataset and 60% less predictors.

For the healthy class, Hitachi achieves better performance (as compared to the faulty ones
) because of the lower variability in the values of the SMART parameters recorded for healthy disks.



Results — Comparison with emulated human rules

We train a decision tree on the subset of SMART indicators that Is
commonly considered when assessing disk health.

DT on the reduced subset

SgtA | HitA
Precision [L0.95 0.66
Replaced | Recall I 0.53 0.44
F-score . .0
Sd 0.06 0.15

Precision | 0.70 0.84
Healthy Recall 0.98 0.96
F-score 0.81 0.92
od 0.02 0.12
Table 5: Simple decision tree with (insufficient but commonly
used) subset of SMART indicators

If one were to do proactive replacement using only this small subset of indicators, the number of disks
one could correctly identify drops by almost 50%



Results — Transfer learning

trained on SgtA trained on HitA
SgtB / HitB
Base | Ir. Learn. | Base | Ir. Learn.
Replaced | P | 0.65 . 0.53 | 0.76
R 1052 ] 0.82 | 0.84 | 0.78
F_[0.58 |[0.86 | 065 ([0.77 1 |
Healthy P | 0.89 . 0.92 | 0.83
R [0.93 | 0.98 0.73 [ 082
F 1091 |0.97 0.81 [J0.83 |

Table 4: Precision, recall and F-score to illustrate the importance
of transfer learning



Results — High confidence rules from a decision tree model

Line | Model Rule Outcome | Confidence
1 Seagate If SMART _188_raw|> 0 Healthy 100%

2 Seagate ] SMART _197_raw > 2 Replace 100%
3 Seagate If[SMART _197_raw |< 2 andI SMART_188_raw I> 0 Replace 80%
. and / _1_n07~rrm 2600 > 117 .
4 Seagate If SMART _197_raw K 2 and [SMART_188_raw |= 0 Replace 97%
and SMART 100 and —240_raw < 14780 billion

5 Hitachi If %MART_197_TOJLU > 1 and SMART _3_raw > 626 Replace 100%
6 Hitachi If FPMART 197 _raw B> 5 and SMART _3_raw < 626 Replace 92%
' ART 5_raw > 17
7 Hitachi TMART 197 rawl> 1 and SMART _3_raw < 626 Replace 100%
, and SMART _5_raw < 17
8 Hitachi SMART _197_raw|< 1 andﬁ RIS xas e 7200 Healthy 97%
and SMART _3_raw > 629 and SMART _1_raw .1

Table 6: Examples of rules extracted from a decision tree model trained on the Seagate and Hitachi datasets obtained with Algorithm 1.

First, the primarily important SMART indicators are somewhat different. The pending sector count (Count of

‘unstable” sectors , SMART 197 raw) and the read error rate (SMART 1 normalized) seem to be model and even
manufacturer agnostic, while the command timeout (The count of aborted operations due to HDD timeout, SMART 188),
the average spin up time and the reallocated sectors count are disk model-specific.

Second, we note a very large difference in the number of read errors (SMART_1 _RAW) that determine a faulty disk
state. For Seagate, this threshold is in hundreds of millions, while for Hitachi they are 6 orders of magnitude lower. We
attribute this gap to the fact that this indicator is vendor specific, and therefore a comparison across manufacturers is not
feasible.



Farly vs. late prediction accuracy

* We evaluate how many of the replaced disks our model correctly captures
based on snapshots of the SMART indicators taken 1, 3, 10 and 30 days prior
to the actual replacement.
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Figure 6: Percentage of disks correctly predicted as replaced on
snapshots taken 1,3,10 and 30 days before the actual replacement
event.

For both Seagate and Hitachi, an administrator can identify 73 to 75% of the disks to replace a month in
advance, which provides her/him with the possibility of planning the replacement in advance, while still using
the drives for another 25-30 days.



Conclusion

* The model provides an automatic tool for the disk replacement problem that enables the
administrators to identify faulty disks in due time.

* It mitigates the reliability issues of storage service providers by allowing administrators to
backup the data and plan the actual replacement in advance.

* Such models are sensitive to the number of SMART attributes they use. This explains the 17%
gap in accuracy for the two disk manufacturer.

* Transfer learning can be applied across different models of the same disk manufacturer

* The pipeline can be easily applied to any disk model or manufacturer as long as SMART data
Is collected.



