








































































































CNNs for Classification: ImageNet
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ImageNet Dataset

Dataset of over 14 million images across 21,841 categories

1409 pictures of bananas.

“Elongated crescent-shaped yellow fruit with soft sweet flesh”

[6,7]
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ImageNet Challenge

Classification task: produce a list of object categories present in image. 1000 categories.
“Top 5 error”: rate at which the model does not output correct label in top 5 predictions

Other tasks include: 
single-object localization, object detection from video/image,  scene classification, scene parsing

[6,7]
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ImageNet Challenge: Classification Task
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2012: AlexNet. First CNN to win. 
- 8 layers, 61 million parameters
2013: ZFNet
- 8 layers, more filters
2014: VGG
- 19 layers 
2014: GoogLeNet
- “Inception” modules 
- 22 layers, 5million parameters
2015: ResNet
- 152 layers 

[6,7]
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ImageNet Challenge: Classification Task
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Impact: Healthcare

[17]

Identifying facial phenotypes of genetic disorders using deep learning
Gurovich et al., Nature Med. 2019



8

USER & ENTITY BEHAVIOR ANALYTICS (UEBA)

MACHINE LEARNING DRIVEN
BEHAVIOR ANALYTICS IS 

A NEW WAY TO COMBAT ATTACKERS

1 Machine driven, not only human driven

2 Detect compromised users, not only attackers

3 Post-infection detection, not only prevention
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REAL WORLD NEWS WORTHY EXAMPLES

COMPROMISED
40 million credit cards were stolen 

from Target’s severs

STOLEN CREDENTIALS

NEGLIGENT
DDoS attack from 10M+ hacked home 

devices took down major websites

ALL USED THE SAME PASSWORD

Edward Snowden stole more than 1.7 million 
classified documents

INTENDED TO LEAK INFORMATION



11

REAL WORLD ATTACKS CAUGHT 

SCANNING ATTACK
scan servers in the data center to find 

out vulnerable targets

DETECTED WITH 
Active Directory (AD) LOGS

EXFILTRATION OF DATA
upload a large file to cloud server hosted in 

new country never accessed before

DETECTED WITH WEB PROXY LOGS

DATA DOWNLOAD
download data from internal document 

repository which is not typical for the host

DETECTED WITH NETWORK TRAFFIC



12

BEHAVIOR ENCODING USERS

User 1 User 2
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ANOMALY DETECTION CONVOLUTIONAL NEURAL NETWORK (CNN)
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BEHAVIOR ANOMALY USER | EXFILTRATION

User – Before Compromise User – Post Compromise
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BEHAVIOR ANOMALY IOT DEVICE | DATA DOWNLOAD

Dropcam – Before Compromise Dropcam – Post Compromise




